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Technical Support

For technical support, please visit:

https://www.forenova.com/en/about-us/contact-us/technical-support

Send information about errors or any product related problem to

tech.support@forenova.com.
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About This Document

This document describes the architecture, features, installation, and O&M management of

ForeNova NovaGuard.

Intended Audience

This document is intended for:

e  Network design engineers

e O&M personnel

Note Icons

Indicates an imminently hazardous situation which, if not avoided, will result

in death or serious injury.

Indicates a potentially hazardous situation which, if not avoided, could result

in death or serious injury.

Indicates a hazardous situation, which if not avoided, could result in minor or

moderate injury.

A\ NOTICE

Indicates a hazardous situation, which if not avoided, could result in settings

failing to take effect, equipment damage, or data loss.

NOTICE addresses practices not related to personal injury.

LNoTE

Calls attention to important information, best practices, and tips.

NOTE addresses information not related to personal injury or equipment

damage.
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Change Log

Jan. 10, 2023 This is the first release.
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1 Product Overview

NovaGuard is an endpoint security solution provided by ForeNova. It consists of the cloud
service center, lightweight endpoint security software NovaGuard Agent (Agent for short),
and NovaGuard Manager (Manager for short). The Manager supports centralized endpoint
management, virus scan and removal, compliance check, and centralized management of
micro-segmentation and access control policies. The Agent supports the antivirus, intrusion

prevention, firewall, data collection and reporting, and one-click threat fixing functions.

In addition, NovaGuard can integrate and coordinate with Cyber Command and Platform-X,

forming the new-generation security protection system.

1.1 Introduction

NovaGuard can be installed in the customer's local environment. The Manager functions in
both the software and hardware modes. The Manager software is installed on a Linux server,
and the Manager hardware, connected to the network core switch in bypass mode, centrally
manages all Agents. The Agent is installed on each endpoint. The Manager coordinates with
Security Butler through the public network and coordinates with the Agent on each
endpoint through the intranet to provide accurate security information and solutions for
local endpoint users. The communication data is encrypted. The following figure shows the

installation layout.
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1.2 Key Features

1.2.1 Network-wide Endpoint Inventory

Network-wide endpoint inventory includes business servers and user PCs. The inventory
can contain each endpoint's hardware, software, and asset management information. IT
administrators can use this feature to obtain a full picture, analyze risk surfaces, and reduce

the attack surfaces of hosts on the entire network.

1.2.2 Endpoint Security Compliance Audit

Each organization has its endpoint security compliance requirements, especially
information security level protection (ISLP) compliance requirements and host security
requirements. This feature is designed based on the ISLP host security requirements to audit
compliance with identity identification, access control, security audit, intrusion prevention,
and malicious code prevention policies. Enterprises can use this feature to ensure that their

systems in construction meet the host security requirements of ISLP.
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1.2.3 Real-Time Protection from Ransomware

Ransomware is malware that encrypts the victim's files and demands a ransom payment to
decrypt them. It becomes more and more common, and victims appear every day.
NovaGuard can identify different ransomware families accurately, recognize ransomware
infection and encryption features after professional analysis, and scan and remove the latest

ransomware to prevent infection.

1.2.4 System Vulnerability Detection and Rectification

Attackers may exploit system vulnerabilities of different risk levels that fail to be identified
or rectified on time to access the customer's intranet, which may cause severe service
impact and loss. NovaGuard can help administrators identify and rectify endpoint system

vulnerabilities on the intranet to enhance system security.

1.2.5 Proactive Detection of Intrusion Attacks

Endpoint hosts may be intruded upon and then infected with ransomware or crypto mining.
Most attackers crack weak passwords using brute force methods to intrude on endpoint
hosts. NovaGuard can proactively detect brute force cracks, block the IP addresses that

initiate attacks, and proactively detect web backdoor files to prevent web security attacks.

Version 01 (Jan.10, 2023) 3
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2 Installation

NovaGuard is an endpoint security solution that consists of the cloud service center,
Manager, and Agent. This chapter describes how to install NovaGuard, including

preparation, Manager installation, product activation,

uninstallation.

2.1 Preparation

2.1.1 Manager Installation Environment

The Manager functions in both the software and hardware modes. The Manager software
can be installed in a physical or virtual environment. The following table describes the

hardware resource requirements for installation in both environments. The Manager

hardware is connected to the network core switch in bypass mode.

1-300 2 cores 2G 240G

300-1000 2 cores 4G 1T

1000-2000 4 cores 8G 1T

2000-10000 8 cores 16G 1T
Table 1: Hardware resource requirements

2.1.2 Agent Installation Environment

The Agent is compatible with multiple Windows and Linux operating systems. The

following table lists the supported operating systems and versions.

Windows

Windows XP, Windows Vista, Windows 7, Windows 8, Windows

8.1, Windows 10, and Windows 11.

Windows Server

Windows Server 2003 SP2

Windows Server 2008/2008 R2

Windows Server 2012/2012 R2

Version 01 (Jan.10, 2023)
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Windows Server 2016/2019

CentOS 5.x/6.x/7.x/8.x
Ubuntu 10.x/11.x/12.x/13.x/14.x/16.x/17.x/18.x/20
Debian 6.x/7.x/8.x/9.x
Linux
RHEL 5.x/6.x/7.x/8.x

SUSE 11/12/15

Oracle Linux 5.x/6.x/7.x

Mac OS 12

Mac OS 11.x

Mac Mac OS 10.13

Mac OS 10.14

Mac OS 10.15

Table 2: Supported operating systems and versions

2.1.3 Network Connectivity Requirements

Communication between the Agent and Manager and between the Manager and cloud

server must allow the NovaGuard functions to run properly. The following table describes

the allowed ports and server addresses.

Access the ForeNova MGR
TCP 443
management platform
TCP 4430 Agent download and database update
Agent Manager TCP 8083 Service port
Agent enable/disable by the Manager
TCP 54120
in emergency scenarios
ICMP Connectivity detection

Manager Cloud server Patches https://upd.forenova.com
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Licensing https://auth.forenova.com

Cloud-Based
https://analysis.forenova.com
Engine

Terms of Use

and Privacy https://clt.forenova.com
Policy
10C Rules

https://intelligence.forenova.com
Upgrade
Patches,
signature, and http://download.forenova.com
antivirus https://download.forenova.com
database

Table 3: Network connectivity requirements

2.1.4 Trusted File Whitelisting

To prevent false error reports during virus scans and removal, you need to collect and
whitelist trusted files in advance. Whitelisted files include customer-developed virus-free
service software or files that have been whitelisted for other antivirus products. After the
Manager is installed and activated, log in to the Manager, choose Endpoints > Security
Protection > Trusted Files, and add files to the whitelist. Whitelisted files are skipped

during virus scans and removal.

2.2 Manager Installation
The Manager functions in both the software and hardware modes. The following describes
how to install the Manager software and hardware.

2.2.1 Manager Software Installation

The Manager software can be installed in either of the following modes:

1. OVA image mode is used in virtualization scenarios, such as when VMware or HCI is

used.
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CTI
Domain from ForeNova to forenova


ForeNova NovaGuard V3.7.12User Manual

2. ISO image mode: is used in virtualization scenarios or scenarios where physical

servers are used.

2.2.1.1 Installation Package Downloading

To download related component packages, visit https://community.forenova.com and

choose Self-Service > Software Download > Endpoint.

LlNoTE

Download the OV A template of the official version for installation in OVA image mode.

Download the ISO template of the official version for installation in ISO image mode.

Download the installation and update package of the official version for update.

Offline agent installer can download at: https://community.forenova.com! (Path: Self

Services > Download > Endpoint)
2.2.1.2 Installation in OVA Image Mode

LNoTE

The following describes installing the Manager software in OVA image mode on the HCI. Refer

to the following procedure for installation on other virtualization platforms.

Step 1. Import the OVA template.

Import the OVA template from the local environment, as shown in the following figure.

Version 01 (Jan.10, 2023) 7
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File Type: OVA or VMA

To use a vhd, vhax or qcow2 image file, choose Exisfing disk and then select
that image file when configuring disk for virtual machine.

VM Image Files:

Group: Default Group

HA: ¥ Migrate to another node if the node fails

Datastore: VirtualDatastore1

Storage Policy: 2_replica

Run Location: <Auto=

0S: Default

Step 2. Configure the network.

LNoTE

You can configure the network on the web portal in the 3.2.22EN or a later version (full

installation).

1. Log in to the Manager.

Configure the PC IP address in the same network segment as the management port of the
Manager. Open the browser, enter the default Manager address https://10.251.251.251 in
the address box, and press Enter. Log in to the Manager. The default user name and

password are admin and admin, respectively.

LONoTE

The default IP address of the Manager management port is 10.251.251.251/24.

Internet Explorer 11 or later, Firefox, and Google Chrome are supported.

2. Configure the Manager's IP address.
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Choose System > System > Network, click the Interfaces tab, and set IP Address, as

shown in the following figure.

nterfaces Routing Advanced
Q Refresh

No Interface Description 1P Address Status

3. Configure DNS addresses.

Choose System > System > Network, click the Advanced tab, and set Preferred DNS and

Alternate DNS, as shown in the following figure.

LNoTE

The DNS addresses must be configured because domain names need to be parsed when the Manager

updates the antivirus database.

Interfaces Routing Advanced

| SSH Senvice

Enable

Fort:

DNS Server

Preferred DNS :

Alternate DNS : G

Ports

Manager Access Port @ oL

Agent Update Port : T

4. Configure routes.

Choose System > System > Network, click the Routing tab, and configure routes, as

shown in the following figure.

LNoTE

Routes must be configured for the Manager to connect to and communicate with endpoints.

Interfaces Routing Advanced
+ New QRefresh

No. Dst 1P Netmask Next-Hop IP Operation
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Step 3. Verify that the Manager installation is successful.

Log in to the Manager (default address: https://10.251.251.251, default user name and
password: admin and admin) and check whether the version number on the home page is
correct, as shown in the following figure. If the version number is correct, the installation is

successful.
@ Endpoint Secure (i Home Endpoints

7644-Sangfor malaysia

00815 days [ browcing Enirfsuppony

2.2.1.3 Installation in ISO Image Mode

Step 1. Prepare for the installation.

Use UltralSO to burn the ISO template to an empty USB flash drive or DVD.

LNoTE

Before burning the ISO template to the USB flash drive, ensure that data in the USB flash drive has been

backed up so that data lost during burning can be restored.

Before burning the ISO template to the USB flash drive, calculate the MDS5 value of the VMP ISO file

used for burning.

When burning the ISO template to the USB flash drive, select the correct USB flash drive.

Step 2. Install the Manager.

1. Set the server to first boot from the CD ROM or USB flash drive, as shown in the

following figure.

Version 01 (Jan.10, 2023) 10
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Install CentDS 7 by cdrom
Install CentOS 7 t.l] USH

Troub leshoot §||||

2. Select Install CentOS 7 by USB and press Enter. The Manager is automatically
installed, and no manual operation is required. Wait until the page shown in the

following figure is displayed, indicating that the installation is complete.

Completel

CentOS is now successfully installed and ready for you to usel
Go ahead and reboot to start using it!

=3
3. Click Reboot to restart the server.
Step 3. Configure the network.
For details, see Configure the network in Chapter 2.2.1.2.
Step 4. Verify that the Manager installation is successful.

Log in to the Manager (default address: https://10.251.251.251, default user name and
password: admin and admin) and check whether the version number on the home page is
correct, as shown in the following figure. If the version number is correct, the installation is

successful.

© Endpoint Secure (iwciies Home  Endpoints

Version 01 (Jan.10, 2023) 11
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2.3 Product Activation

After the Manager is installed, you must activate the Manager before installing the Agent
and using the NovaGuard Manager. Perform the following operations to activate the

Manager as a customer:
Step 1. Click Export Device Info button to get the device information file.
Licensing

Endpoint Secure Manager

Gateway ID: 12574051244

Method: @ Step 1.

SHriErporr B t to get device information file.
& Step 2.

Contact local Sangfor supgliers, provide exported device infarmation file, and you will get a license key file based on your order and device information.

® Step 3.

Import the license key file by cicking Import button to get licensed.

| Basics
Gateway I0: 12574051244 Product Version: 3.5.106H_8

Step 2. Contact local ForeNova suppliers, provide exported device information files, and

you will get a license key file based on your order and device information.
Step 3. Import the license key file by clicking the Import button to get licensed.

1. On the Manager, choose System > Licensing, click Import in step 2 shown in the

following figure, and import the license file obtained in step 3.

2. Wait until the number of each type's licensed endpoints is displayed, indicating that the
Manager is activated successfully.
kg
' Endpoint Secure

Gateway ID: 14405071470 License Owiner: JRR11644-Sangfor melaysia

Time Activated:2022-07-18 164958 (Global Version) Lcensed Endpaints:320

I Ucense Usage Details

o‘u-iﬁ'mm Edition v

W 19/320 @ 2026-10-01

Connected/Max Endpoints Expiration Date

Bsilable License Paints; 77,450 Total License Points: 26,800
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2.4 Endpoint Management

NovaGuard supports tree organization to manage intranet endpoints, manual creation of
groups, import of groups, LDAP synchronization of OU and domain users, and selecting
online groups by end users. Users can choose the grouping method according to their actual

needs.

2.5 Protection Configuration

Security protection covers the basic configuration, anti-malware, real-time protection,
anti-ransomware, trusted files, vulnerability remediation, endpoint control, and other
security protection. The functions supported by different endpoints are as follows. The
following table describes the supported security protection for Windows PC, Windows

Server, and Linux.

Basic Config v v X X
Virus Scan ) ) ) X
Realtime Protection v v v X
WebShell Detection x ) ) x
Ransomware Protection | v v X X
Brute-Force Attack v v v X
Protection

Fileless attack ) ) X X
protection

Enhanced Server X v X x
Protection

Trusted Files v v x X
Quarantine v v v X
Management

Version 01 (Jan.10, 2023) 13
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Vulnerability v ) x x
Remediation

Unauthorized Outbound | V v X X
Access Detection

USB Control v v X x
RDP Secondary x v x x
Authentication

Table 4: Supported security protection for Windows PC, Windows Server, Linux, and MAC

2.5.1 Trusted Files Configurations

To avoid false positives that virus scans may cause, collect trust files in advance and add

them to the whitelist. The whitelist file includes the business software, tools, and

PowerShell script parameters (it needs to be whitelisted if PowerShell writes an operation

and maintenance script).

1. PowerShell parameters whitelist

Navigate to Endpoints > Security Protection > Trusted Files, and add the PowerShell

Parameter Whitelist, as shown in the figure below:

Basic Confly Antl-Malware Realtime Protection Antl-Ransonmware Trusted Fles General Settings

B Windows A Linux

| Trusted Files
Brute-Force Protection 1P Whitelist (D)

range

Excluded IP Address Operation
No data availsble
| Powershell Parameter Whitelist @
Remmarks
CU Argument Description Operation
Program Files («36)\SangforSSLWDINAgentapplLockerSeri.. Sangfor abesk parame... Delete
Agentipplockericripts\lmportP§ psl Sangfor aDesk parame... Delste

-ExecutionPolicy Restricted -Command Write-Host 'Final r.. Windows 10 parameter ~ Delete

~command "(get-appxpackage -Name 'BOECEDOFASUSPC... ASUS PC parameter Delete

CHWind, 2 d Shell\wl.0yp h... docusaurus node start Delete

2|3 & 5|68 | T | 8| w2 | » Entries

perPage 10

2. File Whitelist

Navigate to Response > Indicators or Response > Exclusions,

Vuln Remedration

add

Endpoint Control Customization

whitelist files

Version 01 (Jan.10, 2023)
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according to md5, or directly add excluded files

below:

Response = File Hashes

© Remediation .

1 Threat Response

File Hazhes Fie

@ Theeat Hunting 44d88612fcaBaBf36deB2e127... edeicarcom Endpoints Allow

1 Remote Access

2 Exclusions

Response = s Excluded Extensions

1L ThreatResponse gk Import & Eport Q Refresh

© Remediation No. Fie Path Applicable Scope Opertor
@ Threat Hunting
3 Remote Access

1 Indicators

& Exclusions

or directories, as shown in the figure

At and Fix, Allow - &
Operator Lutest Change [ Operati
admin 207209-29 10085 Added by Threat Response  Edit | Delet

=]
Latest Change Remarks Operation

2.5.2 Security Protection Configuration

Security protection configuration includes the following three parts.

Configure the security protection according to the following requirements when the product

is first deployed:

1. Virus Scan

Navigate to Endpoints > Security Protection > Anti-Malware > Virus Scan, and

configure the Scan Options and Action:

Basic Config Anti-Malware Realtime Protection Anti-Ransonmware Trusted Files

A Linux

2 Windows

| Scheduled Scan

Enable scheduled scanning

Schedule Task Type CPU Usage Status Operation

No data available

| Virus Scan &

File Type: Document [ Script Executable (@) Compressed (0 Low Risk (@

Scan Options:  Skip files larger than 100 MEB

Scan compressed files up to 3 layers deep

General Settings Vuln Remediation Endpoint Control Customization

esources. Learn More

Cloud-Based Engine

Action ¢ Auto Fix - Business Continuity First (only fix confirmed threats)
Auto Fix - Security First (fix files that are considered as threats)
© No Action - Report Only (only detect files)
Engines : Please select an engine rr ¢ suitable for your business scenario. To ensure business stabili
Standard Low False Positives High Detection Rate Low Resource Usage () Custom
Sangfor Engine Zero Gene Analytic Engine Behavioral Analytic Engine
CPU Usage : Enable (O

Version 01 (Jan.10, 2023)
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Scheduled Scanning: It is recommended to enable it. It is recommended to regularly scan
once a week, choose noon or non-working time, set scan type to quick scan, and select

balanced scan mode.

File Type: Do not select the Low Risk file type (not selecting it will help improve the
scanning speed). Select all other file types. Actions to deal with after a threat is found: Set

to auto fix - business continuity first.

Engines: Configure according to the actual situation. The default configuration is standard

mode.

| Engine Modes

Mode Scenario Used Mem... Detection R.. False Positi...
Standard General server and office network scenarios Medium-Low High Low
Low False P... General office scenarios invalving important senv... Low High Wery Low

High Detect... Scenarios with strict security protection requirem...  Medium-Low  ery High Mledium-Low

Low Resour.. Scenarios involving endpoints with overloaded sy... Wery Low High Low

CPU Usage: If the endpoint computer configuration is relatively low or the Agent is
installed in the desktop cloud environment, the resource optimization mode needs to be

enabled.
2. RDP Secondary Authentication

The group where the Windows Server is located needs to enable the RDP secondary
authentication to prevent the server from being brute-forced by the attacker's remote
desktop login and gain server permissions. When you log in to the console, you will be
prompted to enable secondary authentication for remote desktop login. Follow the prompts

to enable secondary authentication for RDP.

You can also go to Endpoint > Security Protection, select the group where Windows
Server is located, and configure the policy through Anti-Ransomware > RDP Secondary

Authentication, as shown in the figure below.
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| RDP Secondary Authentication
Enable (&)

Authentication Requirement

© Required for RDP Access

]
- Access

Secondary Authentication Password

© Default Password Custorm Password

Required for Trusting Files

== _ Trusting
= Files = " L]

-

-

Change Contact Info

Authentication Requirement: select Required for RDP Access

Secondary Authentication Password: Seclect Default Password, and configure the

NovaGuard administrator's name and mobile phone number correctly. The default password

is the last six digits of the NovaGuard administrator's mobile phone number so that the

server administrator can quickly obtain the authentication password when logging in to the

server via a remote desktop.

3. WebShell Detection

Go to Endpoint > Security Protection, select the group where Windows Server is located,

and configure the protection through Realtime Protection > WebShell Detection, as

shown in the figure below.

| WebShell Detection &
Enable WebShell detection
Type : One-time (@)
Realtime @
Scheduled  Every day
Action: O Fix
Mo Action - Report Only

Web Directory:

Directory

Operation

Type: Enable Realtime detection and Scheduled detection.

Action: Set the processing action after discovering the webshell and set it to Fix.

Version 01 (Jan.10, 2023)
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Web Directory: Set the WebShell detection directory. The directory where the web server

is located is detected by default, or you can self-define the custom directory.

The following security protection is enabled by default and can keep the default

configuration:

WebShell detection, brute force detection, ransomware protection, and vulnerability

remediation.

You can enable the following security protection according to requirements:

Micro-segmentation, enhanced server protection, USB control, and unauthorized outbound

access detection.

2.6 Agent Installation

2.6.1 Installation on the Windows Operating System

On a PC or server running the Windows operating system, you can install the Agent by
downloading the installation package in common installation scenarios or by distributing a
link to an installation notice webpage, using the IAG, using a VM template, pushing the
installation script by the domain controller, or distributing the installation package by
desktop management software in large-scale installation scenarios. Select an installation

mode based on the installation scenario on the customer side.

2.6.1.1 Common Installation Scenarios

In common installation scenarios, you need to download the Agent installation package
from the Manager and use a USB flash drive or other mobile media to import the package

to the endpoint for installation as an administrator. The installation procedure is as follows:

1. Navigate to System > Agent Deployment and click View Details next to Agent

Installation on Physical Machines.

LNoTE

The default PC Agent installation package name (similar to

edr_installer_117.48.147.100_443.exe) contains the Manager communication address
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information. Do not change the installation package name after the installation package is

downloaded.

Agent Deployment

& Windows A Linux & Mac

General Deployment  oeoloy qeni- o« sl scle wihout ity ool

Agent Installation on Physical Machines

|

Download the agent installer locally and deliver it to users via USB device, network sharing, etc.

Agent Installation on Physical Machines (Full Offline Installer)

Download the full offiine agent installer from Sangfor Community, and deliver it to users via USB device, network sharing, etc.

Redirection to Agent Installer Download Page

C

Distribute a link to @ webpage containing the installer to notify users to download and install the agent.

o Bulk Deployment eioy scers on 4 g

Agent Installation via AD Domain

Agent Installation via Desktop Management Software

06

Use the desktop management software to distribute the installer.

2. Copy the installation package to the endpoint on which the Agent needs to be installed.

3. Double-click the installation package on the endpoint.

>

Endpoint Secure Agent

urity in & Li

Destination Folder:  CAProgram Files\SPEDRVagent

| agree to the Software License Agreement

Select I agree to the Software License Agreement and click Install. The installation

program connects to the Manager to download the required installation components, as

shown in the following figure.

Distribute an Installation script to endpoints foined to an AD domain. The script will be automatically executed to install the agent when domaln users log In to endpoints.

Version 01 (Jan.10, 2023)
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Endpoint Secure Agent

Ultima v in a Lig

Installation finished. Start protecting endpoints now!

Start Protection

After the installation is complete, click Start Protection and enter asset information, as

shown in the following figure.
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; @ Asset X

& Owner:
Staff No.:
Mobile Number:

Email Address:

B Asset Name:
Location:

Asset Number:

IP Address: 10.62.4.46
MAC Address: FE-FC-FE-3B-5D-C4
0s: Windows 8 Enterprise x64

@Pmtectﬂgevﬂ ® Sangfor Sangfor Endpoint Secure has been protecting you for 37 days Shgr= —
S Last scan performed / Realtime Protection:

/o ) 11 days ago. . ° ON
o Scan No > Blocks: 48

14 :

Virus Scan

-
ﬂ ilil Events during Last 30 Days

Vuln Remediation

)

Realtime Protection

=

& Messages o

The antivirus database is upgraded from 20211113163447 version to 202... .
Ransomware Protection

~5
b

After successful installation, the Agent automatically connects to the Manager on the
endpoint. After logging in to the Manager and choosing Endpoints > Groups, you can

view the endpoint status, as shown in the following figure.
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Endpoints (12 online f 20 in total} New Features
«es More () Refresh  Monitoring St.. ¥ | Auto Grouping ™ | Endpoint Type ¥ | Endpoint Status ¥
No.  Endpeint Endpoint Status Group 1P Address MAC Address 05 CPU Usage Memory Usage
a3 J Sangfor-PC @ Online Ungrouped En... i Windows 7 Professio... 0% =2k

Used/Total2.1 GB/3.8 GB

B CTI0024 ® Online Ungrouped En.. Windows T Professio... 0% ety s
i CTionay ® Online Ungrouped En.. Windows T Professio.. = 20% et é‘g—;;”;a
0%

J DESKTOP-IC25K0Q) Offline ﬂ Jianhow Windows 10 Pro x64 0% Used/Totald B/0 B

3 CTLFTP ® Online Ungrouped En... 5 1 ‘Windows Server 201... 0% mmz 3 G';:fGE

1 kaizhi ® Online TAC office : Windows T Professio.. ® 8% Rdronss
. 0%

B Fy-RC Offine Ungrouped En.. Windows 7 Professio. 0% e

1 lianHow-x1 ® Online B lianhow Windows 11 Prox6d = 163 aoil b

Used/Totals.s GB/15.7 GB

2.6.1.2 Large-scale Installation Scenarios

In large-scale installation scenarios, you can install the Agent by distributing a link to an
installation notice webpage, using the IAG, using a VM template, or distributing the
installation package by desktop management software. Select an installation mode based on

the installation scenario on the customer side.

2.6.1.2.1 Redirection to Agent Installer Download Page

You can distribute a link to an installation notice webpage as an administrator in emails or
using OA so that users can be reminded to download the Agent installation package and

install the Agent. The installation procedure is as follows:
1. Create an installation notice.

Choose System> Agent Deployment, sclect Redirection to Agent Installer Download
Page, and enter the installation notice page title and content. Preview the installation notice

to verify the notice information and click Save and Generate Link.

Redirection to Agent Installer Download Page:

w Distribute a link to a webpage containing the installer to notify users to download and install the agent.
@ Customize title and contents
Enter title and content to generate a link:

Endpoint Security Agent Installation

Dear menbess
To

e e that -
sight instaler. There is ™ spport and

caoperation.

Frovon. | cresn

2. Copy the link and send it to endpoints.

Send the link to endpoint users in emails using OA or other methods. The endpoint users

can click the link, download the installation package, and install the Agent. After an
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endpoint user clicks the link, a page similar to the following is displayed.

Endpoint Security Agent

Installation

Endpoint Security

Dear members:

To protect all the computers in our organization, we require
that Endpoint Secure Agent be installed on every computer.

Flease download and install the right installer. There is no

additional settings needed. Thanks for your support and

cooperation.

A% Windows Client Computers [ Mac Client Computers 4} Linux Client Computers

1. Click the button to download the installer.

2. Copy the installer to Windows dlient computers.

3. Double-click the installer and install the client.

4. Wait fer installation to complete and client connect
to this server

1. Click the butten to downlead the installer.

2. Copy the installer to Mac computers.

3. Double-click the installer and install the Agent.
1. Wait for installation to complete and the Agent
connect to this managen

1. Click the button or execute command to download
the installer:
viget --no-check-certificate
https//192.168.19.15443/download_installer_linuxph
p -0 linux_edr installertarngz 88 tar s

Instsllation package name
{edr_installer_192.168.19.15 443.exe ) contains server 1P

address and therefore cannct be changed.

Do not change the installation package name. linw edr_installertargz &8 fagent_installersh -c
Incompatible with other antivirus software, please

uninstall other antivirus software before installation. o ) .
2. Wait for installation to complete and client connects

to this server
Please make sure the version of the wget tool on
Linux OS is 1.14 or later versions, or contact

to modify the config

2.6.1.2.2 Agent Installation on Virtual Machines

This installation mode applies when the customer's desktop office environment is a virtual
environment. Using the template update function on the visualization platform, you can
quickly install the Agent components on endpoints in batches as an administrator. The

installation procedure is as follows:
1. Import the downloaded Agent components to the VM template.
2. Install the Agent components on the VM.

3. Configure the template update policy to immediate or scheduled updates to install the

Agent components in batches.

2.6.1.2.3 Desktop Management Software

This installation mode applies when desktop management or similar software is available in
the customer's desktop office environment. The desktop management software can
distribute and install the Agent components on endpoints in a centralized mode,
implementing batch installation. For details about the procedure, contact the desktop

management software vendor.

2.6.2 Installation on Linux Servers
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You can download the Agent installation package on Linux servers to install the Agent in
common installation scenarios or use a script tool to install the Agent in large-scale

installation scenarios.

Agent Deployment

4 Windows Alinux & Mac
General Deployment
Agent Installation via Command Line o
ollapse
8 Install the agent from the command line on the endpoint.
- N "
AgentInstallation via Command Line Manual Installation
1. Copy and execute the following cornmay 1. Click the button below to download the installation package.
2. Copy the installer to Linux computers.
edr installertargz.
he agent will automatically connect to this manager fter the
o complete. The agent will automatically connect to this manager after the
ure the version of the Waet tool on Linux O is 1.14 or higher, or modify the SSL/TLS protocol configuration in System > General.
Agent Installation on Physical Machines (Full Offline Installer) W bordd
Q)  Download the full offline agent installer from Sangfor Community, andl deliver it to users via USB device, network sharing, etc.

2.6.2.1 Common Installation Scenarios

In common installation scenarios, you can download the Agent installation package from
the Manager and use a USB flash drive or other mobile media to import the installation
package to the endpoint for installation as an administrator. Alternatively, you can use the
wget command on the endpoint to remotely download the Agent installation package and
install the Agent as an administrator. The procedure for using the wget command to install
the Agent is as follows:
1. Run the wget --no-check-certificate
https://Manager IP/html/linux_edr_installer.tar.gz command on the host running
the Linux operating system to download the Agent installation package, as shown in
the following figure. In the preceding command, Manager_ IP indicates the actual IP

address of the Manager.

6/html /1 1 nux_edr installe

ting to 10, 14430 ) 14430)
d'_m-z.tall_.:—-.r. 100% |**sersksssernessprrksieenesss | 10k ©:00:00 ETA

vst.localdomain: [/root]f]

2. Run the tar -xzvf linux_edr_installer.tar.gz command to decompress the Agent
installation package.

3.  Go to the directory extracted after the decompression and run ./agent_installer.sh to

install the Agent. The default installation path is /sf/EDR/agent.
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LNoTE

1. You can run the ./agent_installer.sh Manager IP address Installation path command to specify the

Agent installation path.

2.  If a message asking whether to install an ipset is displayed during installation, you can select y or n.

You should select y to install the ipset and then install the Agent.

2.6.2.2 Large-scale Installation Scenarios

You can also distribute a link to an installation notice webpage in large-scale installation
scenarios. Use the IAG or a VM template to install the Agent on Linux servers as an

administrator.

In addition, a script tool can be used for large-scale installation of the Agent on Linux
servers. The root accounts and passwords of all Linux servers must be imported to the script

tool, and the script tool must connect to the Linux servers in SSH mode.

During script execution, the script tool connects to the Linux servers in SSH mode,
automatically downloads the Agent components from the Manager, installs the Agent
components, and brings the Agent components online to the Manager. The whole process is

automatic.

LlNoTE

For details about the batch Agent installation tool on Linux servers, please contact our ForeNova Technical

support.

2.6.3 Installation on the Mac Operating System

You can download the Agent installation package on endpoints running the Mac operating
system to install the Agent in common installation scenarios or use a script tool to install
the Agent in large-scale installation

scenarios.
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Agent Deployment
28 Windows 0 Linux & Ma

+ General Deployment

Agent Installation on Physical Machines

ad the agent installer locally and defiver i

to users via USB devic

Redirection to Agent Installer Download Page

= a link to notify users to

awebpage containing the instal

L EL Distriby

2.6.3.1 Common Installation Scenarios

The MAC OS Deployment Agent supports Download Installer deployment and web

promotion deployment.

2.6.3.1.1 Download Installer deployment

Admin downloads the Agent installation package locally and delivers it to end users for

installation and deployment through U disk, network sharing, etc.

Go to System > Agent Deployment, select MAC, and click View Details of Agent
Installation On Physical Machines to download the installer, as shown in the figure

below.

Agent Deployment
2% Windows A Linux & Mac

General Deployment

Agent Installation on Physical Machines
u Download the agent installer locally and deliver it to users via USB device, network sharing, etc.

Collapse ~

1. Click the button below to download the installer.

2. Copy the installer to the computer that needs the agent installed.

3. Run the installer and install the agent on the computer.

4. After being installed, the agent will automatically connect to this manager.
© The installer name cannot be changed.

© The agent is incompatible with other antivirus software. Please uninstall other antivirus software first.

Redirection to Agent Installer Download Page 2
View Details v/

L= Distribute a link to a webpage containing the installer to notify users to download and install the agent.
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LNoTE

The default name of the MAC client installation program (similar to edr_installer MGR IP_4430.exe)

contains the communication address and port information of NovaGuard Manager. Please do not change

the installation program name after downloading.

Version 01 (Jan.10, 2023)
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Double-click the installer, as shown in the figure below, and follow the wizard to install it.

o0 w Install Sangfor Endpoint Secure B

Welcome to the Sangfor Endpoint Secure Installer

You will be guided through the steps necessary to install this

® Introduction
software.

Sangfor Endpoint Secure

@ Install Sangfor Endpoint Secure

Installing Sangfor Endpoint Secure

Introduction
Licence
Destination Select
Installation Type

Running package scripts...
® Installation

=1

<

Sangfor Endpoint Secure

After the installation is complete, a ForeNova icon is generated in the MAC OS menu bar,

indicating that it has been installed, as shown in the figure below.

@ LB Sun7:02PM Q =
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.

Virus Scan

©

Quarantine

3

Feedback

'S’ Sangfor ES

Light weight, fast, and secure

Sangfor ES has been protecting you for 45 day(s).

Quick Scan
Full Scan
o
Customn Scan

2.6.3.1.2 Redirection to Agent Installer Download Page

Admin publishes the deployment notice's web page and sends the publishing page link to

&2 Export Logs

English

the user by email, OA, etc. The user downloads the agent installation package for

installation and deployment.

Go to System > Agent Deployment, select MAC, and open Redirection to Agent

Installer Download Page, as shown in the figure below.

Agent Deployment

General Deployment

8 Windows B Linux € Mac

Agent Installation on Physical Machines

w Download the agent installer locally and deliver it to users via USB device, network sharing, etc.

Redirection to Agent Installer Download Page

u Distribute a link to a webpage containing the Installer to notify users to download and install the agent.

@ Customize title and contents

Enter title and content to generate a link:

Endpoint Security Agent Installation

Dear menbers

To protect all the computers in o oxganization, we require that Erdpoint Secure fgent be installed on every comprter.
Please i needed T

coaperation.

Next

(The title cannot exceed 120 characters, and the content cannot exceed 800 characters)

g

Edit the title and content of the notification page. Then, click Next to generate a download

link, as shown below.
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Agent Deployment

Windows B Linux & Mac

+ General Deployment beplo agerts o a crmall scale without th

~_ ., Agent Installation on Physical Machines S
few Detalls
Q Download the agent installer locally and deliver it to users via USB device, network sharing, etc.
1 Redirection to Agent Installer Download Page i
ollapse ~
Distribute a link to a webpage containing the installer to notify users to download and install the agent.
Customize title and contents @ Distribute link to dlient computers

Copy and distribute the link below to users via email, OA, ctc.

Back

Admin sends the download link to the user via email, OA, etc. The user downloads the

Agent installation package for installation and deployment, as shown in the figure below.

A Notsecure | https://192.168.19.15/ui/web_install.php o & %% ¥ ® 0O

L. £l CTIOTForm (1)xisx @ My files- OneDrive K Sangfor TAC Docu.. 7] NGAF [ FaQ ¢ Elastic = CISSP Exam - Free...

Endpoint Security Agent

Installation fr—g

Endpoint Security
Dear members: G 0
To protect all the computers in our organization, we require that
Endpoint Secure Agent be installed on every computer. Please v
download and install the right installer. There is no additional

settings needed. Thanks for your support and cooperation.

i . . _ O ;
42 Windows Client Computers [ Mac Client Computers /'\ Linux Client Computers
1. Click the button to download the installer 1. Click the button to download the installer 1. Click the button or execute command to download
2. Copy the installer to Windows client computers. 2. Copy the installer to Mac computers. the installer:
3. Double-click the installer and install the client. 3. Double-click the installer and install the Agent. el R RS
4. Wait for installation to complete and client connect 4. Wit for installation to complete and the Agent hitps://182.168.19.15:443/download installer_linuxph
to this server connect to this manager.

p -0 linux_edr installertargz &8t tar -xzvf

® Installation package name © Do not change the installation package name. linux_edr_installertargz & /agent_installersh -
(edr_installer_192.168.19,15 443.exe) contains server IP Incompatible with other antivirus software, please - -
address and therefore cannot be changed. uninstall other antivirus software before installation.

2. Wait for installation to complete and dlient connects
o this server.

© Please make sure the version of the wget tool on
Linux OS is 1.14 or later versions, or contact

administrator to modify the configuration.
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2.7 Agent Uninstallation

2.7.1 Uninstallation on the Windows Operating System

Click Start, locate NovaGuard, and click Uninstall. Alternatively, uninstall the Agent on

the control panel.

LLNoOTE

You can also run uninstall.bat in the installation directory %ProgramFiles%\sAEDR\ to

uninstall the Agent.

2.7.2 On Linux Servers

In the CLI of the endpoint running the Linux operating system, locate the NovaGuard

directory /sf/EDR/agent/bin and run eps_uninstall.sh to uninstall the Agent, as shown in

the following figure.

2.7.3 On the Mac Operating System

In the CLI of an endpoint running the Mac operating system, locate the NovaGuard
directory /Library/sf/ed/agent/bin and run eps_uninstall.sh to uninstall the Agent, as

shown in the following figure.
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start uninstall eps agent

start stop eps_services
uninstall

edr stop success

start clean file

No matching processes were found
edr agent uninstall success!!

s e s s o o o e ok ok o s s oo o o o ok o o s oo ok ok ok o ok o s s s ok ok ok ok o ok ok ok

* *
# [Warning)] Please reboot your server now. *
* w

2 ofe o o e o e e o e o e e e e e o e e oo o e o e e o o e ool ko ek ok e ok sk ok ok ok

LSSs-Mac:~ root# JJ

2.7.4 On the Manager

1.  On the Manager, choose Endpoints > Groups and select endpoints on which the

Agent components need to be uninstalled.

2. Choose Uninstall Agent from the drop-down list above the endpoint list, as shown in

the following figure.

LLNoOTE

The Agent can be uninstalled only on endpoints in an Online or Disabled state.

Endpoints (13 orline / 20 in total) New Features
= Move To - v Enable Agent & [ Remote Support s More Q) Refresh Monitoring St... ¥ Auto Grouping ¥ Endpoint Type ¥  Endpoint Status ¥ Search
® Disable Agent
B No. Endpoint ORRLEE Endpoint Status Group 1 Address MAC Address o8 CPU Usage Memary Usage
@ Restart Agent
1 [ sangfor-p ® Online Ungrouped En... oesutis o s Windows 7 Professio... 1% L:m'd;_mu_asgéf/fg -

T Uninstall Agent

83.25%

2 [DCTI002 X Delete ® Orline Ungrouped En... Windows 7 Professio.. 0% UsedTotal6.7 68,8 68

Version 01 (Jan.10, 2023) 32



ForeNova NovaGuard V3.7.12User Manual

3 Manager

3.1 Manager Login
To ensure security, use the standard HTTPS port to log in to the Manager. The login
procedure is as follows:

1. Open the browser, enter the https://EDR_IP:EDR port number in the address box,
and press Enter. The default port number is 443.

LNoTE

If the message "The identity of this website or the integrity of this connection cannot be verified" is

displayed, click Yes.

Internet Explorer 11 or later, Firefox, and Google Chrome are supported.

3. Enter the username, password, verification code, and click Log In. The default

username and password are admin/admin.

4. The system prompts you to change the default password upon first login to ensure

security.

3.2 Home Page

You can view the manager and endpoint running status on the Manager's Home page. The
Home page contains the Endpoints, Pending Events, Ransomware Protection, Target
Endpoints, Security Events, and Coordinated Response modules, as shown in the

following figure.

G endpoint secure (i

Pending Events Ransomware Protection

® . O . S e T

5,.
l 0%
fJ P 0 1

(]
=

® 0 = 0. 204,
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3.2.1 Endpoints

The Endpoints module shows the total number of managed endpoints (including hosts and

servers) and online and offline endpoints.

If you click Managed Endpoints, the Groups page under Endpoints is displayed. You can
view detailed endpoint information on the Groups page, including the names, statuses, IP

addresses, and operating systems.

@ Endpoint Secure (T

55H port is 22 and
Hello,7 .  '-Sangfor malaysia

Protected U U 8 1 5 days g.protecting End-ef-Support Winde:

* End

20 Orlne 123 B Servers = 75

Managed Endpoints ® O 7 3 s X Unmanaged Endpoint

3.2.2 Windows Protection

Windows Protection is a dedicated protection plan provided by NovaGuard for Microsoft
end-of-support Windows operating systems. This plan allows NovaGuard to provide
multiple core functions, such as zero-day vulnerability prevention, file protection,
brute-force attack protection, system weakness identification, risky port blocking, and work
with the Al engine to detect potential unknown threats so that dedicated protection and

security hardening are provided for end-of-support Windows operating systems.

1. On the Home page, click Protecting End-of-Support Windows Systems to view
endpoints running end-of-support operating systems and protection of the endpoints,

as shown in the following figure.
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Hot FPatching Enabled

Prevent high-severity and zero-day vulnerability
exploits without interrupting business or
restarting endpoints.

Brute-Force Attack Protection Enabled

Menitor brute-force login behaviors, and block
attack sources automatically to protect endpoints
from being intruded.

Security Compliance Check Wiew

Identify weaknesses according to various security
policies and protection medules.

O No

8 endpoints protected

\ Windows Protection
This is provided for end-of-support Wind fs anly.

Realtfme File Pratection Enabled

Monitor file changes in real time for continuous
protection, and prevent virus infection with Al-
powered detection engines.

Micro-Segmentation Enabled

Create a secure perimeter and block risky ports
with ene click to prevent lateral movement and
further spread of ransomware.

Protected Systerns: Windows XP, Windows Server 2003, Windows 7, Windows Server 2008, etc.
For more info about end-of-support systems, view the offical Microsoft announcement

2. Click System Inventory. On the OS page under Inventory, filter Microsoft

end-of-support operating systems by OS Type (Windows/Linux) or enter the operating

system name or version number to search for required operating systems. In the filter

or search results, you can view the number of endpoints running the specified

operating system. It helps O&M personnel determine the endpoint status and take

corresponding measures, such as operating system updates, replacement, or endpoint

iteration.

@ Endpoint Secure (iiciser

Endpoints
2 Groups

B Inventory

= Endpoint Discovery

@ security Protection

0s

I Server Operating Systems

(.

Operating Systems  Endpoints
Bepot | QRefresh
N os

N -
e

I Host Operating Systems

"

" 14
Host 05

I Top S Installed Operating Systems

dows

Win
Wi

Win
Win

Cent0S 7.0 86,64 mm— 1

End-of Support Windows Systems () 5 Type

Activated OS5

3. View the statuses (Enabled or Go) of protection measures, including Hot Patching,
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Realtime File Protection, Brute-Force Attack Protection, Micro-Segmentation,

and Security Compliance Check.

Hot Patching: This lightweight function does not interfere with the system. It can prevent
high-severity and zero-day vulnerability exploits without interrupting businesses or
restarting endpoints. You can click Enabled next to the function name to go to the Vuln
Remediation page. On the Vuln Remediation page, you can view the details of vuln

remediation or disable this function.

e Realtime File Protection: This function is an Al-powered multidimensional threat
detection mechanism. This function allows NovaGuard to monitor file changes of
endpoints running end-of-support operating systems in real-time to provide continuous
protection and prevent virus infection. You can click Enabled next to the function
name to go to the Realtime Protection page. On the Realtime Protection page, you

can view the realtime protection details or disable this function.

e Brute-Force Attack Protection: This function allows NovaGuard to monitor hackers'
brute-force login attempts continuously and automatically block attack sources to
prevent endpoints from being intruded. You can click Enabled next to the function
name to go to the Realtime Protection page. On the Realtime Protection page, you

can view the realtime protection details or disable this function.

e  Micro-Segmentation: This function allows NovaGuard to create a dynamic secure
perimeter for all types of endpoints and block risky ports with one click to ensure
visible and controllable endpoint security and reduce lateral movement and further
spread of ransomware. You can click Go next to the function name. On the Policies
page, you can switch the ON button and add micro-segmentation policies under

Micro-Segmentation.

e  Security & Integrity Check: This function allows NovaGuard to identify weaknesses
of end-of-support operating systems using the identity policy, access control policy,
security audit policy, history information protection policy, intrusion prevention, and
malicious code prevention to enhance system security. You can click Go next to the
function name to go to the Security & Integrity Check page under Detection. On the

Security & Integrity Check page, you can click Start Now to start the check.
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3.2.2.1 New Features

The New Features page shows new features of the version. On the Home page, click New

Features.

@ New Features

| Endpoint Secure 3536

Supports adaptive CPU usage during virus scans

CPU usage during virus scans is automatically adjusted based on the CPU reseurces and 1/0 Usage of the
endpoint, in order to ensure smooth operations and security by improving scan efficiency, o that users €an
quickly fix and resolve risks.
Supports agent deployment by downloading the full agentinstaller
You can download the full offline agent installer and deliver it to users, who will not be required to download
relevant compenents frem the manager This method consumes less resources and is suitable for bulk
deployrment.
Improves the anti-ransomware capability

Added & new model for Sangfor Engine Zero to greatly improve the generalization and identfication capability of

ransomware, and improves the protection against and resolution to ransomware that exploit trusted processes.

Supports custom logos and names

Vou ean customize logos and names of the manger and agent via System > System » Customization.

Do not show this again

3.2.2.2 Banner Reminder

1. ISLP compliance reminder

When the ISLP requirements are not met, for example, when the admin account has not

been disabled or renamed, a banner reminder is displayed, as shown in the following figure.

Click Go. The Administrators page under System is displayed. Use the security
administrator account to rename or disable the default admin account. You can also assign
account permissions to prevent information leakage as the security administrator due to

improper permission assignment.

2. Port change reminder

When a port vulnerable to brute force cracks or attacks is detected, a banner reminder is

displayed, reminding you to change the port number, as shown in the following figure.

© Endpoint secure Home  Endpoints  Micr

Click Go to display the Advanced page under System > System > Network. On the
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Advanced page, change the port number to prevent virus infection due to brute force cracks

and ensure system security.

3.2.2.3 Coordinated Response

The Coordinated Response module displays integration between the NovaGuard and
NGAF, Cyber Command, IAG, and Platform-X. Click Product Name: Integrate. You

can connect to and manage integrated devices on the Integrated Devices page under

System.

NGAF : Connect CCom: Connect atfor : MDR: Connect

On the Home page, you can click the down arrow to view the integration value and overall
capability framework of the NovaGuard more intuitively. In the upper right corner, you can
select Last 7 days, Last 30 days, or Last 90 days from the drop-down list to view the

NovaGuard working status in the selected period.

3.2.2.4 Device Status

The Device Status module displays the Manager's CPU, memory, and hard disk usage. You
can click View Details to view the CPU and memory usage in Realtime, Last 24 hours,

and Last 30 days, as shown in the following figure.
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Mew Features

CPU Memory

Current usage: 25%

100

1528 15:28 1520 1537

3.2.2.5 Pending Events

1532

15:33

Wiew Details

Ik

Hard Disk: 1

Wiew Details

15:24 15:25 1538 15:37

The Pending Events module displays the number of pending security events, such as

ransomware, brute force attacks, botnets, WebShell backdoors, high-risk vulnerabilities,

and the number of endpoints affected by each type of event. You can click on an event. You

can view the details about the security event and the handling status under Response >

Threat Response > Security Events. The following figure shows details about the status

of brute force attacks.
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Pending Fvents

(1] Click on event

O 31 V) 11,5 ] 87

Ransomware / Endpoints Advanced Threats / Endpeints Brute-Force Attacks / Endpoints

® Qo 0,0 204 11

Eotnet / Endpoints ‘WebShell Backdoors / Endpoints High-Severity Wulns / Endpoints

]
=

Response = Endpoints  Security Events Redirect to the event page

. ThreatResponse
T 3 = 0 n = 8 = 0 0
© Remediation X Mobuurs 8) o Weshell Backdoors ©) fmcsd i 8) e rorce tacs B overshell @ P ot
@ ThreatHunting
Seains | [ mmme
A Remote Access
Q Refrosh MtackType 7| LastDetected v || Target 1P address | Search
21 Indicators
No.  Atack Source Jetock Ty et AL gt Acdress tanDatntad Operaton
2 Exclusions
B o s @ useRpc 20228 20221017 0560 OBt | WT | Blgwers
o sifiray s 2022.08.29 11685 Cthdist | whs | Blgwere
SME. user () DESKTOP-ODCQLGL 2022-09-26 722 © Blacklist 8 Trust B Ignore
s e acinistrsbor ) Sangfor-pC 2022-08-18 182622 © Blackist - Tt Bigrore
e T—— ) ooz 2022-08.15 162615 © olacklist T B 1giore
f oo Er— o i 20220815 175149 Obhcist | whst | Blgwere
7 SME [ Wind10ZhCn0001 2022-08-18 17:46:26 @ Blacklist 8 Trust @ Ignore
s e 2 Wind10ZhCn0001 20220817 1855049 © Blackist st g

3.2.2.6 Ransomware Protection

The Ransomware Protection module displays Removed Ransomware, Blocked
Ransomware Attacks, Blocked Operations from Unknown Processes, and Blocked

Brute-Force Attacks, as shown in the following figure.

Ransomware Protection Last 7 days

€ Ransormware Protection Madules 6 0 B 0

Removed Ransomware Blocked Ransomware Attacks

@ Ransormware Defenses

0 1
B Response Mechanisms Blocked Operations frem Blocked Brute-Force Attacks
Unknown Processes

B
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e Removed Ransomware: The number of ransomware viruses the administrator or

Manager has handled.

e Blocked Ransomware Attacks: The number of suspicious ransomware behaviors

detected and blocked by the ransomware honeypot on the Manager.

e Blocked Operations from Unknown Processes: The number of Manager-detected
and blocked operations or running times by non-whitelisted processes on protected

directories.

e Blocked Brute-Force Attacks: The number of brute force attacks blocked by the

Manager.

The Ransomware Protection module consists of Ransomware Protection Modules,

Ransomware Defenses, and Response Mechanisms.

1. The following figure shows Ransomware Protection Modules.

Sangfor Ransomware Protection (Last 7 Days)

@ Fixed Ransomware : 0 Blocked Ransomware Attacks: 0
Blocked Operations from Unknown Processes : 0 Blocked Brute-Force Attacks : 0

® Ransomware Protection Modules + Ransomware Defenses ¥ Response Mechanisms
Vulnerability Scan and Integrity Check Sangfor Engine Zero Enabled
Patch

Identify endpoint weaknesses according to Al-based Sangfor Engine Zero generalizes

Scan for and patch vulnerabilities such as account policy, access control policy, security ransomware signatures to detect, analyze and
EternalBlue to prevent exploits that allow audit policy, history information protection find solutions for unknown ransomware
ransomware to attack and spread to policy, intrusion prevention, and malicious variants.
endpoints. code prevention.
o t (1]

Micro-Segmentation

Create a secure perimeter with micro-
segmentation technology to prevent lateral
movement and further spread of
ransomware.

Learn More >>

e  Vulnerability Scan and Patch: This function implements the NovaGuard to scan for
and patch vulnerabilities such as EternalBlue with one click. The vulnerabilities can be
exploited by ransomware to initiate attacks and spread. You can click it and redirect to
the Vulnerability Scan page. On the Vulnerability Scan page under Detection, you
can view the scan status, vulnerability quantity, and handling status and create

vulnerability scan tasks to scan vulnerabilities.

e Integrity Check: This function allows NovaGuard to identify endpoint weaknesses by
the identity policy, access control policy, security audit policy, history information
protection policy, intrusion prevention, and malicious code prevention. You can click

it and redirect to the Vulnerability Scan page. On the Security & Integrity Check
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page under Detection, you can view endpoint integrity check details and perform an

integrity check for a specified endpoint.

e Engine Zero: Al-based Engine Zero generalizes ransomware signatures to detect,

analyze, and find solutions for unknown ransomware variants.

e  Micro-Segmentation: This function allows NovaGuard to create a dynamic security
perimeter using the micro-segmentation technology to prevent lateral movement and

further ransomware spread.

3. The following figure shows Ransomware Defenses.

Sangfor Ransomware Protection (Last 7 Days)

a Fixed Ransomware: 0 Blocked Ransomware Attacks: 0
Blocked Operations from Unknown Processes: 0 Blocked Brute-Force Attacks: 0

“ Ransomware Protection Modules # Ransomware Defenses ¥ Response Mechanisms
* Proactive Protection
Realtime File Protection Enabled Ransomware Honeypot Enabled Brute-Force Attack Enabled
. . N . . Protection
Monitor new files and processes on Plant decoy files in critical directories based
endpoints in real time, and prevent on ransomware characteristics, and monitor Monitor behaviors that indicate brute-force
ransomware infection via phishing and spear- for file encryption in those directories to attacks and block attack sources
phishing attacks. quickly track and remove ransomware and automatically to protect endpoints from
prevent further spread and encryption. unauthorized access.

* Enhanced Server Protection

Trusted Process Whitelist Fin Directory Whitelist in RDP Access Protection
Specify trusted processes to run on servers to Set access control for critical directories, and Require secondary authentication for remote
stop ransomware execution and prevent only allow specified processes to edit those login to servers to prevent attackers from

Learn More > >

e Realtime File Protection (proactive protection): This function allows NovaGuard to
monitor new or changed files and processes on endpoints in real-time to prevent

ransomware infection by phishing and spear-phishing attacks.

¢ Ransomware Honeypot (proactive protection): This function allows NovaGuard to
plant decoy files in critical directories based on ransomware characteristics. It
monitors file encryption and quickly tracks and removes the ransomware to prevent

further ransomware spread and encryption.

e Brute-Force Attack Protection (proactive protection): This function allows
NovaGuard to monitor brute force password cracks and block attack IP sources

automatically to protect endpoints from unauthorized access.

e Trusted Process Whitelist (enhanced server protection): This function allows
NovaGuard to specify trusted processes on servers running stable and fixed businesses
so that ransomware processes can be stopped before being executed and unknown

ransomware variants can be prevented from attacking critical assets.
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Directory Whitelist (enhanced server protection): This function allows NovaGuard to
set access control for critical directories and only allows specified processes to edit

those directories to protect critical files from unauthorized access or modification.

RDP Access Protection (enhanced server protection): This function adds secondary
authentication for remote login to prevent attackers from controlling servers and

launching ransomware attacks.

The following figure shows Response Mechanisms.

Sangfor Ransomware Protection (Last 7 Days)

Blocke ormware Attacks

/"'\\
— Jlocke E

orn Unknown Proc

Blocked Brute-Force Attacks 1

~

Ransomware Protection Modules

Ransomware Detection & Go
Remaowval

Make wirus scanning more accurate and
efficient using a multi-dimensional, lightweight
detection framework integrated with Sangfor
Engine Zero, Gene Analytic Engine, Behavioral
Analytic Engine, Cloud-Based Engine, and
Sangfor In-Depth Analysis Engine.

Decryption Tools

Get decryption toals for GandCrab, CryptON,
Planetary and an increasing number of other

+ Ransomware Defenses

EndpointIsolation Go

Isolate ransomware-infected endpoints with
one click to prevent ransormware infections
from spreading throughout the network.

Sangfor Security Wiki Go

Get detailed infarmation on static and
dynarmic virus behavior analysis, threat

#® Response Mechanisms

Security Integration Across
Cloud-Network-Endpoint

Integrate with cloud and network security
devices to build a comprehensive defense
systern covering the cloud, edge, and
endpeints, share threat intelligence in real
tirne, and enable coordinated detection and

response for ransormware threats.

Learn More ==

e Ransomware Detection & Removal: makes virus scanning more accurate and
efficient using a detection framework integrated with Engine Zero, Gene Analysis
Engine, Behavior Analytic Engine, Cloud-based Engine, and In-Depth Analysis

Engine.

e Endpoint Isolation: isolates ransomware-infected endpoints with one click to prevent

ransomware infections from spreading throughout the network.

e  Security Integration Across Cloud-Network-Endpoint: integrates with cloud and
network security devices to build a comprehensive defense system covering the cloud,
perimeter, and endpoints, shares threat intelligence in real-time, and enables

coordinated detection and response for ransomware threats.
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Decryption Tools: gets decryption tools for GandCrab, CryptON, Planetary, and an

increasing number of other ransomware that encrypt your files.

ForeNova Security Wiki: gets detailed information on static and dynamic virus
behavior analysis, threat reports, impacts, targeted attack events, and other related

threat intelligence.

3.2.2.7 Target Endpoints

The Target Endpoints module consists of the Target Endpoint Distribution and Top 5

Target Endpoints charts, as shown in the following figure. Target Endpoint

Distribution displays the numbers of critical, severe, medium/low, and not compromised

endp

oints. You can click a severity to go to the Thread Response page under Response

and view details about the endpoints with this severity. Top 5 Target Endpoints list the

top 5 endpoints with the most found events and pending events. You can click View Details

to go to the Thread Response page under Response.

Target Endpoints Last 7 days ¥

+ Target Endpoint Distribution + Top 5 Target Endpoints G View Details

6-edr0155 (10.32

B Critical 0

Sev 3 —

812 G DESKTOP-RQL4E 0
Endpoints Medium/Low 0

Not Compromised 809 —
W it ariprarnissd 80 WINDOWSS (10.62.. @ i

3.2.2.8 Security Events

The

Security Events module consists of the Malware Detections and Top 5 Malware

Detected charts, as shown in the following figure.

Security Events Anti-Malware s Last7 days ¥

*+ Malware Detections + Top 5 Malware Detected

HEUR/AGEN.1039

Suspicious.Win32.

06-23 06 - 24 06 - 25 06-26 06 -27 06-28  06-29 0 1

Malware & Events Infected Endpoin

Malware Detections: displays statistics about malware detected in the last 7 days, last

30 days, and last 90 days, including ransomware, Trojan horses, and other malware.
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e Top 5 Malware Detected: lists the top 5 malware detected on endpoints. You can
click View Details in the upper-right corner to view detailed malware information.
You can also click Anti-Malware, Ransomware, Brute-Force Attacks, WebShell
Backdoors, or Vulnerabilities in the upper-right corner of the Security Events
module to view corresponding information and select a statistical period (Last 7 days,

Last 30 days, or Last 90 days).

3.3 Endpoints

The Endpoints page allows you to discover, check, and group endpoints and use policies to
manage endpoints and endpoint groups. The policies include Basic Config, Anti-Malware,
Realtime Protection, Anti-Ransomware, Trusted Files, General Settings, Vuln

Remediation, Endpoint Control, and Customization.

3.3.1 Groups

The Groups module uses tree-based grouping to manage connected endpoints in a unified

manner.
1. Endpoint Information Display

Endpoint information includes the endpoint name, status, group, IP address, MAC address,
operating system, CPU usage, memory usage, hostname, asset user, asset number, asset
location, monitoring status, and last connected. In addition, you can click ... on the right to

filter and specify display options.

Endpoints = Groups + New *++ More

& Groups = QRefresh | Monitoring
1 Inventory B Endpoints B No. Endpoint 1P Address
3 Endpoint Discovery ocal Mansger P

© Security Protection P 2 @cToon

cTi0047

Groupl 4 DESKTOP-1C25K0!

GroupA 5 cT-FTP @ Oniine Ungrouped En...

e o o o o

5.  Endpoint Management

You can select endpoints and click Move To to move them to different groups, as shown in
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the following figure.

Move To X
Group name

=] B Local Manager
Ungrouped Endpoints
group 1

group 2

Cancel

You can also select Enable Agent, Disable Agent, Restart Agent, or Uninstall Agent,

Delete, and Send Message for selected endpoints, as shown in the following figure.

Endpoints (12 enline / 20 in total) @ New Features

% Move To - o Enable Agent |« [ Remote Support «es More ( Refresh Moritoring St... ¥ Auto Grouping ¥ Endpoint Type ¥  Endpeint Status ™ | Search

© Disable Agent
B No. Endpoint g Endjpoint Status Group 1P Address MAC Address 05 CPU Usage Memory Usage

® Restart agent

. ; = — ; 0%
o ot B S -
1 Hte i Uil Ao Offline B Kz Branch Windows Server 201 0% Gied ol b h

2 [ sdfwer3zd X Delete ® Online Ungrouped En... __.. W Windows T Professio... = 22% Usedﬁc(a\lﬂsgéﬂﬂl B

3.3.1.1 Creating Endpoint Groups

After the Agent is installed on an endpoint, the endpoint is automatically listed to
Ungrouped Endpoints under Groups. You can group ungrouped endpoints based on
business. Endpoints can be grouped manually, automatically, or using an XLS or XLSX

file.

3.3.1.1.1 Manual Grouping

You can create a group, manually select endpoints, and move them to the group. The

procedure is as follows:
1. Choose Endpoints > Groups, and click New.

2. On the displayed Add Group page, specify Group Name and Added To Group, do
not enable Auto Grouping, and click OK.
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3. Select endpoints from Ungrouped Endpoints and click Move To. On the Move To
page, select the specific group and click OK.

LLNoOTE

Endpoints will inherit security policies from the new endpoint group after movement.

3.3.1.1.2 Auto Grouping

You can specify IP addresses or IP address ranges when creating a group. After the group is
created, the system automatically moves endpoints with the specified IP addresses or the

group's specified IP address ranges to the group. The procedure is as follows:
1. Choose Endpoints > Groups, and click New.

2. On the Add Group page, specify Group Name and Added To Group, enable Auto
Grouping, set IP addresses or IP address ranges, and click OK.

3. After the group is generated, you can find that the endpoints with the specified IP
addresses or in the specified IP address ranges are already in the group. You can also

select endpoints from Ungrouped Endpoints and move them to the group.

LNoTE

Endpoints will inherit security policies from the new endpoint group after movement.

3.3.1.1.3 Importing and Exporting Groups

After editing an XLS or XLSX file of endpoints, you can import the file to batch add
endpoints to a group. For existing groups, you can export endpoints in a group to an XLSX

file. The procedures are as follows:

Importing a Group

1. Choose Endpoints > Groups, click the drop-down list icon next to New and choose

Import.
6. Click Sample File to download it and edit the file content as instructed.
7.  Click Browse, select the edited XLS or XLSX file, and upload it.

8. Select an import method and click OK. Import methods include:
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10.

e  Retain unchanged and existing objects take higher priority.
e  Retain unchanged, but imported objects take higher priority.

e  Clear all groups except Local Manager and Ungrouped Endpoints and group

endpoints based on the new auto-grouping rules.

On the Add Group page, specify Group Name and Added To Group, enable Auto
Grouping, set IP addresses or IP address ranges, and click OK.

After the group is generated, you can find that the endpoints with the specified IP
addresses or in the specified IP address ranges are already in the group. You can also

select endpoints from Ungrouped Endpoints and move them to the group.

LNoTE

Endpoints will inherit security policies from the new endpoint group after movement.

Exporting a Group

1.

Choose Endpoints > Groups, click the drop-down list icon next to New and choose

Export.

On the displayed Export page, select Groups or Endpoints for Object. When

Endpoints are selected, you can select endpoints from different groups.

Select a group and endpoints and click OK. The system automatically exports the
endpoints to an XLSX file.

3.3.1.1.4 Auto Grouping

The Auto Grouping module creates and manages auto-grouping policies in a unified

manner. The detailed operations are as follows:

Creating and Deleting an Auto Grouping Policy

1.

To create an auto grouping policy, choose Endpoints > Groups, click the drop-down

list icon next to New and choose Auto Grouping.

On the Auto Grouping page, click New. Next, specify Group Name, enable Auto
Grouping, set IP addresses or IP address ranges, and click OK.

Select the auto grouping policy on the Auto Grouping page and click Delete in the

Operation column to delete an auto grouping policy.

LLNoTE
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After an auto-grouping policy is deleted, the auto-grouping will be disabled for this group.

Editing Auto Grouping

1.  Choose Endpoints > Groups, click the drop-down list icon next to New and choose

Auto Grouping.

2. On the Auto Grouping page, select an auto grouping policy and click Edit in the

Operation column.

LLNoOTE

You can edit IP addresses, or IP address ranges for an auto grouping policy only when it is enabled.

Enabling and Disabling Auto Grouping
You can enable and disable auto grouping based on business. The procedure is as follows:

1. Choose Endpoints > Groups, click the drop-down list icon next to New and choose

Auto Grouping.

2. On the Auto Grouping page, click Enable or Disable in the Status column to enable
or disable auto grouping. Alternatively, click Edit in the Operation column and

enable or disable Auto Grouping on the editing page.

3.3.1.1.5 LDAP Sync

The customer's intranet already has an AD domain controller server, and intranet assets are
managed uniformly on the AD domain controller server. The administrator needs a way to
synchronize the OUs and users specified by the AD domain server to the ForeNova to

achieve unified user information management.
LDAP Sync Configuration
Go to System > System > LDAP User Sync.

1. Basic Configuration
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LDAP User Sync

Enable LDAP Sync @l

| Basics

Server Type :
Server [P Address ¢
Authentication Port :
Tirneout (5]

Admin Account :
Admin Password

Base DN :

MS Active Directory

Idap ¥ 19216820489

L]

15

administrator@s CCORPlocal

DC=$CCORRDC=local

Test Connectivity

| Basics
Organizational Sync
User Sync
Aute Group Sync

Auto Sync Setting

Basic configuration: Configure the AD domain controller server IP address, Authentication

Port, Admin Account, Admin Password, and Base DN. The administrator account needs to

be in the following format, such as administrator@domain.com.

2. Organizational Sync

LDAP User Sync

Enable LDAP Sync @l

| Crganizational Sync

0OU Filter :
GUID :
Group Mame @

0U Path :

ohjectClass=organizational Unit

ohjectGUID

name

DC=5CCORP,DC=local

Enabled ‘

Group Creation Mode : @) Based on the selected base DN node on a remoete server @

Max. Sync OU Depth =

EBased on the selected node on a remote server (D

Based on the subgroup of the selected node on a remote server G

168

y

Basics
Organizational Sync
User Syne

Auto Group Sync

Auto Sync Setting

Configure the OU Path and the Group Creation Mode, and keep the other settings as
defaults.
3. User Sync

56
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| User Sync Enabled ( Organizational $ync
) ) | User Syne
User Information Filter :  {|(objectClass=organizationalPerson){objectClass=pearson))
Aute Group Syne
User Property : sAMACcountharme Auto Sync Setting
Mapping : Local Account Property: LDAP Mapping Property:

sAMAccountMame

telephoneMumber

mail

Map domain user attributes to ForeNova management information. The rest keep the

default configuration.

4. Auto Grouping

I Auto Group Sync Group endpoints according to the structure in the AD domain.  Enabled ‘

User Information Filter :

User Property :

Auto Group Sync: Achieve automatic grouping on the NovaGuard management according
to the OU where the endpoint account name is located. The endpoint has been logged in
with a domain account, and the automatic grouping can be triggered only when the LDAP

synchronization is triggered.

Trigger LDAP Sync

LDAP synchronization can be triggered by manual synchronization or auto

synchronization.
1. Manual Trigger

Go to Endpoints > Groups > More, and click LDAP Sync to trigger an immediate sync

manually, as shown below.
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Groups + New === More
" Irmport
Graup name

"' Export

= Endpoints gl ato Groupin:
0] B Local M, | T2 LDAP Sync

Ungrouped...

External
Groupl
|j lianhow
Kz Branch
TAC Server
TAC office
igtest
L

tast

8 TACEranch

2. Auto Sync
Enable Auto Sync setting. Real-time synchronization will start when you click Save and

Synec.

| Auto Sync Setting Erabled @

Auto Update Interval 1 Every day ¥ 03:00 T

LDAP Sync Result

The domain OU is synchronized to the endpoint group page, as shown in the figure below.
When the agent is installed on an endpoint and logged in with a domain account, it will

automatically go online to the group where the domain controller OU is located.
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Groups == MNew *** More

Group name

[=] B Endpaints

Hy Local Manager
Ungrouped...
Diomain Co...

=l Groupa

= GroupAl

“ kaizhi

View Logs > Operation Logs to view the details of LDAP synchronization history, as

shown in the following figure.

Operations Logs

Operation:  LDAP Sync History v Time: 2022-06-21 00:00.00 ~ 2022-06-27 23:5959 [
Q Refresh
No.  Time Synced Sync Mode Sync By Server Type Server [P Address
1 2022-08-24 03:00:07 fute By OU MS Adtive Directory 10268.20.89
2 2022-08-23 18:27:52 Manual By OU MS Active Directory 102168.20.8
3 2022-08-23 18:27:40 Manal By OU MS Acive Directory 192.168.20.89

3.3.1.1.6 User Selects Online Group

Details

The OU to be synced is the same as the loc...

The OU to be synced is the same as the loc...

Added 9 OUs,

Status

Syne suceessful

Sync success ful

Sync successful

Administrator
admin
admin

In the multi-branch scenario, there is an IP conflict between endpoints in different branches,

and the endpoint cannot go online automatically to the group to which it belongs based on

the IP address.

can select the group to which it belongs.

There is no AD domain control environment. At this point, the end user

Version 01 (Jan.10, 2023)

59



ForeNova NovaGuard V3.7.12User Manual

Configuration
1. Create or import new group

Go to Endpoints > Groups, and move the mouse to the drop-down list of Move To to

disable automatic grouping by IP, as shown below.

Groups + New == More Endpoints (14 online / 18 in total)

Ip name = Move To - w Enable Agent -

= mE :
] B Endpoints Enable Auto Grouping »

B Disable Auto Grouping

2. Enable Asset Attributes

Go to Endpoints > Security Protection > Basic Config, enable asset attributes, and select

Display and Required, as shown in the figure below.

[ Asset Attributes @

Require users to provide asset attributes

Itern Departrnent Asset User Asset Narme  Mobile Number Email Address Location Asset Number Staff No.
Display
Required

3. User select online group
When installing the Agent for the first time on the endpoint and registering the asset
attributes or modifying them after installation, you can set the department to which it

belongs, as shown in the figure below.
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@PmtectAgem ® k7 Sangfor Endpoint Secure has been protecting you for 16 days & QU — X
*
Security / Last scan performed v Realtime [ Logs
| 14 days ago. ( ON
\ o / ys ag f [ Quarantine
/ Scan Now == ¥4 Blocks: 1 (las =
[ Trust

4 Contact Admin
il Events during Last 30 Days

@ Update
0 About Us

Realtime Protection [= Bt

Tools

& Messages e

*+ The antivirus database is upgraded from 20220822122412 version to 202...

* Partial network access has been restricted. Inbound: Block 1P: 0.0.0.0-255....

Ransomware Protection

<
=1
&' Asset X
L AssetUser:*® k=
Staff No.: ® 99999
Contact: * 0127117129
Email Address: ® wx@sangfor.com

B2 Endpoint Name: * 123

Location: * Kuala Lumpur

Department: * Kz Branch =
Asset Number: * 99959

IP Address: 10.10.10.10

MAC Address: FE-FC-FE-25-A1-FD

0s: Windows 10 Pro x64

Save

3.3.1.2 Endpoint Information Display

The Groups page displays basic information about all endpoints, as shown in the following

figure.
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Groups F New * More Endpoints (12 online /18 in total) New Features
wMore | (QRefresh  Monitoring St.. | Auto Grouping ¥ | Endpoint Type Endpoint Status ¥ &
Endpoints No.  Endpaint Endpoint Status Group 1P Address MAC Address 08 CPU Usage Memory Usage
Local Manager 1 @ Sangfor-pC ® Oniine Ungrouped En... = 1 A

—
Ungrouped Endpoints 2 @ omo ® Griine lingrouse % T e
External El CT10047 ® Online Ungrouped En... 17 17% Crearoals G Go
67.90%
Groupl 4 CTLFTP ® Online Ungroupe % UsedTotal2.3 G4 GB

Basic information includes the endpoint status, group, IP address, MAC address, operating
system, CPU usage, memory usage, owner, asset number, and asset location. You can

click ... on the right to filter and specify display options.

When you click an endpoint name, the Endpoint Details page is displayed, as shown in the

following figure.

B Sangfor-PC(192.200.19.150) @ online @ Vulnerability Scan 0 Quick Scan v [ Remote Support V/ Ensble Agent v # Send Message
AssetInfo Trust
~ Endpoint Details I Basics
Basics i Sangfor-PC &
Hardware L5 Sangfor-PC
Account
> TaskInfo
Applications < Ungrouped Endpoints
Listening Ports Agent Version 3536611 EN

2022101314058
2022-10-17 170242
2022-08-00 18115558

Sangfor

3.3.1.2.1 Basics
The Basics page displays the following information:

Basic information: includes the endpoint name (editable), hostname, IPv4 address, MAC
address, group, Agent version, antivirus database version, last connected time, last login

time, and last online user.

System information: includes the operating system, version number, activation status, and

installation time.
Management information (editable): includes the asset owner, host, asset number, asset
location, staff No., phone number, and email address.

3.3.1.2.2 Hardware

The Hardware page displays the models and usage of the CPU, memory, hard disk,

motherboard, network adapter, sound card, and graphics card.
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~ Endpoint Details 1 Hardware
Basics @} cpu Total Usage: emm 11.00%
Hardware Model : Intel(R) Core(TM)2 Duo CPU T7700 @ 2.40GHz
Rbcount Frequency : 2893MHz
* Task Info
W  Memory Total Usage: 36.45% Total Size: 16.00GB
Applications
Model :
Listening Ports
M Hard Disk otal Usage: emmm 14.35% Disk Partition
Model : Sangfor VirtlO SCSI Disk Device Model : Sangfor VirtlO SCSI Disk Device
Size : 499.99GB Size : 200.00GB

ER Motherboard

Model : Bochs (Bochs)

™ Network Adapter

3.3.1.2.3 Account

The Account page displays the name, status, type, role, risk type (click the exclamation
mark to view detailed risks), latest password change time, last login time, password status,

and login history of accounts created for the endpoint.

LNoTE

You can click ... on the right to filter and specify display options.

~ Endpoint Details I Account
Basics @k Export  (Q Refresh
Hardware No.  Account Status Role Risk Type Latest Password Change ~ Last Login Operation
ficcount Administrator Enabled Admin Weak or No Password 2021-06-20 08:07:45 2021-06-20 08:07:45 Login History
> Task Info
2 SRAPLocalUser Enabled Non-admin  No Risk 2020-07-08 09:37:58 2021-06-27 10:23:41 ogin History
Applications
E User Enabled Admin No Risk 2021-04-26 11:52:13 2021-06-27 10:23:38 Login History

Listening Ports

4 DefaultAccount Disabled assword 2021-06-20 08:07:45

s Guest Disabled

WDAGUtilityAccount  Disabled 2020-03-06 20:36:41

3.3.1.2.4 Task Info

Task Info contains the Processes, Services, Connections, Startup Items, Scheduled

Tasks, and Sharing nodes.

3.3.1.2.5 Applications

The Applications page displays the name, type, version, publisher, installation path, and
installation time of software installed on the endpoint. You can click Export to export all

installed software and filter software by software name, version, or publisher.
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I Applications

@ Export Q) Refresh

No.  Namc Type Version Publisher Installation Path Time Installed

1 7 Zip 19.00 (x64) Other 19.00 Igor Maviov C:\Program Files\7 Zip\ 2020 07 08
2 windows Driver Package Other 01/18/2017 0.9.0.201 sangfor Technologies Inc - 2020-07-08

Everything 1.4.1.935 (x64) Other 1.4.1.935 David Carpenter = 2021-05-18
4 Git version 2.24.1.2 Other 22492 The Git Development Co... C\Program Files\Git\ 2020-07-08

Mozilla Hirefox /5.0 (xb4 z.. Other 5.0 Mozilla Caprogram Hles\Mozilla .. 2020-0/-08
6 Mozilla Maintenance Serv. Other 75.0 Mozilla - 2020-07-08
7 EDRESGEEERL Antivirus App 3.5.5EN sangfor Technologies Inc. - 2021-06-18
8 TortoiseSVN 1.8.8.25755 (. Other 1.8.25755 TortoiseSVN = 2020-07-08

3.3.1.2.6 Listening Ports

The Listening Ports page displays the port number, protocol, bound IP address, listening
process, open port, and status (blocked or unblocked) of listening ports on the endpoint.
You can select ports to block or unblock, click Export to export all listening ports, and

search ports by protocol and port number.

1 listening Ports

& Export Q) Refresh Protocol -

No. Port Protocol Open Port Binding IP Address Listening Process. Status

1 80 tep Ves 0.0.00 Everything.exe(pid: 10112) Unblocked
2 135 @ tep Ves 0000 svchostexe(pid: 1020) Unhlacked
3 445 ® cp Yes 0.0.0.0 system(pid: 4) Unblocked
4 3389 @ tep Yes 0.0.0.0 svchost.exe(pid: 1200) Unblocked
5 5040 tep Ves 0.0.00 svehost.cxc(pid: 6064) Unblocked
6 7172 tep Ves 0.0.00 SRAPSrv.exe(pid: 4036) Unblocked
’ M tep ves 0000 svchost.exe(pid: 1200) Unblacked
8 7680 cp Yes 0.0.00 svchost.exe(pid: 5940) Unblocked
B 8120 tep Yes 0.0.0.0 DVCHost.exe(pid: 7684) Unblocked

3.3.1.2.7 Trust

You can view the trust file or trust directory on the ForeNova manager added by the client
on the client side to prevent the endpoint from adding some files unreasonably, and the
administrator does not know it, which will eventually lead to an attack. You may navigate
to Endpoints > Group, click a selected endpoint > Endpoints Details > Trust to view the

trust file added by the endpoint, as shown in the figure below.

B KZ PC(10.10.10.10) @ orline @ Wunerabiliy Scan © Quicksean v | [ Remote Support VEnsble Agent v | @ Send Message
AssetInfo Trust
Files (1) Paths (0) Processes. ©
& Bport () Refresh
Object Type Time Trusted

hortuts orsl..  File 2022-04-27 18:0318

3.3.1.2.8 Move To
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For an online endpoint, you can manually adjust its grouping through Move To, as shown

in the figure below.

Move To

Group narme

[=] Bk Local Manager
Ungrouped Endpoints
Domain Controllers

- External

Groupd

Endpoints will inherit security protection policies fram the
new endpoint group after mowvement.

(856 Cancel

When the automatic grouping according to IP function is enabled, the endpoint whose

group is manually moved and adjusted will be automatically marked with an E icon,

indicating that the group to which the endpoint belongs is locked and will not be

automatically grouped according to IP again, as shown in the figure below.

6 O kepC @ Online Ungrouped Enn, " FE-FC-FE-69-B2-64 Windews 7 Professio.. | 1% Used/Total21 GB/8 GB
@ . — 5093%
7 & fianHow-X1 ® Online test Do 38-87-D5-08-80-D5 Windows 11 Pro x64 = 17% UsedfTotal12.7 GB/15.7 GB
o =T . 12.92%
8 [ jianhow-virtual-machine Online Ungrouped En..  —ocoxvsn FE-FC-FE-CF-CO-3F Uburtu 20.04.3 LTS x... ¢ 203% UsedTotall GB/7.8 GB
> - . = 31.40%
9 Kz @ Online 8 Kz Branch 1o FE-FC-FE-35-A1-FD Windows 10 Pro <64 1% UsedTotal25 G /8 GE

You can select the endpoint and click Enable Auto Grouping to enable this feature, as

shown in the figure below.
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Endpoints (13 online / 15 in total)

= Mowve To - v Enable Agent -
v Enable Auto Grouping
Ent
B Disable Auto Grouping
1 - sarngror-FL &

3.3.1.3 Remote Endpoint Management

3.3.1.3.1 Command Delivery

After you click the name of an online endpoint to enter the Endpoint Details page, you can
deliver commands, such as Vulnerability Scan, Quick Scan, and Full Scan to the endpoint,

as shown in the following figure.

B SangforPC(""™ " Ilsil, ® online Wulnerability Scan © Quick Sean [ Remote Support W/ Ensble Agent v # Send Message

AssetInfo Trust

~ EndpointDetalls | pasics
Basics T Sangfor-PC £
Hardware Sangfor-PC
Account | IpygAddress: o
» Task Info
Applications Ungrouped Endpoints

Listening Ports 3536611 EN

2221013140558

20221017 17:0242

If Agent installation is abnormal, you can perform Enable Agent, Disable Agent, Uninstall

Agent, and other operations for the endpoint on the NovaGuard Manager.

LNoTE

On the Endpoints page, you can select multiple endpoints and perform Enable Agent, Disable Agent, and

other operations for these endpoints.

To release a license, uninstall the Agent from an endpoint and delete the endpoint from the NovaGuard

Manager.

3.3.1.3.2 Send Message

On the Endpoints page, you can select one or more endpoints with the Agent installed and

send messages to these endpoints. The procedure is as follows:
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3. Choose Endpoints > Group, select one or more endpoints, and click Send Message

in the status bar.

4.  On the Send Message page, complete the information editing and click OK. The
following figure shows that selected endpoints will receive the corresponding

message.

@ Messages X
& Adlyin Message:

[T Administrator notification: Due to
security update requirements, the co
mputer will restart at 22:00 tonight

5. Click OK or X in the upper-right corner of the endpoint to close the message. You can

click the Messages icon in the following figure to view historical messages.
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®  Sangfor Endpoint Secure has been protecting you for 1 days

Security
Virus Scan
-

-m- il Events during Last 30 Days

Vuln Remediation

©

Realtime Protection

B

Tools

o Messages

The antivirus database is upgraded from 20210617214938 version to 202...

@z—x
o

Realtime Protections:
7 enabled

Blocks: 811335 (last 30 da

Ransomware Protection

~
L
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3.3.2 Inventory

The Inventory module checks endpoints on the entire network and displays endpoint
statistics. It includes the OS, Applications, Listening Ports, Users, Database Apps,
Websites, Web Frameworks, Web Services, and Web Apps. However, endpoint
inventory data does not contain Mac endpoints because Mac endpoint information is not

collected.

3.3.2.1 OS

os

| Server Operating Systems | Host Operating Systems | Top 5 Installed Operating Systems

3
Host 05

& Export Q Refresh End-of-Support Windows Systems 05 Type

Windows 10 Pro x64 .2

Windows 8 Enterp_.  pmmmm 1

Operating Systems Endpoints

No. os Version Activated OSs Endpoints

The OS page displays the distribution of operating system versions of endpoints on the

entire network, as shown in the preceding figure.

1. The detailed information includes the proportion of server and PC operating system

versions and the top 5 operating systems installed on the entire network.

2. On the OS page, you can view the number of endpoints that installed and activated
each operating system. When you click the quantity, the details page is displayed. You
can also click Export to export the operating system information to a form, as shown

in the following figure.

Operating

Endpoints
End-of-Support Windows Systems @ 05 Type
Version Activated OSs Endpoints

10017763 1 1

3. On the Endpoints tab, you can view the IP address, group, OS type, version,
activation status, installation time, and owner information of endpoints, as shown in

the following figure.

Version 01 (Jan.10, 2023) 69



ForeNova NovaGuard V3.7.12User Manual

Operating Systems  Endpaints

oot | () Refresh

No.  Endpoint

1 DESKTOP-RQLAEMC

2 6-edi0155

s WINDOWS8

End-of-Support Windows Systems (- Encpoint Type ¥ Group

F Aadress

10.186.15.90

103236175

1062446

Group

Ungrouped Endpoints

Ungrouped Endpoints

Ungrouped Endpoints

s

Windows 10 Pro 64

Windows 10 Prox64

v OSType

Versian

10.0.10586

100.17763

Windows & Enterprisexed 629200

v

OSStatus ¥

08 Status

Not Activated

Activated

Not Activated

Tire Installed

2021-06-25 01:0%:53

2020-03-06 20:40:11

2018-12-21 045521

LLNoTE

You can click Export to export endpoint information to a form to facilitate further statistical analysis.

You can filter endpoints by endpoint type, group, OS type, and activation status and search for endpoints in

the search box.

3.3.2.2 Applications

The Applications page displays the summary and detailed information of applications

installed on hosts on the entire network, as shown below. The information helps check risky

applications on the entire network and take security protection measures, such as version

updates
Applications
{mm ]
SangforyNC iz

Endpoint Secure Agent 111
TypedAntivirus App  Edition:3.5.32EN

Google Chrome [=El)
Type:Other Edition:104.0.511...

and

SangforvNC(7,1,0.2)

@ Export () Refresh

No.

1

2

Endpoint

cTIooa7

J Wind10ZhCn0001

application

security

Installation Path

Configu

hardening.

Time Installed

20220823

2022-08-08

2022-08-03

As shown in the figure above, it will display the endpoint distribution of the application

software in the whole network, sort the installation amount from most to least, and count

the number of endpoints.

You can view the associated process information of the software corresponding to the

endpoint.
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Associated Process

PID

Justfsbin/rsyslogd 2114320

It supports application searching through the software name and version search box and

supports designated endpoint searching through the Publisher and username.

3.3.2.3 Listening Ports

Listening Ports

1 Top 5 Risky Ports | Top 5 Listening Ports on Servers 1 Top 5 Listening Ports on Hosts

tcp:3389 —— udp-5355 I
tcp:445 3 tcp:8071 3
udp:1900 e udp:500 I
udp:138 —— 3 udp:4500 — 3
tcp:139 3 No data available tcpi135 L §

o 1 2 s o 1 2 3

Ports Endpoints
i Export  (Q Refresh Protocol ~  Risky Port ~ | Port
No. port Protocol Risky Port Endpoints Used/Blocked
1 63082 udp No 170
2 10010 udp No 1/0
3 63083 udp No 170
4 15000 tcp No 170

5 10011 udp No 1/0

The Listening Ports page displays open ports of endpoints on the entire network. As shown

in the preceding figure, you can view and handle risky ports globally or by server or host.

1. Detailed information includes the top 5 risky and top 5 listening ports on servers and

PCs.

2. You can view the number of endpoints on which a specific port is opened on the Ports
tab. You can click a number in the Endpoints Used/Blocked column to go to the

endpoint details page of a port for further analysis, as shown in the following figure.
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View Details X

Port 63082, udp

[ ; "
@ Export () Refresh Endpoint Type ~ = Group v | Status ¥
No. Endpoint Endpeint Status  IP Address Group Open Port  Binding IP Address  Listening Process Status
1 6-ed0155 ® Online Ungrouped Endp..  No 127.0.0.1 aTrustAgentexe(... Unblocked

LONoTE

Block Port: You can select endpoints for which a port needs to be blocked and click Block Port to block

the port for the selected endpoints. You can click Unblock to unblock a blocked port.

Export: You can click Export to export endpoint information to a form to facilitate further statistical

analysis.

3.  On the Endpoints tab, you can view the listening port quantity, status, name, IP
address, and each endpoint group. You can click the listening port quantity of an
endpoint to view detailed information about the listening ports of the endpoint. You

can block ports based on actual requirements, as shown in the following figure.

r

View Details X
am  DESKTOP-RQL4EMC £J) @ Offline
- 25 8
@ Bport () Refresh Protocol Y OpenPorts ¥  Status ¥
No.  Port Protocol Open Port Binding IP Address Listening Process Status
135 ® tep Yes 0.0.0.0 svchost.exe(pid: 744) Unblocked
2 445 iy 2 3 angoY ! ErsPhiehce Unblocked
3 3389 @ ep Ves 0.0.0.0 svchost.exe(pid: 920) Unblocked
4 49664 tep Yes 0.0.0.0 wininit.exe(pid: 464) Unblocked
5 49665 tep Yes 0.0.0.0 svchost.exe(pid: 852) Unblocked
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3.3.2.4 Users

Users
| Users by Role | Users by Risk Type | Users with Old Passwords
Ly, Ty @ Hidden Account 1 \
© Non-admin: 8 (57.1% imin 6 ® Weak or No Passw. 5 S 0
_3n-admin 8 12 Login at Night 2 7 .
e ®Last180d 1
Ukers © Non-root 0 Geore © Multiple IP Addres 0 ifiers o .
® Root 0 Suspicious Root U 0 @ bastear
Inactive User 4
@ Export  (Q Refresh Status ¥ | Role ¥ ¥ | latest Password Change ¥ Login Time -
No.  Account Endpoint 1P Address Status Role Risk Type Latest Password Change  Last Login Operation
1 sangfor DESKTOP-RQL...  10.186.16.90 Enabled Admin Login at Night 2021-06-25 01:26:04 Login History
2 HomeGroupUser$ WINDOWS 10.62.4.46 Enabled Non-admin  Hidden Account 2018-12-21 05:12:06 Login History
3 Sangfor 1 WINDOWS8 10.62.4.46 Enabled Admin Login at Night 2019-01-16 18:12:16 2021-06-28 16:37:52 Login History

The Users page displays the account information of hosts on the entire network, including
the account status, account type, role, and password status. Based on account information,
the Manager further analyzes risks and provides account risk notifications, such as hidden
accounts, weak passwords, suspicious root users, inactive users, logging in at night, and

multiple IP addresses, as shown in the preceding figure. It helps reduce host risks.

1. The detailed information includes statistics of users by role, risk type, password

change, etc.

2. You can filter accounts by status, role, risk type, latest password change, and last login.
You can also enter an endpoint name, IP address, or account name in the search box to
search for an account. When you click an endpoint, the Endpoint Details page is

displayed, as shown in the following figure.

B DESKTOP-RQL4EMC, .. = =] offline

~ Endpoint Details | Basics
Basics DESKTOP-RQLAEMC &
Hardware DESKTOP-RQLAEMC
Account

+ Task Info MAC Address FE-FC-FE-1A-6C-CD
Applications Group Ungrouped Endpoints
Listening Ports Agent Version 3.5.5.60 EN_B

20210625092130
Last Connected 2021-06-26 00:50:11

st Login 2021-06-25 16:59:48

Last Online User sangfor
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3.3.2.5 Database Apps

Endpoints Database Apps mariadbd(10.4.24)

& Groups =k @ Bport  (Q Refresh

o Inventory

The database apps page can display the summary and detailed information of the entire
network host installation database to conduct a network-wide investigation further and take
security measures such as version upgrades or application reinforcement. As shown in the

figure above, the main page information includes the following:

1. It can display the endpoint distribution of the entire network database, sort according

to the number of installations from most to least, and count the number of endpoints.

2. Support to search the database through the database type and version search box, and

support to search the specified endpoint through port/protocol, binding IP/running

Jelae ebsites
Endont = websites localhost
% Groups [ R @ Eport  (Q Refresh
= Inventory localhost =1} No.  Endpoint Binding 1P Address Usemarne
o Protocolitp
3 v 0020 srstem
Applications localhost =
Prot : TEM.
Listering ports
T 3 CTI-FTP 0000 SYSTEM
Uien
Database Apps N - p
Websites
Wb Frargenorks
Web Services
Wb Apps
2 Endpoint Discovery

@ Security Protection

The website's inventory page can display the summary and detailed information of the
entire network host installation website, as shown in the figure above. The main page

information includes:

1. It can display the endpoint distribution of the entire website, sort according to the

number of installations from most to least, and count the number of endpoints.

2. It can display the virtual directory list of the endpoint corresponding to the website.
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Virtual Directory =
Ne. Wirtual Path Physical Path File Cwner File Group File Permission
1 \Apache24thtdocs BUILTINVAdministrators -

Close

3.  Support to search websites through the port, protocol, domain name search box, and

support to search for the specified endpoint by username and IP.

3.3.2.7 Web Frameworks

The web framework inventory page displays the summary and detailed information of the

entire network host installation web framework. The main page information includes:

1. It displays the endpoint distribution of the whole network web framework, sort
according to the number of installations from most to least, and counts the number of

endpoints.

2. Supports searching of web frameworks through the framework name/language search

box and supports searching of specified endpoints through service type.

3.3.2.8 Web Services

Endpoints Web Services iis(8.5)

4 Groups . - DU ot QRefresh

& Inventory » o2
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The web service inventory page can display the summary and detailed information of the
web service installed on the whole network host, as shown in the figure above. The main

page information includes:

1. It displays the endpoint distribution of web services in the whole network, sorts
according to the number of installations from most to least, and counts the number of

endpoints.

2. Support searching of web services through the service name search box.

3.3.2.9 Web Apps

The web application inventory page can display the summary and detailed information of
web applications installed on the whole network host, as shown in the figure above. The

main page information includes: The main page information includes:

1. It can display the endpoint distribution of web applications in the whole network, sort
according to the number of installations from most to least, and count the number of

endpoints.

2. It can display the plug-in information of the endpoint corresponding to the web

application.

3. Support searching of web applications through the application name search box.

3.3.3 Endpoint Discovery

The endpoint discovery function can proactively detect the intranet and identify
uncontrolled endpoints (ForeNova client is not installed) in the intranet to achieve efficient
intranet security weak point detection, network-wide asset detection, and timely prevention,

as shown in the following figure.

Scan active hosts where no Endpoint Secure agent is installed.

75 unmanaged endpoints detected.

o5 WAL cess Detection Method Fiest Datncind Lost Desmetad Opsraion

1. After clicking Scan Now and completing the scan parameter settings, the intranet scan

will be performed. The scan parameters include the following:

Device: You can set the NovaGuard Manager to initiate scanning or the Linux endpoint that
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has installed the NovaGuard client to initiate scanning.

LNoTE

If the scanning range is large, it is recommended to set up concurrent scanning by multiple Linux

endpoints with ForeNova clients installed to improve the scanning speed.

Network Segment: Set the scan range, and support to fill in the host address or network

segment range.

LONoTE

You can select the Scan Method and Protocol by expanding the Advanced. Or you can keep the default

settings.

2. After clicking OK, the risk warning will pop up, as shown in the figure below. After

understanding and accepting the risks, click OK to execute the scanning operation.

OK x

Ensure that the configured network segments are internal
network segments of the enterprise.

1. Please make sure that the scanned objects are legitimate Intranet
segments of your company, so as to avoid legal risks caused by
unauthorized scanning (the regulatory autherities require that the IP
addresses of others' scanning activities should be recarded)

2. Scanning rmay cause alarms on other security dewvices. Therefore, you are

advised to deploy the IP address that initiates scanning

Cancel

LONoTE

During the scanning process, you can click Cancel to end the current scanning task.

3. After the scan is complete, the endpoint without ForeNova installed will be listed on the
page. You can click the Export button to export in a table format, which is convenient
for further statistical analysis by the administrator. If an endpoint does not need to install

the NovaGuard client, you can click Ignore.
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3.3.4 Security Protection

The Security Protection module formulates security policies for endpoint groups. It
consists of the Basic Config, Anti-Malware, Realtime Protection, Anti-Ransomware,

Trusted Files, General Settings, Vuln Remediation, and Endpoint Control tabs.

3.3.4.1 Basic Config

You can configure Asset Attributes, Administrator Contact Information, Notifications,
Agent Administration Passwords, and Endpoint Behavior Data & Log Collection for

Windows endpoints on the Basic Config tab. The configuration methods are as follows:

3.3.4.1.1 Asset Attributes

If you select Require users to provide asset attributes, managed endpoints need to
register asset information on the Manager. You can specify the asset information to be
reported to the Manager. The asset information includes the department, asset user, asset
name, mobile number, email address, location, asset number, and staff No., as shown in the

following figure.

| Asset Attributes @

Require users to provide asset attributes

Ttern Department Asset User Asset Name  Mobile Mumber Email Address Location Asset Number Staff No.
Display
Required

After Asset Attributes is configured, endpoint users can view details in system messages

and complete endpoint registration as required, as shown in the following figure.
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'S’ Asset X

2 Owner
Staff No.:
Mobile Number:

Email Address:

B Asset Name: ]
Location:
Asset Number: [’\
IP Address:

MAC Address:

m

E-FC-FE-3B-5D-C4

0S: Windows 8 Enterprise x64

o
a
a

3.3.4.1.2 Administrator Contact Information

If you select Show contact information of administrator on Agent and edit the
administrator's contact information, including the name, mobile number, and email address,
as shown in the following figure, endpoint users can view the administrator's contact

information.

| Administrator Contact Information

Show contact information of administrator on Agent

Admin Name :

Mobile Number :

Email Address :
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(S LY E o Sangfor Endpoint Secure has been protecting you for 1 days @ QI[=]- x

*

Security

/ virus scan Realtime [ Logs
o P . 7 enable
52 \ / Rullscan>> L . a1ss @ Quarantine

e _ Trust
Virus Scan

1

(&)
Vuln Remediation © uUpdate

Admin:  Test / £ About Us

@ Mobile Number: 122
Email Address: 122

B Edt

Realtime Protection

OK

(=] |

& Messages P

Please fill in asset attributes to ensure further maintenance. Setting

i . R vare P ec Y
The antivirus database is upgraded from 20210617214938 version to 202... AR ey

~
~

=

Query the administrator's contact information on an endpoint, perform the operations

shown in the following figure.

3.3.4.1.3 Notifications (Do Not Disturb Mode)

If you select Mute notifications, endpoint users will not be notified when detecting

security issues. The following figure shows the configuration page.

| Notifications

Do Not Disturb Mode

LNoTE

If you click the lock icon next to Notifications to lock the notification settings, endpoint users cannot

modify notification settings on the Agent. In this case, notification settings on the Manager prevail. If you
click the lock icon next to Notifications again to unlock the notification settings, endpoint users can

modify notification settings on the Agent.
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3.3.4.1.4 Agent Administration Passwords

After you configure agent administration passwords, endpoint users need to enter the
configured password when they exit or uninstall the Agent and add it into trusted files, as

shown in the following figure.

| Agent Administration Passwords

Exit Password

Password : nunmnn wrt Change Password

Uninstallation Password

Password : nnanan wrt Change Password

Enable passward authentication for "trusted files". (@D

Password : snnmnn net Change Password

LNoTE

Here, the password protection of the endpoint trusted file is only valid for Windows PC, not

Windows Server.

3.3.4.1.5 Endpoint Behavior Data & Log Collection

If you select Enable log collection, logs, including event management logs of Windows
endpoints, are collected. You can also select Enable endpoint behavior data collection
and set the data collection interval. The collected behavior data includes information about

files, processes, networks, registries, DNS, scheduled tasks, and hosts.

| Endpoint Behavior Data & Log Collection

Enable log collection ®

Enable endpoint behavior data collection. Collect data every 120 seconds (0

Collected data includes files, processes, 5-tuple info, registry, DNS, scheduled tasks, host info, etc.

LLNoOTE
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It is recommended that the number of endpoints collecting data does not exceed 2000 to ensure server

performance.

After configuring information on the Basic Config tab, click Save to save the settings. To
restore the default settings, click Restore Defaults. To apply the settings to subgroups,

click Apply to Subgroups.

3.3.4.2 Anti-Malware

The Anti-Malware tab enables you to configure scheduled scan policies, virus scan
policies, and antivirus database and security engine update policies for Windows and Linux
endpoints. macOS endpoints support virus scans but do not support policy configuration.
The following sections describe how to configure the policies.

Basic Config Anti-Malware Realtime Protection Anti-Ransomware Trusted Files General Settings Vuln Remedliation Endpoint Control Customization

58 Windows B Linux T Syne Policies for Windows

LLNoOTE

You can click the downwards arrow next to Windows or Linux to switch between the Windows

and Linux operating systems. You can synchronize the configured policies for Windows

endpoints to Linux endpoints.

3.3.4.2.1 Scheduled Scan

After you configure the scheduled scan, the system will perform scans and removes viruses
for endpoints based on the virus scan configuration on the internal network at the specified

time. The following figure shows the configuration page.

| Scheduled Scan

Enable scheduled scanning

- n - N - - Crn - [ -

Schedule Task Type CPU Usage Status Operation

Scheduled scan supports the quick scan and scan types, and each scan type supports the

High CPU, Adaptive, and Low CPU scan modes. The three modes differ from each other
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mainly in CPU usage.

e  High CPU: Scan is performed at full speed, and the CPU usage of the scanning is not

limited.

e Adaptive: When scanning, the CPU usage is intelligently adjusted according to the

endpoint usage to ensure that endpoint services are not stuck.

e Low CPU: Less CPU resources are occupied during the scan, and the CPU usage

cannot exceed 10%.

3.3.4.2.2 Virus Scan

In the Virus Scan area, you can configure the types of files to be scanned, scan options,

action to perform when malicious files are detected, scan engine, and limits on CPU usage.

The following figure shows the configuration page.

LLNoOTE

If you click the lock icon next to Virus Scan to lock the virus scan settings, endpoint users cannot modify

virus scan settings on the Agent. In this case, virus scan settings on the Manager prevail. If you click the

lock icon next to Virus Scan again to unlock the virus scan settings, endpoint users can modify virus scan

settings on the Agent.

iR Windows A Linox

| Virus Scan &
File Type: Docurent Script Executable (i
Scan Options:  Skip files larger than 100 ME

Scan compressed files up to 3 layers deep

Action ¢ Auto Fix - Business Continuity First (only fix confirmed threats)

Auto Fix - Security First (fix files that are considered as threats)

© No Action - Repert Only (only detect files)

Engines :

Sangfor Engine Zero Gene Analytic Engine

CPU Usage = Enable G

File Type: The options include Document, Script, Executable, and Compressed.

Standard Low False Positives High Detection Rate Low Resource Usage @ Custom

Behavioral Analytic Engine

=5, Learn More
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LNoTE

1. Most viruses are executable files. If executable files are not scanned, significant risks may arise. In

quick scan mode, ForeNova NovaGuard scans only executable files. Therefore, you are advised to

select Executable for File Type. By default, all file types are selected.

2. ForeNova NovaGuard supports 23 types of compressed files, including 7z, XZ, BZIP2, GZIP, TAR,

ZIP, and WIM. You can click © next to Compressed to view the details.

Scan Options: You can specify the limit on the size of files to be scanned and the number

of directory levels to be scanned for compressed files.

Action: You can specify the action to perform when malicious files are detected. The
options include Auto Fix — Business Continuity First, Auto Fix — Security First, and No

Action-Report Only. By default, Auto Fix — Business Continuity First is selected.

e Auto Fix — Business Continuity First: Quarantines malicious files in the blacklist
and reports detection logs for files that threaten system security but are not on the

blacklist.

e Auto Fix — Security First: Quarantines all the detected files that threaten system

security.

e No Action - Report Only: Reports security logs for all files that threaten system
security but do not quarantine the files. This option is suitable for scenarios where an

on-duty security expert is responsible for fixing threats.

Engine: The options include Standard, Low False Positives, High Detection Rate, Low

Resources Usage, or Custom.

e Standard: Engine Zero, Gene Analysis, Behavioral Analysis Engine, and Cloud

Based Engine will be selected.

e Low False Positives: Gene Analysis, Behavioral Analysis Engine, and Cloud Based

Engine will be selected.

e High Detection Rate: Engine Zero in Heuristic Mode, Gene Analysis, Behavioral

Analysis Engine, and Cloud Based Engine will be selected.
e  Custom: You may select the engine according to your needs.

Restrict CPU Usage: If you select Enable, the amount of CPU resources ForeNova
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NovaGuard can use to scan for viruses is limited, and the virus scan time may increase. You
can select Enable if you want to scan viruses in legacy systems, virtual desktops, and

high-load systems.

LLNoOTE

Engine Zero in Heuristic mode will increase the sensitivity of Al-based computing and heuristic level of

analysis to enhance virus detection. However, false positives may occur. We recommend you enable it in

the enhanced scenario with security experts on duty.

If you select Enable for Restrict CPU Usage, the number of CPU resources ForeNova NovaGuard can

use varies based on the scan mode.
1. High CPU: The CPU usage cannot exceed 50%.
2. Adaptive: The CPU usage cannot exceed 20%.

3. Low CPU: The CPU usage cannot exceed 5%.

3.3.4.2.3 Antivirus Database Engine

You can select Update via Manager or Update via update servers to specify the update
server for the antivirus database. If you select Update via update servers, you can

configure multiple update servers, as shown below.

| Antivirus Database Engine ©
Update via Manager

© Update via update servers

No.  Server IP Address Remarks Operation
1 - This Endpoint Secur... Down
2 http://download.sangfor.com/downl... Sangfor Signature ... Up

3.3.4.3 Realtime Protection

You can configure Realtime File Protection, WebShell Detection, Brute-Force Attack
Protection, and Fileless Attack Protection for Windows endpoints on the Realtime
Protection tab. You can also configure Realtime File Protection, WebShell Detection and

Brute-Force Attack Protection for Linux endpoints on the tab. Currently, you cannot

Version 01 (Jan.10, 2023) 85



ForeNova NovaGuard V3.7.12User Manual

configure real-time protection for macOS endpoints.

LNoTE

Youcanclick ®g nextto Realtime File Protection to lock real-time file protection settings.

In this case, the Manager delivers the configured real-time file protection policy to the Agent,
and endpoint users cannot configure real-time file protection policies on the Agent. By default,

endpoint users can configure real-time file protection policies on the Agent.

3.3.4.3.1 Realtime File Protection

If you select Enable realtime file protection, the system protects files on endpoints in

real-time. The following figure shows the configuration page for Windows and Linux.

8 Windows A Linux

| Realtime File Protection &

Enable realtime file protection

Protection Level: @ High

Medium Moo execitio
Low
File Type: Seript Executable Compressed @ Low Risk @
Scan Options:  Skip files larger than 10 Me
Scan compressed files up to 10 layers deep
Engines ¢ an eng < . Learn Mo
Low Resource Usage Low False Positives Strict Protection € Custom
Sangfor Engine Zero Gene Analytic Engine [ Behavioral Analytic Engine Cloud-Based Engine
Actionz O Auto Fix - Business Continuity First (only fix confirmed threats)
Auto Fhe - Security First (fix fles that are considered as threats)
No Action - Report Only (only detect files)
25 Windows 8 Lnu ) Sync Policies for Windows

| Realtime File Protection

Enable realtime file protection (@

Protection Level: | piigh
O Medium 1

Scan Options:  Skip files larger than 50 M8

Scan compressed files up o 3 layers deep

Action: © Auto Fix - Business Continuity First (only fix confirmed threats)

Auto Fix - Security First (Fxfiles that are considered as threats)

No Action - Report Only (only detect files)

You can configure the following parameters:

Protection Level: The options include High, Medium, and Low. The capabilities to defend

against malicious files vary based on the protection level.

e  High: monitors all actions performed on files. Protection at this level has a significant

impact on system performance.
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e  Medium: monitors execute and write actions performed on files to prevent virus
intrusion and execution. Protection at this level has little impact on system

performance.

e Low: monitors execute actions performed on files to prevent virus execution.

Protection at this level has no impact on system performance.
File Type: You can select multiple types of files to be scanned.

Scan Options: You can specify the limit on the size of files to be scanned and the number
of directory levels to be scanned for compressed files. Most malicious files are small in

size.

Engine: The options include Standard, Low False Positives, High Detection Rate, Low

Resources Usage, or Custom.
e Standard: Engine Zero, Gene Analysis, Behavioral Analysis Engine, and Cloud

Based Engine will be selected.

e Low False Positives: Gene Analysis, Behavioral Analysis Engine, and Cloud Based

Engine will be selected.

¢ High Detection Rate: Engine Zero in Heuristic Mode, Gene Analysis, Behavioral

Analysis Engine, and Cloud Based Engine will be selected.
e Custom: You may select the engine according to your needs.

Action: You can specify the action to perform when malicious files are detected. The
options include Auto Fix — Business Continuity First, Auto Fix — Security First, and No

Action-Report Only. By default, Standard is selected.

e Auto Fix - Business Continuity First: Quarantines malicious files in the blacklist and
reports detection logs for files that threaten system security but are not on the

blacklist.

e Auto Fix - Security First: Quarantines all the detected files that threaten system

security.

e No Action - Report Only: reports security logs for all files that threaten system
security. This option is suitable for scenarios where an on-duty security expert is

responsible for fixing threats.

3.3.4.3.2 WebShell Detection

In the WebShell Detection area, you can configure the WebShell detection type and the
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action to perform when WebShell backdoors are detected. WebShell detection detects
WebShell backdoors in the root directories and their subdirectories on web servers running

Windows Server or Linux operating systems. The following figure shows the configuration

page.

| WebShell Detection &

Enable WebShell detection

Type : One-time ()

Realtime @

Scheduled  Every day ™ 00 v 0o T @
Action: Fix

© No Action - Report Only

‘Web Directory:

Directary Operation

You can configure the following parameters:
Type: The options include One-time, Realtime, and Scheduled.

e One-time: scans the root directories and their subdirectories on web servers upon the

first installation of the Agent.

e Realtime: scans new files in the root directories and their subdirectories on web

SErvers.

e  Scheduled: periodically scans all files in the root directories and their subdirectories

on web servers.

Action: You can specify the action to perform when WebShell backdoors are detected. The

options include Fix and No Action - Report Only.

Web directory: Set the webshell detection directory. The web server's directory is detected

by default, and a custom Web directory can also be detected.

3.3.4.3.3 Brute-Force Attack Protection

In the Brute-Force Attack Protection area, you can enable RDP brute-force attack
protection and SMB brute-force attack protection for Windows endpoints. For Linux

endpoints, you can enable SSH brute-force attack protection.

1.  The following figure shows the configuration page for Windows endpoints.
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| Brute-Force Attack Protection &

Enable RDP brute-force attack protection

Trigger : Over 15 login attempts per minute @&
Action : © Blockfor 30 mins

Mo Action - Report Only

Enable SMB brute-force attack protection

Trigger : Over 100 login attempts per minute (&

Action : Block for = 30 mins

© No Action - Report Only

You can configure the following parameters:

e  Trigger: You can specify a threshold for the number of login attempts per minute.
Brute-force attack protection is triggered when the threshold is reached. Enter an
integer ranging from 1 to 100 for RDP brute-force attack protection and an integer
ranging from 20 to 1,000 for SMB brute-force attack protection. Slow and distributed

brute-force attacks are detected by using intelligent algorithms.
e Action: The options include Block and No Action-Report Only.

2. The following figure shows the configuration page for Linux endpoints.

| Brute-Force Attack Protection
Enable SSH brute-force attack protection
Trigger: Over 15 login attempts per minute ©
Action : © Blockfor 30 mins

No Action - Report Only

You can configure the following parameters:

e  Trigger: You can specify a threshold for the number of login attempts per minute.
Brute-force attack protection is triggered when the threshold is reached. Enter an
integer ranging from 1 to 100 for SSH brute-force attack protection. Slow and

distributed brute-force attacks are detected by using intelligent algorithms.

e Action: The options include Block and No Action-Report Only.

3.3.4.3.4 Fileless Attack Protection (Only for Windows Endpoints)

A fileless attack is an advanced attack that exploits flawed programs to inject code into
normal system processes, such as memory, registries, PowerShell scripts, and Office

documents, to obtain access permissions and execute attack commands on target devices.
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Fileless attack protection enables you to detect and handle suspicious PowerShell scripts.

The following figure shows the configuration page.

| Fileless Attack Protection & @

Enable suspicious PowerShell script detection (i
Action: Block script execution

© No Action - Alert Only

You can configure the following parameters:

Enable suspicious PowerShell script detection: This function takes effect only when

real-time file protection is enabled.

Action: The options include Block script execution and No Action - Alert Only. You are

advised to select No Action - Alert Only.

e  If suspicious PowerShell script execution is detected on a PC, ForeNova NovaGuard
reports an alert but does not suspend the script execution. You can determine whether

to allow or block the script execution.

e If suspicious PowerShell script execution is detected on a server, ForeNova
NovaGuard reports an alert but does not suspend the script execution. You can

determine whether to allow or block the script execution.

The following figure shows sample alert information.

@ Endpoint Secure Agent

Suspicious PowerShell script detected.
lock if you do not recognize it.

Virus and Trojan often avoid
detection by using PowerShell
scripts.

powershell.exe

"CAWindows
\System32\...owsPowerShell
\wl.0\powershell.exe” Copy

CA\Windows
\System32\WindowsPowerShel
\wi.0\powershell.exe Copy

2021.07.27 23:38

Pending

Allow (29s) Block completely

| Remember and do not show this again
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3.3.4.4 Anti-Ransomware

3.3.4.4.1 Ransomware Protection (Only for Windows Endpoints)

In ransomware protection, ForeNova NovaGuard places decoy files in critical system
directories of endpoints and monitors the encryption of the files in real-time. When an
endpoint is infected with ransomware, the Agent reports an alert and clears unknown
ransomware in time to prevent business files on the endpoint from being encrypted. The

following figure shows the configuration page.

| Ransomware Protection &

Enable ransomware honeypot (i

Action: Fix

© Alert - Fix Manually

You can configure the following parameters:

e Enable ransomware honeypot: This function takes effect only when real-time file

protection is enabled.

e Action: You can specify the action to perform when ransomware is detected. You are
advised to select Alert-Fix Manually. An alert is displayed in the lower right corner

when ransomware is detected on an endpoint. The following figure shows an example.

@ Endpoint Secure Agent

Malicious file detected.

= Ransom.Win32.WhiteRose.uwzc

ransomware High

e\SEHEEETEEEE:
sangfor) (1)\whiterose Copy

2022.05.11 15:50

Pending

Ignore (15s)

Remediate Trust

Remember and do not show this again

3.3.4.4.2 RDP Access Protection

RDP brute-force login is a common attack vector that enables hackers to control servers and
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initiate ransomware attacks. For business security, you are advised to enable protection

against brute-force logins.

If you select Enable, ForeNova NovaGuard requires secondary authentication for remote

access to servers in specified time segments.

LLNoOTE

This function is supported only for hosts running Windows Server operating systems.

| RDFP Secondary Authentication
[ Enable

Authentication Requirement

Required for ROF Access © Required for Tusting Files

Secondary Authentication Password

) Default Password Custormn Password

Change Contact Info

1. The default password isthe |ast six digits of the administrator's mebile phone number. For example, if the administrator's
rebile phone number is 15258227998, the default password will be 227998,

2. Users will receive the following netification: To protect vour PC from attacks and ransormware, the administrator has enabled
RDP secondany authentication. Please enter the last si< digits of the administrater's mobile phone number.

schedule
Mlon * te | Fr - 21:00 * to 0nO0Q -
Tirne Periods Operation
Mon - Sun 00:00-24:00 Delete
hitelist ©
Excluded IP Address Operation

Authentication Requirement Required for RDP Access

To prevent hackers from successfully logging in to the server through a remote desktop and
easily obtaining server permission, you can set the authentication method as RDP secondary

authentication.
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After setting the authentication method to RDP secondary authentication, NovaGuard will
lock the server to protect the server when the hacker successfully logs into the server via a
remote desktop. The figure below shows that the hacker needs to pass the NovaGuard

secondary authentication to obtain the server permission.

It is recommended to select this authentication method to protect the server.

@ Sangfor Endpoint Secure

RDP secondary authentication is protecting the host from aftacks and ransomware.
Please enter the custom password.

How to obtain password?

[0 Remember the password for this login IP
within 7 days, no input nexttime

Required for Trusting Files

Prevent hackers from adding virus files to the NovaGuard Trusted Files and planting
ransomware viruses. You can set the authentication method as Required for Trusting

Files.

The hacker successfully logged in to the server and tried to plant Ransomware. Because
NovaGuard protects the server, the ransomware cannot run by default. However, if hackers
add the Ransomware to the Trusted Files, they can successfully implant the Ransomware
and run it for extortion. When the authentication method is set to RDP secondary
authentication, when the hackers try to add the ransomware file to trusted files, they need to

pass the RDP secondary authentication first, as shown in the figure below.
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E Trust

Files(3) Paths(0) Processes(0)

& Sangfor Endpoint Secure

Trusted files will not be
© Add [ Untrust £

RDP secondary authentication is protecting the host from attacks and ransomware.

c\users\admini Please enter the custom password

c\users\admini

c\users\admini

Secondary Authentication Password

Default Password

The verification code is the last 6 digits of the admin mobile phone number, such as

0127117129. Set the verification code to 117129. Go to Endpoints > Security

Protection > Basic Config, and configure the contact information of the Endpoints

administrator, as shown in the figure below.

| Administrator Contact Information

% show contact information of administrator on Agent (0

Admmin Marne CTl
hobile Mumber : 127117129
Ernail Address : sangfor tac@@sangfor.com

LNoTE

It is recommended to set the authentication key to the verification code and the admin mobile

phone number to be configured correctly. The server operation and maintenance Admin can

obtain the administrator's mobile phone number through the company address book or

NovaGuard agent tray to obtain the remote desktop secondary authentication verification code.
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Custom Password

To avoid the server admin being unable to access the server during the working period. You

need to notify the server administrator of the custom password in advance.

Schedule

The Schedule sets the effective time of the remote desktop secondary authentication. The

default is to take effect in all periods.

Whitelist

The whitelisted IPs do not require secondary authentication to log in to the server via

remote desktop during scheduled periods. access

Computers with trusted servers can be added to the whitelist.

3.3.4.4.3 Enhanced Server Protection

Enhanced Server protection protects the operating systems or specific directories of
Windows servers. It allows trusted processes to run or perform read and write operations.

You can also enable protection against RDP brute-force logins.

LNoTE

Enhanced Server protection is supported only for endpoints running Windows Server operating systems.

Operating System Protection
Application scenario:

Protect server operating systems against untrusted processes such as unknown ransomware

to ensure server security.

Configuration procedure:

Step 1. Scan for and remove viruses on servers.

Scan for and remove viruses on servers to ensure that the servers are secure.
Step 2. Learn processes.

Select Enable trusted process whitelist, select Server OS for Protected Objects, specify
a period for process learning, which ranges from 1 to 30 days, and click Save, as shown in

the following figure.
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i Windows @

| Enhanced Server Protection Guide

Enable trusted process whitelist (&

Protected Objects : © server 05 (o t server operating systems from I Protected directories
Trusted Processes (: 1. Learn processes
®learnfor 7 day(s). The learning operation will complete at 2021.07.05 19:38. The system will collect processes running on
servers automatically during that process. End Learning
( Refresh Process Type h
No. Process Process Type C Copyright  Add Method Status Operation

After process learning, you can view the learned processes and check the process

information, for example, whether a process is suspicious or has no signature. The process

information provides a reference for you to confirm trusted processes.

Step 3. Confirm trusted processes.

After process learning, you need to confirm trusted processes. You can delete untrusted

processes based on the process learning result and add trusted processes that are not

contained in the learning result. The following figure shows the configuration page.

| Enhanced Server Protection Guide

Enable trusted process whitelist (0

Protected Objects: @ g, 0t 0 (i-otact server operating Systems ; - Protected directories

Trusted Processes (0 ca e 2. Confirm processes
® You may delete suspicious processes or add other trusted processes after learning. Click Confirm to confirm trusted processes. Confirm Continue

49 processes need your confirmation, including 1 suspicious pro

hout digital signature , and 30 system processes.

+ Add Process g Export Process Type v AddM.. ™  Status T
No. Process Process Type Original Process Path  Copyright ~ Add Method  Status Operation
1 @ ddzwhrexe c ess [« ows\dKIzW... - Learning Unconf tails Analyze

2 [Bfilezilla ser.. CA\Users\Administra... Copyright... Leaming Unconfirmed  Delete Details
3 il simulation.. Ci\Users\Administra.. TODO: (C)... Leamning Unconfirmed  Delete Details
4 [lhashexe CAUsers\Administra... Copyright... Learning Unconfirmed  Delste Details
5 d edragentsi... CAUsers\Administra.. TODO: (Gl Learning

The process parameters are described as follows:

e Process Type: the type of a process. The options include Suspicious Process, Process

Without Signature, and System File.

e  Original Process Path: the path in which the files of a process are stored.

e  Add Method: the method that is used to add a process. The options include Learning,

Manual Add, and Template.

Version 01 (Jan.10, 2023)



ForeNova NovaGuard V3.7.12User Manual

e  Status: the status of a process. Unconfirmed indicates that whether the process is

trustful is not confirmed.

e  Operation: the operation that you can perform on a process. You can delete processes,

view process details, and analyze processes.

1. If you cannot determine whether a process is trustworthy, click Analyze to analyze the
process based on threat intelligence. Then, determine whether the process is trustful

based on the analysis result.

2. If atrusted process is not contained in the learning result, click Add Process to add the

process. The following figure shows the Add Process dialog box.

Add Process

Add Method : L) Import template 2

Upload process file
Add process file manually

Trusted Processes :

| Web Server

Apache Nginx Tomcat WebSphere

| Database

mySQL SQL Server

“ (an(EI

You can configure the following parameters:

Add Method: The options include Import template, Upload process file, and Add

process file manually.

o Import template: Select this option if the server you want to protect is a web server or

a database server in the template.

e Upload process file: If you want to upload a trusted process file, select this option and

upload the file.

e  Add process file manually: If you want to enter information about a trusted process
manually, select this option and enter the process information. You need to enter the

process name, original file name, and copyright information about the trusted process.
After you check trusted processes, click Confirm.
Step 4. Save the settings for the trusted process whitelist to take effect.

After you click Save, Valid is displayed next to Enable trusted process whitelist.
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18 Windows @

| Enhanced Server Protection Guide

Enable trusted process whitelist (0 (I

Protected Objects : O i OB dirstect seriner b5 g systemsfro Protected directories
Trusted Processes (0): 3, Apgly
There are 73 trusted process(es). Only trusted processes can run on servers while other processes will be prevented from running. Lear Again
+ Add Process i Erport Process Type v AdM. ¥ Staws v
No. Process Process Type Original Process Path  Copyright ~ Add Method  Status Operation
1 M dkzwhrexe (TN CAWindows\dKIZW... - Leamning Confirmed Delete Details Analyze
2 [Bfiezilla ser Ci\Users\Administra.. Copyright.. Learning Confirmed Delete Details
3 sqlservrexe - Microsoft.... Template Confirmed Delete Details
4 Bicpcientexe Ci\Users\Administra... BESIHTE (.. Leaming Confirmed Delete Details
5 [lhashere CA\UsersiAdministra... Copyright.. Leaming Confirmed Delete Details

Specific Directory Protection

Application scenario:

Protect critical directories against ransomware.

Configuration procedure:

Step 1. Scan for and remove viruses on servers.

Scan for and remove viruses on servers to ensure that the servers are secure.
Step 2. Add directories that you want to protect.

Select Enable trusted process whitelist, select Protected directories for Projected
Objects, and add critical directories you want to protect. You can enter wildcard characters
(*) and environment variables.

| Enhanced Server Protection Guide

Enable trusted process whitelist (0

Protected Objects Server 05 O protected directories (protect citic
No.  Protected Directory Operation
Trusted Processes @ : 1. Leamn processes
eleamfor 7 day(s). The learning operation will complete at 2021.07.05 18:38. The system will collect processes running on
servers automatically during that process. End Leaming
() Refresh Process Type 4
No. Process Process Type C Copyright  AddMethod  Status Operation

Step 3. Learn and confirm trusted processes.
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The operations to learn processes and confirm trusted processes are the same as those

performed to implement operating system protection. For details, see_Operating System

Protection.

You can specify the action to perform when an untrusted process is detected.

Prohibit Untrusted Process from: Visit Madification

Action: Block operation © Block operation and terminate pracess

You can configure the following parameters:

e  Prohibit Untrusted Process from: Untrusted processes are not allowed to add, delete,
or modify operations on protected directories. You can specify whether to allow

untrusted processes to access protected directories.

e Action: You can specify the action to perform when an untrusted process operates
protected directories. The options include Block operation or Block operation and

terminate process.

3.3.4.5 Trusted Files

In the Trusted Files area, you can configure Brute-Force Protection IP Whitelist and
PowerShell parameter whitelist. IP addresses in the brute-force protection whitelist are
allowed to initiate brute-force attacks without triggering an alert. The following figure

shows the configuration page.

3.3.4.5.1 Windows

Basic Config  Anti-Malware  Realtime Protection  Anti-Ransomware Trusted Files  General Settings  Vuln Remediation ~ EndpointControl  Customization

1] Windows A Linux

| Trusted Files

Brute-Force Protection IP Whitelist (@

Excluded IP Address Operation

PowerShell Parameter Whitelist

CLI Argument Description Operation

Program Files (<36)\Sangfor\SSLWOT\AgentAppLockerScri.. Sangfor aDesk parame... Delete

AgentAppLockerSeripts\lmportPS.ps1 Sangfor aDesk p.

“Exec

Policy Restricted -Command Write-Host ‘Final r... Windows 10 par.

~command "(get-apprpackage -Name 'BOECEDEFASUSPC... ASUS PC pa

CaWindows\System3Z\WindowsPowerShelly.O\powersh... docusaurus node start  Delete

You can configure the following parameters:
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e  Brute-Force Protection IP Whitelist: You can add IP addresses, IP address ranges,

and subnets to the whitelist. No alert is triggered if IP addresses in the whitelist initiate

brute-force attacks.

e  PowerShell Parameter Whitelist: PowerShell commands that contain parameters in

the whitelist are allowed to run. You can click Delete to delete a built-in whitelisted

parameter. You can also add PowerShell command parameters to the whitelist.

LNoTE

PowerShell command parameters must be exactly matched. To prevent attackers from bypassing the

protection, you are advised to enter ten or more characters for the name of each PowerShell command

parameter.

3.3.4.5.2 Linux

Basic Config Antl-Malware

52 windows 8 Linux

| Trusted Files

Brute-Force Protection IP Whitelist (0

Excluded IP Address

Realtime Protection

#pply to Subgroups

Anti-Ransormware

Trusted Files

You can configure the following parameters:

General Settings

Vuln Remediation

Endpoint Control

Customization

1) Sync Policies for Windows

e  Brute-Force Protection IP Whitelist: You can add IP addresses, IP address ranges,

and subnets to the whitelist. No alert is triggered if IP addresses in the whitelist initiate

brute-force attacks.

3.3.4.6 General Settings

Intelligent Identification of Development Environment

Only the Windows terminal is supported to open the development environment intelligent

recognition. The configuration interface is as follows.
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55 Windows A Linux
| Intelligent Identification of Development Environment &
Enable
The Endpoint Secure agent will identify the development environment and its security. The agent will enly give alerts on the risk behaviors from files that are identified secure, which
svoids freezing issues, false positives, and other impacts caused by the agent.

At the same time, it can minimize the vulnerabilities of trusting files, help administrators effectively implerment endpoint security planning, and alleviate security risks caused by security

seftware.

Quarantine Management

It supports backup settings and space settings for Windows endpoints or Linux endpoints.

The configuration interface is shown below.

Windows quarantine management.

| Quarantine Management &

Backup Settings : After the virus is fixed, the eriginal file will be backed up to Quarantine

Space Settings = Mo limit M
Linux quarantine management.
I Windows B Linux ) Syne Policies for Windows

| Quarantine Management

Backup Settings : [ After the virus is fixed, the original file will be backed up to Quarantine

Space Settings : No limit x

LlNoTE

1. MAC endpoint does not support quarantine management.

2. Windows endpoint supported to set quarantine management on end.

3.3.4.7 Vuln Remediation

The Vuln Remediation tab consists of the Hot Patching and Vulnerability Scan and

Patch areas.
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Basic Config Anti-Malware Realtime Protection Antl-Ransomware Trusted Files General Settings Vuln Remediation Endpoint Control Customization

15 Windows @

|HotPatching &
Enable Compatibility Support

Hot Patching () can prevent high-severity and zero-day vuinerability exploits without interrupting business
or restarting endpoints. Enable this to auto-patch vulnerabilities when they are detected. Results can be
viewed in Hot Patching .

| Restart After Patch Installation

© Restart endpoints immediately Rernind users to restart
Notification Message :

Patches have been installed. Please restart yrour endpoint to make the
pateles take effct

| Vulnerability Scan and Patch
Threat Type: Enable scheduled scanning
Every week Sat ¥ 00:00 v te 10:00 ¥

Action: Fix automatically

No Action - Report Ol
P e

Download Security Patches:

LNoTE

This function is supported only on Windows endpoints that can access the Internet.

3.3.4.7.1 Hot Patching

Hot patching is lightweight and has no impact or interference on the business system. It can
prevent high-risk and zero-day vulnerability exploits without interrupting business or
restarting endpoints. Hot patching does not involve compatibility issues and features a

lightweight process, fast rectification, and high protection performance.

You can select or deselect Enable to enable or disable this function.

& indicates that users are not allowed to modify hot patching settings on the Agent, and the
settings on the Manager prevail. & indicates that users are allowed to modify hot patching

settings on the Agent, and the settings on the Agent prevail.

| Hot Patching &

Compatibility Support

Hot Patching (2 can prevent high-severity and zero-day vulnerability exploits without interrupting business
or restarting endpoints. Enable this to auto-patch vulnerabilities when they are detected. Results can be

viewed in Hot Patching .

Click Compatibility Support in the above picture. The compatibility support is as follows:
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Compatibility Support x

For 32-bit Windows x86-based endpuoints, the hot patching function will be
unavailable to ensure system stability if other antivirus programs are installed
first. To use this function, uninstall other antivirus programs and restart relevant

endpoints in Endpoints = Groups on Endpoint Secure Manager.

When the hot patching function is enabled, the computer with the corresponding
vulnerability will be automatically patched. Open Response > Remediation > Hot

Patching, as shown below:

Hot Patching

Introduction ~

Vulnerabilities  Endpoints
Q Refresh Vilnerability T... ™ tag or CVE D

No. Vlnerability Tag CVED Vlnerability Type Endpoints Not Hot Patch... Endpoints Hot Patched Operation
1 Remote Desktop Sei emote Code Exccution Vulnera.. e CVE-2019-0708 Remote Code Ex 0 5 Fix

2 Vulnerability in HTTP.sys Could Allow Remote Code Execution CVE-2015-1635 Remote Code Execution 0 4 Fix

3 Windows SMB Remote Code Execution Vulnerability n CVE-2017-0144 Remote Code Exccution 0 5 Fix

4 Windows SMBv3 Client/Server Remote Code Execution Vuln... S\ CVE-2020-0736 Remote Code Execution 0 0 Fix

5 Windows SMB Authenticated Remote Code Exccution Vulne... thentica CVE-2020-1301 Remote Code Exccution 0 5 Fix

6 Rermote Desktop Protacol Vulnerabilty Rermo o CVE-2012-0002 Remote Code Execution 0 4 Fix

7 Windows SMBv3 Client/Server Inf CVE-2020-1206 Information Disclosure 0 0 Fix

When the endpoint does not need to be patched to a particular vulnerability, as shown in the

figure above, select the vulnerability and click Remove.

3.3.4.7.2 Vulnerability Scan and Patching

Select Enable scheduled scanning and specify a time when vulnerability scan and

patching will be enabled.

| Vulnerability Scan and Patch

Scan Option: Enable scheduled scanning
- u - 00:0 ¥ to M
Action: Fix automatically
© No Action - Report Only
Download Security Patches:
No.  Server IP Address Remarks Status Operation

1 = This Endpoi... v Down Disable

2 http://download.windowsupdat... Microsoft Pa v Up Down Disable

3 httpsy//upd.sangforcom/vi/do... Sangfor Offi... v Up Disable

Setting> >

The parameters are as follows:
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e  Vulnerability Scan: defines the period for scheduled vulnerability scan.

e Action: defines the action taken after system vulnerabilities are found. The options

include Fix automatically and No Action-Report Only (recommended).

e Download Security Patches: defines the server from which endpoints download
vulnerability patches. The default servers are the ForeNova CDN server, the Microsoft

vulnerability patch server, and the NovaGuard Manager.

LLNoOTE

You can click Up or Down to change the server sequence. Endpoints obtain patch packages from the listed

servers in sequence. NovaGuard Manager can proactively download the patch packages from the above

SErvers.

When the endpoint cannot connect to the Internet, but the NovaGuard manager can connect
to the Internet, the endpoint cannot download the vulnerability patch package from the
Internet server. Go to System > System > General, as shown in the figure below, and select
NovaGuard Manager downloads patches on behalf of agent if patches cannot be
downloaded from patch database, then the NovaGuard manager can download the patch

package on behalf of the agent to complete the patch repair.
General

| Date and Time
Date Time : 2022-08-28 [ 1452387 x Sync with Local PC Obtain Systern Tirme

Sync time with NTP server periodically

NTP Server :

| Endpoint Auto-Deletion

Clean up offline endpaints staying inactive for 30 consecutive days (1-305) and revoke their authorization

| Remote Support

Use afixed port 33445 for remote access ()

I Endpoint Data Collection

Interval thour): 4

| Security Patch Download

Endpoint Secure Manager downloads patches on behalf of agent if patches cannot be downloaded from patch database (0 Clear Security Patches

LLNoOTE
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When neither the endpoint agent nor the NovaGuard manager has Internet permissions, refer to the

System > System > Tools to download the vulnerability patch through an offline tool to complete the

vulnerability repair.

3.3.4.8 Endpoint Control

3.3.4.8.1 USB Control

USB control is supported only for Windows, not Linux or Mac endpoints.

Unauthorized access to mobile storage media may cause security threats to endpoints, such

as viruses, Trojan horses, data leakage, and data tampering. The USB Control tab page

allows you to block or unblock mobile devices, including USB flash drives, removable hard

disks, and other devices(mobile phones, digital cameras, etc.) and set the Agent to show

notifications to warn users. It helps reduce risks caused by insufficient USB device control.

Select Enable USB control on the USB Control tab to enable the USB control function.

The following figure shows the configuration page.
i Windows @
| USB Control

Enable USB control

Blocked Devices @ : Flash/Thumb Drives Removable Hard Drives Other Devices

USB Device Whitelist :
Device ID Loader

No. Device ID Remarks

Action : Show notification to warn users that blocked device is detected

1. Define blocked USB devices.

Operation

Blocked Devices: Only USB devices with the storage function will be blocked. Mouses and

keyboards will not be blocked. Common USB devices include USB flash drives, removable

hard disks, and portable devices (such as mobile phones and digital cameras).

Version 01 (Jan.10, 2023)

105



ForeNova NovaGuard V3.7.12User Manual

e  Select to block USB devices based on actual requirements.

o  When some USB devices are allowed to use, add them to the USB device whitelist and

enter the device information as required, as shown in the following figure.

USB Device Whitelist : Device IC Remarks
Device ID Loader

No. Device ID Remarks Operation

No data available

2. Set the Agent to show a pop-up window to warn users when blocked devices are

detected.

If the Show notification to warn users that blocked device is detected is selected, a
pop-up window is displayed when blocked devices are used on the server or PC, as

shown in the following figure.

@ Endpoint Secure Agent

®

Unauthorized application was detected
and has been blocked.

USB Device Connection
Prohibited

USB\VID 24A3&PID 205A
\55925604 Copy

2021.06.29 17:46

OK (26s)

Do not show this again

Version 01 (Jan.10, 2023) 106



ForeNova NovaGuard V3.7.12User Manual

3.3.4.8.2 Unauthorized Outbound Access Control

Unauthorized outbound access control is only for Windows, not Linux endpoints. Direct
access to the Internet and access through another network from internal computers and
dedicated network devices are regarded as unauthorized external access. Hackers can
bypass the firewall, gateway, and other protection measures to intrude on these computers

and further penetrate important servers, causing major security risks to the internal network.

The Unauthorized External Access tab allows you to detect unauthorized external access by
resolving domain names or pinging IP addresses and take actions, including network
disconnection, shutdown, and email notification, to monitor unauthorized external access of

endpoints in real-time.

The following figure shows the configuration page.

| Unautherized Qutbound Access Detection

Enable

Detection Interval : 300 secs ()

Destination :

Domain Name/1P Remarks Operstion

wwn.google.com - Delete

Action ¢ © No Action - Report Only

Shut Down (Applied after 60s)

Disconnect from Internet (Applied after 30s, connection restored after restart)
Notification : Show a notification to warn users when unauthorized outbound access is detected

1t is detected that your computer has divect intemet socess or has internet access thiough anather network, which is
cansidersd wnantharized external access and may poss potential risks.

Setting

The parameters are as follows:

1. Detection Interval: intervals for detecting unauthorized external access of endpoints.

The minimum value is 60s, and the maximum value is 3600s.

2.  Destination: addresses defined as unauthorized external access. The default value is

www.google.com. Administrators can add other IP addresses or domain names.

3. Action: actions taken when unauthorized external access is found. The options are as

follows:
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No Action-Report Only: Only an alert is displayed.

Disconnect from Internet: An endpoint is disconnected from the network after 30s.
The network disconnection effect is similar to endpoint isolation for endpoints running
Windows Vista or later. Except for communications with the NovaGuard Manager, all
accesses are not allowed for the endpoint. To restore the network connection, select
Restart Agent on the Endpoints page. For endpoints running Windows Server 2003
and Windows XP, the network adapter is disabled and needs to be manually enabled or

restarted.
Shut Down: An endpoint is shut down after 60s.

Notification: When an endpoint conducts unauthorized external access, a pop-up
window will be displayed in the lower right corner of the desktop to warn users. You

can set the notification content in the text box in this area.

Email: When an endpoint conducts unauthorized external access, an email notification

is sent to the administrator.

3.3.4.8.3 Remote Support Control

When the controlled endpoints fail, the admin can remotely control endpoints through the

remote support function and respond to the endpoint's problems safely and quickly.

Prerequisites:

The admin's prerequisite to remotely managing endpoints is that the agent has enabled

Admin Remote Control, as shown in the figure below. This function is disabled by default.

Suppose the Admin Remote Control is turned off. The administrator cannot assist the

Endpoints management through NovaGuard remotely.
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@ Uptime: 56 days

Ay %

Security Virus Scan
Realtime Protection Tools
[¥] Realtime File Protection (v}

|_;—;-'“| Quarantine
[E] Logs
&) No Notification

$& Admin Remote Control O

Admin Update Exit

Scenario 1: Do not need Endpoint’s confirmation. Directly remote Endpoint’s

computer.

Without user confirmation, the administrator can directly remote the endpoint computer,

which is suitable for unattended endpoint scenarios.

Go to Endpoints > Security Protection and select the group that needs confirmation for
remote support control. Open the Endpoint Control > Remote Support Control. Select

Not required in User Consent.

| Remote Support Control
User Consent : Required @

© Not Required

Auto Logout Trigger : Terminate remote connection if the inactivity duration is more than 30 minutes

Go to Endpoints > Groups Administrator, select the endpoint that needs to be remote, and
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initiate remote assistance, as shown in the figure below.

Jianhows @ orline / 2 in totaly

2 Move To - V/ Enshle Agent v [ Remote Support et More () Refresh  Monitoring St.. ¥ | Auto Grouping ™ | Endpoint Type | Endpoint Status ¥ Search

New Features

B No. Endpoint Endpoint Status Group 1P Address MAC Address 0s CPU Usage Mermory Usage
1 L i Offline 8 Jianhow HORC Windows 10 Pro x64 0% o
= e Bia W Used/Totald B/0 B
" : R ; S— 1.66%
Z J JianHow-X1 ® Online B lianhow . o E ‘Windows 11 Pro x64 - 17% Used/Total12.8 GB/15.7 GB
Message X

Sending remote connection requests requires the
remote support tool. Do you want to download
and install it now?

y again v el t
s e Chrome or or Send Remote Connection
Requests Manually

Download Cancel

When using remote support for the first time, you need to download the VNC client remote
tool and click Download to download and install the VNC client remote tool, as shown in

the figure below.

—_—

=~
©)
2

es_vncinstaller.ex UltraWVNC
e

Viewer

After installing the VNC client remote tool, initiate a remote to endpoints again, as shown

in the figure below.
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Message X

Are you sure you want to connect to this endpoint
remotely?

Connecting to endpoints remotely is a suspicious behavior, and
the system will log your remote access. Please do not perform

any high-risk operations.

Please enter your password to confirm this operation:

Password :

To confirm that an admin operates it, you need to enter the current admin account password,
enter the admin password, and click OK to establish a remote connection and successfully

remotely control the computer, as shown in the figure below.

Send Remote Connection Requests Manually X
D Sending remote connection requests manually requires the Endpoint Secure remote support

tool. Please open the tool first.

Establishing remote connection, please wait...

Cancel
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windows10-0012 ( 2.0.0.1, 192.200.19.80 ) - service mode s O
S ESSHELOOFENE SN 192.200.19.80:33

X

Google

{=

Q, Search Google or type a URL

=1 =1 ~
S e S e &
SANGFOR En.. Converged In SANGFOR En.. Welcome to | Converged In
E & & e -
devnas Welcome to | https:ffwikis.. My files Add shortcut

Scenario 2: Endpoint confirmation is required before the remote Endpoint computer

can be used.

It requires endpoint confirmation so an admin can remote Endpoints computers, suitable for

scenarios where people are on duty and sensitive to remote operations.

Go to Endpoints > Security Protection and select the group that needs confirmation for
remote support control. Open the Endpoint Control > Remote Support Control. Select

Required in User Consent.
| Remote Support Control

User Consent : © Required ©

Not Required

Auto Logout Trigger : Terminate remote connection if the inactivity duration is more than 30 minutes

Go to Endpoints > Groups Administrator, select the endpoint that needs to be remote, and

initiate remote assistance, as shown in the figure below.
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New Features

Jianhows @ orline / 2 in totaly
% Move To v | VEnsbleagent v | |CJRemote Support we More () Refresh | Monitoring St.. ™ | Auto Grouping ~  Endpoint Type ™| Endpoint Status = Search
B No. Endpoint Endpoint Status Group 1P Address MAC Address 08 €PU Usage Memory Usage
1 L = Offine B Jianhow e Windows 10 Pro <64 0% 0%
g e = = 3 Used/Total0 B/0 B
i : SR ; — 51 66%
® Online B Jianhow . . ks ‘Windows 11 Pro x64 e 179% UsedTotal12.8 6B /157 68

2 fianHowsx1

When using remote assistance for the first time, you need to download the VNC client

remote tool and click Download to download and install the VNC client remote tool, as

shown in the figure below.

©

es_vncinstaller.ex UltraWVMNC
= Viewer

After installing the VNC client remote tool, initiate a remote to endpoints again, as shown
in the figure below.

Send Remote Connection Requests Manually

Establishing remote connection, please wait...

Cancel

A prompt pop up on the NovaGuard client tray of the endpoint computer.

113
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@ Sangfor Endpoint Secure

The Endpoint Secure Manager admin is trying to
control your computer remotely.

“ De ny (44 s]

When the Endpoints user clicks Allow, the admin can remotely control the Endpoints

computer.

To confirm that an admin operates it, you need to enter the current admin account password,
enter the admin password, and click Confirm to establish a remote connection and

successfully remotely control the computer, as shown in the figure below.
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ﬁ windows10-0012 ( 2.0.0.1, 192.200.19.80 ) - service mode
eRgcuElLleoBENEE W

e O X

- [192.200.19.80:33

Google

Q, Search Google or type a URL

SANGFOR En. Converged In SANGFOR En.. Welcome to |
= © £ -
devnas Welcome tol.. https:/wiki.s... My files

{=

i»

Converged In

+

Add sherteut

LNoTE

1. Only the admin and the security operator have permission to remote control, and the entire

communication process is encrypted.

2. Remote assistance uses the random port to control the computer remotely. The fixed port can be

set in advance through the Remote Support Setting in System System > General, and the

computer can be controlled remotely through the fixed port.

3. The remote support function currently supports win7/winl0/XP /win8/win8.1 system.
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3.3.4.9 Security Policies Supported by Different Operating Systems

Basic Config v v x x
Virus Scan v ) v x
Realtime Protection v v v X
WebShell Detection x v v X
Ransomware v ) X X
Protection

Brute-Force Attack v v v X
Protection

Fileless attack v ) x X
protection

Enhanced Server x ) X X
Protection

Trusted Files v v X X
Quarantine v v v X
Management

Vulnerability v v x x
Remediation

Unauthorized v ) x X
Outbound Access

Detection

USB Control v v X X
RDP Secondary x v X X
Authentication

Table 5: Security policies supported by Windows PC, Windows Server, Linux, and Mac systems

LLNoOTE
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Mas OS currently only supports trigger virus scan from NovaGuard Manager.

3.4 Micro-Segmentation

The Micro-Segmentation module allows you to enable necessary server/endpoint ports,
disable unnecessary ports, and visualize traffic statistics to enhance the business security of

customers. Currently, Mac endpoints do not support the micro-segmentation function.

3.4.1 Business Clarification

The following table clarifies customers' business assets and the access relationship between

business assets to prepare for micro-segmentation policies.

Business All User zone 1, user | PC1\PC2

assets zone 2, user zone | Severl and

3, server zone 1, Server2

and server zone 2

IP groups

Office 172.16.200.1-172.

endpoints 16.200.254

Services
SMB TCP 135\136\137\1 | Busines
(Clarity

39\445 s traffic
custom
policies only.) | RTP TCP 3389 Mainten
ance

traffic

Access

IP group: Business asset: SMB and RTP

relationship
Internet by All
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Table 6: Relationship between business assets

3.4.2 Creating Business Assets, Roles, IP Groups, and

Services

3.4.2.1 Creating a Business Asset

You can add multiple server endpoints to a business asset to better invocate
micro-segmentation policies and display traffic statistics. The configuration process is as

follows:

1. Choose Micro-Segmentation> Business Asset and click New. In the displayed Add
Business Asset dialog box, enter the business asset name and select server endpoints.

The following figure shows the configuration page.

Add Business Asset

Name : Linux Group

Endpoint : Select endpoints

Select >
Available Endpoint, IP address Selected 402 Clear
Group name = Al Endpoint Operation

=1 @ Endpoints [% PC-899(10.51.1.144) PC-899(10.51.1.144) x

[=] Bk Local Manager

Ungrouped Endpoints PC-898(10.51.1.143) PC-898(10.51.1.143) x

group_1 PC-897(10.51.1.142) PC-897(10.51.1.142) x

glpnp PC-896(10.51.1.141) PC-896(10.51.1.141) X

PC-893(10.51.1.138) PC-893(10.51.1.138) x

PC-895(10.51.1.140) PC-895(10.51.1.140) x

4 PC-824(10.51.1.139) PC-894(10.51.1.139) x

PC-892(10.51.1.137) PC-892(10.51.1.137) x

PC-891(10.51.1.136) PC-891(10.51.1.136) X

“ Cancel

LLNoTE

One server endpoint can only join one business asset. The endpoint only supports the selection of the

server endpoint.
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2. After a business asset is created, you can view the created business asset and
corresponding server endpoints, specify tags, and view the status on the Business

Asset page.

3.4.2.2 Creating a Tag

Tags are used to define the roles of server endpoints in a business asset and can be regarded
as the types of services provided by the server endpoints. The NovaGuard Manager has
embedded the web, database, FTP, SLB, email, message queue, WebSphere, WebLogic tags,

and the corresponding tag signature. To add a tag, perform the following steps:

1. Choose Micro-Segmentation > Roles and click New. On the Add Tag page, edit the

tag name, description, and signature, as shown in the following figure.

Add New Tag >

Name :
Description :
If an endpoint owns any of the following signatures, it belongs

to that tag. One process name or port per row. One entry per
row. (i)
(D

Signature :

The signature can be a process name or port. Specify one signature in each line.

2. After editing the information, click OK to complete the creation. You can specify tags
for server endpoints on the Business Assets page to Dbetter invocate

micro-segmentation policies and display traffic statistics.

3.4.2.3 Creating an IP Group

The IP Groups page allows you to classify internal and public IP addresses to
corresponding IP groups. The NovaGuard Manager has embedded the default internal 1P
groups- 10.0.0.0/8, 172.16.0.0/12, and 192.168.0.0/16 and the default public IP groups
0.0.0.0 to 255.255.255.255. IP addresses are matched to IP groups from up to down to
facilitate the invocation of micro-segmentation policies are matched from up to down to

facilitate invocation. To create an IP group, perform the following steps:

1. Choose Micro-Segmentation > IP Groups and click New. On the Add IP Group

Version 01 (Jan.10, 2023) 119



ForeNova NovaGuard V3.7.12User Manual

page, specify IP group information, as shown in the following figure.

Add New IP Group >

Name :

IP Addresses :

)

Type : © Public Internal

Remarks :

“ £

Address supports single IP addresses, IP address ranges, and subnets.

2. Click OK. The IP group is created. On the IP Groups page, you can move created IP

groups up or down to match the policies.

3.4.2.4 Creating a Service

You can define service ports on the Services page for invoking micro-segmentation policies.
The NovaGuard Manager is embedded with 35 services for customization. The

configuration process is as follows:

LNoTE

Custom service ports cannot be the same as existing ports.

1. Choose Micro-Segmentation > Services and click New. On the Add Service page,

specify service information, as shown in the following figure.

Add New Service %

MName : RTX

Nume TCP uppP

Port : 99499
Traffic Type : Other traffic € Business traffic Maintenance traffic
Remarks : tis used for world wide web pr

Traffic types include Business traffic, Maintenance traffic, and Others. Select a traffic
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type to display the corresponding traffic statistics.

2. After the configuration is complete, click OK.

3.4.3 Policies

Micro-segmentation policies use 5-Tuple data to allow or reject access. You can click the
policy switch in the upper right corner to enable or disable the function globally. The

detailed configuration process is as follows:

1. Choose Micro-Segmentation > Policies and click New. On the Add Policy page,

specify policy information, as shown in the following figure.

Add New Policy X

Policy Name :

iii

Source :

i

Destination :

iii

Services :

Action : O Allow Deny

The parameters are as follows:

e  Source: the source object that accesses the target endpoint. You can select a business

asset, tag, server, or IP group.
e Destination: the accessed target endpoint.
e  Services: service port of the target endpoint.

e  Action: The options include Allow and Deny.

LNoTE

Youcanclick = to exchange the source and destination.

2. After the configuration is complete, click OK. On the Policies page, you can view

details about existing policies and move up or down and enable or disable policies.
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3.4.4 Traffic Statistics

On the Traffic Statistics page, you can view traffic statistics of endpoint systems, including
public, internal, allowed, and denied traffic. You can also filter policies to view traffic

statistics. The following figure shows the configuration page.

& Endpoint Secure (TiEditon ome Endpoints

Micro-Segmentation = g.66c statistics
a Policies Q) Refrech .
B Traffic Statistics
B2 Business Assets
1 Roles
@ 1P Groups
M Services

1 Other

T gg& Z
]

KZ AD SERVER pC

The options for Filter are as follows:

e Denied traffic (Red): indicates denied traffic.

e Allowed traffic (Green): indicates allowed traffic.

e Inter-business asset traffic: indicates traffic between business assets.

e Intra-business asset traffic: indicates traffic within a business asset.

3.4.5 Other

You can enable micro-segmentation, report traffic statistics, and back up and restore
micro-segmentation policies on the Other page. The following figure shows the

configuration page.
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@ Endpoint Secure '.:Tr'E' Ediﬁ-:-lfl Home Endpoints Micro-Segmentation Detectis

12 >

Micro-Segmentation = Other

m Policies
| Micro-Segmentation

dll Traffic Stafistics

COM (once disabled, all micro-segmentation policies will become invalid)

&l Businass Assats

: | Report traffic statistics
™ Roles P

CM (once disabled, all agents will stop reporting traffic statistics)
O [P Groups

M Services

B Other

The parameters are as follows:

e  Micro-Segmentation: If you select Enable, the micro-segmentation function is
enabled. If this function is disabled, micro-segmentation policies of all business assets
become invalid.

e Report traffic statistics: If you select Enable, traffic statistics are displayed on the
Traffic Statistics page. If this function is disabled, all Agents will stop reporting

traffic statistics, and no traffic statistics will be displayed on the Traffic Statistics

page.

3.5 Detection

3.5.1 Virus Scan

The Virus Scan module allows you to deliver security check tasks to endpoints connected
to the NovaGuard Manager. It scans malicious files of endpoints using the local file
reputation database, Engine Zero, Behavioral Analysis Engine, Gene Analysis Engine, and

Cloud-Based Engine.

Virus scan modes include Quick Scan, Full Scan, and Forced Scan. You can click the
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triangle pointer next to Quick Scan to select a scan mode from the drop-down list. The

following table describes the differences between quick scan, full scan, and forced scan.

Scan all disk files of an endpoint.

Scan critical directories in the system disk. Critical directories include:
Windows:

/Windows and Windows/system32

/Windows/system32/drivers and its subdirectories

Linux:

/bin, /sbin, /usr/sbin, /usr/bin, /lib, /1ib64

/usr/lib/usr/1ib64, /usr/local/lib, /usr/local/lib64,

/tmp, /var/tmp, /dev, /proc

MacOS:

/private/tmp, /Users/” Username” /Downloads, /Users/” Username” /Desktop,

/Users/” Username” /Documents

For some customer scenarios where it is difficult to deal with stubborn
viruses, you can issue special killing tools in batches on the NovaGuard
Manager platform to help customers respond quickly when large-scale

infections are challenging to handle.

Currently only supports Windows systems.

Table 7: Differences between Full scan, Quick scan, and Forced Scan

1. Click Quick Scan or Full Scan to enter the corresponding configuration page, as

shown in the following figure.
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Quick Scan

Endpaints : Select

CPU Usage G: (  High CPU ) Adaptive

The parameters are as follows:

Endpoints: On the Select page, you can view target endpoints in the last 7 days, endpoints
not scanned in the previous week, previous month, or last three months, and the last
scanning time to filter endpoints that need to be scanned. You can also enter an endpoint

name or [P address in the search box to search for the specific endpoint.

Select %
Available Target Endpoints (Last 7 days)  Last Scan ~ | | Endpoint, IP addres Selected 0 Clear
Group name Endpoint Name (IF) Last Scanned Endpoint Operation

[=} B Endpaints

: CTI0024(192.200.19.71)
[=] B Local Manager

i044( )
Ungrouped Endpoints CEBAR 22O T 5]
- External JianHowlaptop(2.0.0.20) 2 month ago

- Groupl .
admin-PC(10.251.251.3)

- Jianhow

g CTI-FTP(192.200.19.202) 2 month ago

No data available
jianhowpc(192.168.11.200)

JH Win 7{(192.168.11.52)
t(192.200.19.58)

BoonPC{192.168.10.60)

“ Cance‘

CPU Usage: The options include High, Adaptive, and Low. Their differences are as

follows:

e  High: Scan is performed at full speed, and the CPU usage of the scanning is not

limited. (In resource optimization mode, the CPU usage does not exceed 50%.)

e Adaptive: During scanning, the CPU usage is intelligently adjusted according to the

endpoint usage to ensure that endpoint services are not stuck.
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e  Low: Fewer CPU resources are occupied during scanning, and the CPU usage cannot

exceed 10%. (In resource optimization mode, the CPU usage does not exceed 5%.)

2. After the configuration is complete, the virus scan task is performed. You can click

Detection Details in the Operation column of an endpoint to view the virus scan

information, as shown in the following figure.

\
1 scan ask ¢ 9

0 target endpoint detected

& Scanning Tangss andeciats detectid, b Tslam) wiling for fix,

Mo, Endport Azzet Lner firowp of Erdposst Hatn. Parding/Total Virut o Sean Progres Cpe
xr b o -
[+ ]
Infected Files on Endpoint (KZ PC(10.10.10.10)) ®

Time Taken:

( Refresh Envirenment Typ®  File Type v Severity v ThreatType ™

No. Infected Entity Virus Tirme Detected Status Operation

3. After the virus scan is complete, you can view the scan result. The displayed
information includes the task type, scan mode, task received/total endpoints, scanned
endpoints, scan paused endpoints, endpoint name, IP address, group, operating system,

status, pending viruses, total viruses, and scan status, as shown in the following figure.

Scan completed. Among the 1 target endpoint, 1 is(are)
pending

@ scan completed. 1 target endpoint detected.

(Rescan ) Collapse ~
Task Type: Manual quitk'scan ~ CPU Ussge: Balanced | Tasks Rece ipoint(s) | Scanned: 1 endpoint | Stan Pausect 0 | Administrator: Endpoint Secure admiristrator(adrin) -
No. Endpoint Gowp os Endpoint Status  Pending/Total Viru...  Scan Progress Operation
1 = Ungrouped End... Windows 10 Prox64 ® Oriine /28 Scan completed View  Re-scan
1 eries - Ertres Per page 10 =

4. You can click Detection Details in the Operation column of a target endpoint to view
the scan result, click the drop-down list icon next to Fix, and select Fix, Trust, or

Ignore for a virus, as shown in the following figure.
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O) 6-edr0155(Fdl “&="=5j Scan completed 28 threats are detected, and 28 threats are pending.

Task Type: Manual quick scan  Scan files: 9646 Time Taken: 35 secs

Brx @ & Trust 3 Ignore ) Refresh File Type ¥  Severity ~  Threat Type

-] No. Infected File Virus Time Detected Status Operation

1 2 Of.. TrojanWin32.Save.a 2021-06-28 23:35:58  Pending © Fix ~ |Anatyze
Irojan

=8 Trust

. 2 it = W: il 2021-06-28 23:35:58 Pending

O  Ignore ~ Analyze
Others.

O 3 diuserstuser\desktop\BTEEZ4SE (3)\4105504e4...  Trojan.Win32.Save.a 2021-06-28 23:35:58  Pending O Fix _

o Trojan

] 4  diusersiusendesktop\#EEC#HE (3\12198b4a7...  TrojanWin32.Save.a 2021-06-2823:35:58  Pending © Fix B
Trojan

O 5 cw i i i.. TrojanWin32.Savea 2021-06-2823:35:58  Pending © Fix v A

o Trojan

O 6  c\16db60428b5b19076f9784836dcO4ec TR/RogueKDJ.6 2021-06-28 23:35:58  Pending © o RS
Others  (ZILD CEIEED

O 7w Suspicious.Win32.save.a 2021-06-28 23:35:58 Pending © Fix v Arialyze

o LT L Bxecutable ]

O 8  clusersiuse m%;K Win32savea - 2021-06-28 23:35:58  Pending © Fix ~ Analyze

28 entries - Entries Per Page 50

5. You can export the virus scan record, as shown below:

10 mins since the fast scan

1 pending endpoint(s) in the last 7 days

@ scan canceled. 2 taraet encpoint detected

yies Sehachied quick scan | CKI UsagesHigh | Tasks RechvocTotak 878 endpoiniss |- Scannidk 8 andpaint | Sein Pauseds 2 | Admivistratars Endpoirn Secure adrinit

o Q X Task Statis
Na. - st e Group o5 EndpostStame Bending/Total Vinse . Sean Brogress Operation

Virus Scan Task Records i

‘Summary Toutof exported 1 entries are found and exported.
Filter

Time C
Sort by time Descending
Period task(s) (Note: Only a 000 records can be exported)

2022.09-0110:2207  |K2PC(1010.1010)

3.5.1.1 Forced Scan

For some customer scenarios where it is difficult to deal with stubborn viruses, anti-virus
tools can be distributed in batches to the NovaGuard Manager to help customers quickly
respond to large-scale infections of difficult-to-handle viruses. Only Windows systems are

supported for the time being.

Click Forced Scan to enter the configuration interface, as shown in the figure below.

o \ 2 hrs 35 mins since the last scan
1 pending endpoint(s) in the last 7 days

Version 01 (Jan.10, 2023) 127



ForeNova NovaGuard V3.7.12User Manual

Forced Scan *®

Scan Tool : L Upload File | (max size: 10 ME)

Flease contact after-sales service at +60 12711
7129 (7511) fer the scan tool.

Endpoints : Select

| Task and Start Scan ClCISE-'

Upload the scan tool, select the Windows endpoint to be distributed, and click Send Task

and Start Scan.

Forced Scan X

Scan Tool : o Upload | (max size: 10 MB)

Please contact after-sales service at +60 12711 7129
(7511) for the scan tool.

& rootkit_20220607101125_success_cry...

Endpoints : 3 selected

Send Task and Start Scan Close

If the status of the scan progress is Scan completed, indicating that the execution of the

scanning tool is complete.

0) Scan completed. Among the 1 target endpoint, 0 is(are) pending pe—

N,

& Bxport

v 2022-08-23 16:07:04

@ Sscan completed. No threats detected.

Task Type: Forced Scan | CPU Usage: Balanced | Tasks Received/Total: 1/1 endpoint(s) | Scanned: 1 endpoint | Scan Paused: 0 Endpoint Secure
o Q X Task Status -
g No. Endpoint Asset User Group os Endpoint Status Pending/Total Virus ... Scan Progress Operation
] 1 WIN-KETHVPSISOT(1062.21.. test wgh Windows Server 2008 R2 En... @ Online 070 Scan completed

1entries Entries Per Page| 10~
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3.5.2 Vulnerability Scan

The Vulnerability Scan can detect Windows endpoint system vulnerabilities, Linux
endpoint system vulnerabilities, and application vulnerabilities. It supports the patching of
Windows endpoint system vulnerabilities, and for Linux, it only provides repair suggestions

for Linux endpoint system vulnerabilities and application vulnerabilities currently.

3.5.2.1 Windows Vulnerability Scanning and Patching

1. Choose Detection > Vulnerability Scan and click New Scan Task to create a

vulnerability scan task. The following figure shows the configuration page.

Vulnerability Scan

Endpoints :

Vulnerability : = Al

“ Cance'

The parameters are as follows:

Endpoints: On the Select page, you can view endpoints not scanned in the last week, last
month, or last three months, and the last scanning time to filter endpoints that need to be
scanned. You can also enter an endpoint name or IP address in the search box to search for

the specific endpoint.
Vulnerability: The options include All, High, and Specified.

e All: Scan and fix the RCE, DoS, privilege escalation, security feature bypass, and

information leakage vulnerabilities.

e High: Scan and fix only high-severity vulnerabilities. Select High from the
vulnerability severity drop-down list box on the Select Vulnerability page for details

about high-severity vulnerabilities.

e Specified: Customize vulnerabilities that need to be scanned. On the Select
Vulnerability page, you can filter vulnerabilities by vulnerability severity, threat,
patch release date, and OS, search for vulnerabilities by patch name or ID, and select
vulnerabilities that need to be scanned in the filtering result, as shown in the following

figure.
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Select Vulnerability

No.  Severity ®
T )
> CID
i
«  CID
Y i
s CID

Severity

Patch Name

¥ Threats ¥ ReleaseDate ¥

Patch ID

Cumulative Security Update for ActiveX Killbits for W... KB2900986

Cumulative Security Update for ActiveX Killbits for W... KB2900986

Cumulative Security Update for ActiveX Killbits for W... KB2900986

Security Update for Windows XP (KB2876331) KB2876331

Security Update for Windows 7 for x64-based Syste...  KB2868626

Security Update for Windows 7 (KB2868626) KB2868626

- 23| 4|56

0os

Threats

None

7|8

0os

Windows 7

Windows 7

Windows XP

Windows XP

Windows 7

Windows 7

86 > >

Release Date

2017-06-27

2017-06-27

2017-06-27

2013-11-12

2017-06-27

2017-06-27

2. Click OK. The vulnerability scan task is automatically performed. In the left pane of

the Vulnerability Scan page, you can filter tasks by task type and task status and click

a specific task to view details. For endpoints with pending vulnerabilities, you can

click Fix to select vulnerabilities to fix and deliver patching tasks, as shown in the

following figure.

6-edr0155

|-). Patch & Ignore

B No  Severity @

1

2

590608

Security Feature Bypass ...

@ Unignore () Refresh  Severity - Threats ~  Restart
Patch Type Patch Name Patch ID

Remote Code Execution ... 2021-05 Cumulative Update for Windows 1... KB5002171
None 2021-05 Servicing Stack Update for Windo...  KB5003243
Elevation of Privilege 2019-09 Cumulative Update for .NET Frame... KB4514601
Remote C cecution 2020-10 Security Update for Adobe Flash Pl... KB4580325
Remote Code Execution 2020-01 Cumulative Update for .NET Frame... KB4525101

2021-04 Cumulative Update for Windows 1... KB5001342

Status -
Release Date
2021-05-10
2021-05-10
2019-09-06
2020-10-09
2020-01-09

2021-04-12

Status

Pending

Pending

Pending

Pending

Pending

Pending

Close

Click Fix. A prompt shown in the following figure will be displayed when patching starts if

a restart is required for the patch to take effect. Select Restart endpoints after patching

completes if it is allowed by the administrator to prevent the risk of data loss. It is not

recommended to select this option. After patch installation, restart the endpoint during the

off-work time.
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Confirm %

Are you sure you want to patch the 6 selected vulnerabilities?

Patches will on

nstalled for pending vu

recommended to fix less than 20 vul

2 vulnerability patches will take effect after endpoint restarts.

Restart endpoints when patching completes

LLNoTE

Vulnerability patching mentioned in this section requires endpoint PCs to be able to access the

Internet. If an endpoint PC cannot access the Internet, patch vulnerabilities by referring to

Chapter 3.6.5 Remediation.

3.5.2.2 Linux Vulnerability Scanning

Create a Linux vulnerability scan task by referring to Windows vulnerability scanning, as

shown in the following figure, for details of Linux vulnerability

scanning.
jianhow-virtual-machine x
- () Refresh | Severity T Vulnersbility Type v | Status v | Disclosure Date ™ | Vuln name, CVE ID

No. Severity @ Vulnerability Type Narme CVE ID Disclosure Date  Type Status

1 Other OpenS$H: Security Yulnerability (CVE-20... CVE-2021-.. 2021-03-05 Version verifica.. Pending

2 Buffer Cverflow Openssls Buffer Overflow (CVE-2021-3..  CVE-2021-.. 2021-08-24 Wersion verifica.. Pending

3 Buffer Cverflow Openssl: Buffer Owerflow (CWVE-2021-3...  CWE-2071-.. 2021-08-24 Wersion verifica.. Pending

4 Input Walidation Error Openssl: Overflow (CWVE-2021-23840) CWE-2021-... 2021-02-1§ Wersion verifica.. Pending

5 Other Open$SH: Input Validation Error (CVE-Z... CVE-2020-.. 2020-06-01 Version verifica.. Pending

6 Privilege Elewation Openssh: Privilege Elevation (CWE-2021-... CVE-2021-.. 2021-09-28 Wersion verifica.. Pending

13 entries Entries perPage 50 7

Close

Click the vulnerability name to view the vulnerability details and solution, as shown in the

figure below.
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Details b
CVE ID CVE-2021-28041 ( High )

Mame: COpenSEH: Security Yulnerability (CWE-2021-28041)

Description: OpenSSH is an open source implementation of the S5H protocol. ssh-agent

in OpentiH before 8.5 has a double free that may be relevant in a few less-
cornmen scenarios, such as unconstrained agent-socket access on a legacy
operating system, or the forwarding of an agent to an attacker-controlled
host.

Wulnerability Type: Other
Disclosure Date: 2021-03-05

Affected Wersions:  [0,8.5)

Solution: Wendor patches: To fix this vulnerability, the vendor has released the
following upgrade patch : httpsy//github.comfopensshfoapenssh-
portable/commit/eldfdiddelbdel cdc5ad d994 639750436568 db

Reference:

Close

After the administrator manually confirms or fixes the Linux vulnerability, if the status still
shows Pending, you can click Mark as Fixed to manually mark them as handled, ignore or

unignore operation.

jianhow-virtual-machine

M Fixing - () Refresh  Severity ¥ Wulnerability Type
Mark as Fixed = -
w Yulnerability Type Marne
€ Ignore
@ Lihighore ] Cither Cpen%sH: Security Wulner

LNoTE

NovaGuard supports Linux systems and Linux application vulnerability scanning. It does not support

Linux systems and Linux application vulnerability automatic patching. Administrators can manually repair
according to the vulnerability solution. NovaGuard supports Windows system vulnerability scanning and

solution.

3.5.3 Security & Integrity Check

The Security & Integrity Check module is for compliance checks of endpoints. The check
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content varies depending on the endpoint operating system.

Windows endpoints: identity identification, access control, security audit, history

information protection, intrusion prevention, and malicious code prevention

Linux endpoints: identity identification, access control, security audit, SSH policy

detection, intrusion prevention, and malicious code prevention

Mac endpoints: For Mac endpoints, security and integrity check is not supported.

The following figure shows the configuration page.

4 mins 12 secs away from the previous check

3 endpoint failed to pass the check

Task Status

No.  Endpoint 1P Address Group. os Last Scanned Task Status

1 B WIN-CLSHGTIZFUA 1062363 Ungrouped Endpoints Windows Server 2012 R2..  2021-06-28 15:36:44 Check eompleted.

2 Ewin 1062365 Ungrouped Endpaints. Windows Server 2016 Da..  2021-06-28 15:3642

3 B WIN-TUAKISFAL 1018612194 Ungrouped Endpoints Windows Server 2008 RZ..  2021-06-28 15:36:34

* | EndpointType *

Result

Failed: 16

Failed: 17

Failed: 16

Result * || Endpoint, IP address
Operation
View Re-check
View | Re-check

View | Recheck

Click Start Now and select endpoints for which a compliance check is required, as shown

in the following figure.

Security Compliance Check

Endpoints : Select

Iterms : All

After detection is complete, you can view the detection result.

No.  Endpoint 1P Address Group 0 Last Scamned Task Staus

1 g WIN-CLSHGT2rUA 1062363 Ungrouped Endpoints Windows Server 2012 R2., 20210628 15:36:4 Check completed,
2 fvin 1062365 Ungrouped Endpoints Windows Server 2016 Da... 20210628 153642 Check completed,
3 WINUARIGAL 101861213 Ungrouped Endpoints Windows Server 2008 R2..  2021-06-2815:36:34 Check completed,

To view the compliance detection result, click View Details.

—
—
—

(0] 4 Cancel

Result

Falled: 16

Falled: 17

Falled: 16

Operation

View | Re-check

View | Re-check

View | Re-check
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Details

(1) Check completed. 16 out of 31 requi

Time Completed: 2021-06-28 15:36:44

~ Account policy

=l 1.Password

. Minimum passwerd length: == 8 characters

. Minimum password age: >= 2 days

- Maoxi

um password age:

. Password history remembered: == 5

El 2.Account

= 3.Auto-login

. Auto-Login account

~ Application control policy

=] 1.Local user accounts

Close

Account Policy
Password
Account Lockout Policy
Auto-login
Access Control Policy
Security Audit Policy
History Infarmation Protection
Intrusion Prevention

Malicious Code Prevention

Account Policy » Password =

Password

Minimum password length: »= 8 characters
Minimum passwerd age: >= 2 days
Maximum password age: <= 90 days

Password history remembered: »=5

Security Enhancement - Steps:

Modify the configuration based on the endpoint compliance security setting document and

click Re-check to perform the compliance check again.

You can click to download the compliance check report.

Pay attention to compliance check items in orange.
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3.6 Response

3.6.1 Threat Response

The Threat Response module analyzes and displays all target endpoints and critical, severe,

medium/low, and isolated endpoints in terms of endpoints and security events. You can

filter endpoints by Endpoint Status, Endpoint Type, Group, and Last Detected and enter

an endpoint name or IP address in the search box to search for a specific endpoint. This

function is supported on Windows, Windows Server, Linux, and Mac endpoints.

3.6.2 Endpoints

On the Endpoints tab, you can select a target endpoint type to view the corresponding

endpoint name, group, severity, security events, pending/total threats, and last detection

time. You can filter endpoints by Endpoint Status, Endpoint Type, Group, and Last

Detected. On the Endpoints tab, you can click the endpoint name to jump to the Endpoint

Security Details, handle the threat, and isolate the endpoint. The Endpoints and Endpoint

Security Details are as follows.

Endpoints  Security Events
8
% Target Endpoints @
Q Refresh
No.  Endpoint
1 dkeee
2 J NarHow-x1
3 USER-PC-20228
4 [ Sangfor-pC
5 O kaizhi
6 J cTI0024
7 Wind10ZhCr000L
8 CTa7

<Back| Endpoint Security Details

;-‘13

L3 2
Compromise: o
Group Asset User
Kz Branch ke
test JianHow-X1

Ungrouped Endl...

Ungrouped Enclu,

TAC office kaizhi

Ungrouped Endl...

Ungrouped Endl...

Ungrouped End...

KZ PC (1010.1010) Windows 10 Pro & kz

°© 0

Q Refresh

Identification Result

Unidentified

Unidentified

Unidentified

Unidentified

Severity

Advanced Threats

2

Medium/Low

Endpoint Status * | Endpoint Type ™ Graup

@ ?
Isolated
~ || LastDetected ¥ Endpoint, IP, ownel

Security Events Endpeint Status Pending/Total Threats  Last Detected Operation
Trof Others ® Online 13415 2022-09-02 03:56:18 Isolate
Medium/Low Oth ® Online 1/102 2022-09-01 11:57:36 Isolate
Brute-Fe Attack: ® Online 1/6 2022-08-30 15:13:27 Isolate
Trojan Brute-Force Attacks Others. Offline 4 /8 2022-08-19 14:33:29 Isolate
Brute-Force Attacks | Others ® Online 432 2022-08-19 095356 Isolate
Brute-Force Attacks ® Online 1/37 2022-08-18 18:26:15 Isolate
Brute-Force Attacks ® Online 2 /2 2022-08-18 17:46:26 Isolate
Mediurmn/Low Others. @ Online 1/1 2022-08-1511:25:18 Isolate
Q Refresh
B lsolated Hosts v
0 0 0
Brute-Force Attacks Powershell Botnet
Identfication Status ¥ | Status v Envrorment.. ¥ FleType v Severlty - ThrestType v | LastDetected VirusName ¥ Search
Infected Entity Last Detected Stat Operation
e 2022-09-02 035618 pending ©Fx v Analbze
esleicarcom 2022-06-0210:18:33 Pending © Fix v Analyze
edeicarcor m2 (4)zip 2022-06-02 10:18:33 Pending ©Fx v Anabze
edeicar_com (1)zip 2022-06-02 10:18:33 Pending © Fix  + Anabyze
edeicarcom? (1).zip 2022-06-0210:18:33 Pending © Fix v Analyze
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1. Severity: The options include Critical, Severe, and Medium/Low.

e  Critical: indicates endpoints involved in high-severity viruses, WebShell backdoors,

and botnets.

e Severe: indicates endpoints involved in medium-severity viruses, WebShell backdoors,

and brute-force attacks.

e  Medium/Low: Indicates endpoints involved in low-severity viruses, WebShell

backdoors, suspicious parameters execution, and botnets.
2. Last Detected: latest threat detection time.
3. Operation: The operations include Fix and Isolate.

e Isolate: After an endpoint is isolated, it cannot access any network. Ensure that

business assets are not affected. You can click Restore to restore isolated endpoints.

e Fix: Click Fix. Select infected files/processes and click Fix, Trust, or Ignore on the
displayed page. You can filter infected files/processes by Severity, Threat Type, and
Last Detected.

. Fix
e Delete malicious files for malicious programs, such as Trojan
horses.
e Remove infectious viruses.
e Block fileless PowerShell attacks.

e After handling, you can view the records in the fixed area of the

security events.
ii. Trust
e Add files to the whitelist.
o Allow fileless PowerShell attacks.
1il. Ignore

e Ignore detected files/processes or attack source IP addresses.

LLNoTE

To ensure security, Fix is not available for brute-force attacks, and brute-force attacks need to be added to

the blacklist manually.

Version 01 (Jan.10, 2023) 136



ForeNova NovaGuard V3.7.12User Manual

3.6.3 Security Events

On the Security Events tab, you can select a security event type (including Anti-Malware,
Ransomware, Brute-Force Attacks, Botnet, WebShell Backdoors, and Advanced
Threats) to view the corresponding security event names, infected endpoints, infected files,

detection time, and handling status.

You can filter security events by handling status and severity. You can also select multiple

security events for batch operations.

The following figure shows the Security Events tab.

Endpoints  Security Events
2N 19 2 =) 0 0 N = b5 0
@ &
W Malware @ Ransomware L WebShell Backdeors ° Advanced Threats H Brute-Force Attacks - PowerShell @ Q Botnet.
Pending Fixed
Q Refresh Endpoint Status ¥ Time Fhed T
No.  Threat Infected Endpoint Endpoint Status Asset User Process. Parameter Last Detected Time Fixed Status Operation
Pow
74 J JianHow-X1 ® Online JianHow-X1 e "CAWIND! 2022-09-01 11:57:36 2022-03-01 11:57:20 Allow succeeded. @ Ignore
2 JianHow-X1 ® Online JianHow-X1 cwindows\systern3Zywindow... powershell -File \ChecklAICC... 2022-09-01 11:57:03 2022-08-01 11:5647 Allow succeeded. @ Igrore
3 JianHow-X1 ® Online JianHow-X1 o . "CAWINDOH 2022-09-01 11:56:20 2022-09-01 11:56:04 Allows succeeded. B Igrore
4 JianHow-X1 ® Online JianHow-X1 o e "CAWIND 2022-00-01 11:55:16 2022-09-01 11:555:00 Allows succeeded. @ Igrore

For each security event, you can select Fix, Trust, or Ignore in the Operation column. If
you are unsure how to operate a security event, click Threat Analysis or the security event
to view the details, such as the virus name, infected file, virus type, detection engine, and

handling suggestions.
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Details

Ewvent Details

Wirus Mame: Trojandin3d2.5ave.a

Infected Entity: edutorrentexe §

Threat Type: Trojan

Security Engine: Sangfor Engine Zero

Antivirus DB: 20220529153533

File Type: Executable

File Size: 4.9 MEB

File MD5: 27f55ef050816065b68d2cbe115falle

Detection Method:  Realtime Protection

Time Created: 2021-12-27 16:1445

el e il e If this is non-system file, please quarantine or delete it and enhance directory

permission settings.

Fix

P Are you sure you want to fix the threat (edutorrentexe) on endpoint KZ
PCi10.10.10.107

Also Fix fille with same MD5 on other endpoints
If space is insufficient, automatically clean up the Quarantine area

before fixing files

Ok Cancel

LLNoOTE

For the Fix and Trust operations, you can select Also fix file with the same MDS5 on other endpoints to

batch process the same files on other endpoints.

Select If space is insufficient, automatically clean up the Quarantine area before fixing files. If the
endpoint quarantine area is detected full, the files in the quarantine area will be automatically cleaned up

and then quarantined.

When If space is insufficient, automatically clean up the Quarantine area before fixing files is selected.
50% of the files in the endpoint quarantine area will be automatically cleaned up in the order of the

quarantined files.
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Pending Status

The tab shows all detected open threat events. You can select Fix, Trust, or Ignore for

specific threat events. Select the threat file to be quarantined and click Fix, as shown in the

Endpoints  Security Events
¥ 19 ) 2 0 v 0 & 6 = 0 ® 0
Mahware Ransormware " WebShell Backdoors Advanced Threats Brute-Force Attacks Powershell @ Botnet
Fired
STt Blgoe | @ldensly @ Q Refresh

Identiicatior | EndpointStotus *  Status v Emironme..” | FleType ¥ | Sewery ¥ TheatType v LastOcteced ¥ Endpoint I owner ¥ Search

B Ne. SecuriyEvent Infected Endipoint Endpoint Status Identiication Result  Asset User  Infected Entity Last Detected status Operation
@ zee ® Online Uridentiied e 2022-05-02 035648 Pending ©Fx v Ansze
Ep— @ online Uridentiied JarHow X1 sicostura\0006 6. 2022-09-01 115557  Pending ©Fx v Anslyze

If you are unsure whether the file is malicious, you can use the Identify or click Analysis

for further analysis and judgment by the intelligence center.

Endpoints  Security Events

- 19 2 =) O 0 i 6 =\ b 0
&) i B) Ceran LG e 9) i O i B) st o D)
©F 8 Trust g

tus ¥ | Endpoint Status ¥ | Status v Severity v ThrestType v LastDetected ¥ Endpol

No.  Security Event Infected Endpoint Endpoint Status Infected Entity Lost Detected Status Operstion

The Neural-X service provides file identification capabilities enabled by security experts,
sandboxes, and engines. In addition, it analyzes files using the Cloud-Based Engine and
intelligence. It filters out fuzzy matches and only provides identification results of
confirmed black or white files, providing you with more accurate identification results so

that event handling can be closed-loop.

When the NovaGuard manager can connect to the Internet, the detected threat files will be
automatically sent to the cloud and identified, and return the identification results. For

unidentified files, manual cloud identification can be performed.

Neural-X Service

There are 1 virus-infected files not submitted to Neural-X.
Upload suspicious files for more accurate analysTs (the files are

used for identification only. Ignore this if the files already existin

the cloud)

After identification is complete, you can click the View button to view the detailed results

of the identification.
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Details

Event Details

Identification Details

The file is identified as harmful.

File Mame :

Engines :

Virus Name :

Virus Type

File Category :

[tmp/c2f7591c77ddbef70796dfceed9e9c32 Wl

41/70 (number of engines identifying as black file/number of engines involved in

identification)

HEUR/AGEN.1137280

Others

Mon-system File

Identification Method : Neural-X Identification

Basics
Time Created :
Publisher :
File MD5 :
File Size :

File Type :

Fixed Status

2022-08-15 19:51:09

c2f7591c77ddbef70796dfceed9e0c32 Wl

610 KB

Executable

The tab displays all threat files added to the quarantine area, and you can completely

remove or restore the files, as shown in the figure below.

Endpoints  Security Events
=\ 63 Z
E L3 8

®

No.

Security Event

Adware Win32.MediaGeturudg

t @BED  PUP Software
Adhware Win32.Me diaGetunudg

2 @@ PUP Software
Adware Win32.MediaGeturudg

® @D | PUP Software
Adware Win32.MediaGeturudg

4 @@ U Software
Adhware Win32.MediaGeturadg

° @BWD  PUP Software
TrojanWind2 CobaltStrike

i Trojan
PUAWIN3Z.Sign.

7 Others

Trojan.GenerickD.36478440

: Trojan

Mahware Ransornware

Q Refresh

Identification Status

Infected Endpoint

[ USER-PC-20228

0 USER-PC-20226

] USER-PC-20228

[ USER-PC-20228

[ USER-PC-20228

Bt

2 JianHow-X1

[ JianHow-x1,

Webshell Backdoors

Endpoint Status ¥ Status

Endpoint Status

® Online

® Online

@ Online

® Online

® Online

® Online

@ Online

® Online

v 0

Advanced Threats

Identification Resu!

Unidentified

Unidentified

Unidentified

Unidentified

Unidentified

Unidentified

Unidentified

Unidentified

v Environme... v | File Type

Asset User

Tet

JianHow-XL

JianHow-XL

& 6

Infected Entity

cusersiadministratoridownlo ads...

cusersiadministratoridownlo ads...

cusersiadministratoridownlo ads...

cusersiadministratoridownlo ads...

cusersiadministratoridownlo ads...

cusersiadministratordesktopisl...

clusersichoontdesktoples scripth..

usersichoonidownloads\inform...

v Severiy v Threat Type

Brute-Force Attacks

Last Detected

2022-08-30 15:13...

2022-08-30 15:13...

2022-08-30 15:13...

2022-08-30 15:13...

2022-08-30 15:13...

2022-08-26 22:51...

2022-03-28 11:07...

2022-03-28 11:07...

> Time Fixed

0
PowerShell @

Time Fixed

2022-08-30 15:13...

2022-08-30 15:13...

2022-08-30 15:13...

2022-08-30 15:13...

2022-08-30 15:13...

2022-08-26 22:51...

2022-08-25 15:53...

2022-08-25 15:53...

v Endpoint, 12, owner

Status

Fixed. File is trus...

Fixed. File is trus...

Fixed. File is trus...

Fixed. File is trus...

Fixed. File is trus...

Fixed. File is qua...

Fixed. File is qua...

Fixed. File is qua...

0

Botnet

Search

Operation
B Ignore
B 1gnore
@ ignore
@ Ignore
B Ignore
i Remove
i Remove

i Remove

Select the threat file and click Remove to delete the endpoint quarantine files in batches,

and click Restore to restore the quarantined files in batches, as shown in the figure below.
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Endpoints  Security Events
. 43 2 =\ 0 0 A 6 0
5] 1] ] = = ®
Malware Ransomware WebShell Backdoors Advanced Threats Brute-Force Attacks Powershell ® Botnet
Pending Fixed
@ ldentify @ () Refresh
Identification Status ¥ | Enclpoint Status ¥ | Status ¥ | Environme.. ~ || Fils Type v Severity v | ThreatType | TimeFixed | EndpointIp owner ¥ Gearch
No. Security Event Infected Endpoint Endpoint Status Identification Resul:  Asset User  Infected Entity Last Detected Time Fixed Status Operation

Adware Win32MediaGeturudg

1 G U Sofere | T 1 USER-PC-20228 ® Online, ridownloads... 2022-08-30 15:13... 2023-08-30 15:13... Fixed. File is trus... 8 Ignore
Adware Win32MediaGeturudg
! om0 S ] USER-PC-20226 ® Orline Unidentified cuserstadministratoridownloads... 2022:08:30 15:13... 2022-08-30 15:13... Fixed. File is trus.. 48 Ignore
3 ] USER-PC-20228 ® Online Unidentified cluserstadministratoridownloads... 2022-08-30 15:13... 2022-08-30 15:3... Fixed. File is trus.. 4 Ignore
4 ] USER-PC-20228 ® Online. Unidentified cluserstadministratoridownloads... 2022-08-30 15:13... 2022-08-30 15:13.. Fixed. ile is trus.. 4 Ignore
Adware ina2MediaGeturw
] USER-PC-20228 line nidentifc cuserstadministratoridownloads... -08-30 15:13... -08-30 15:13... Fived. File is trus... nore
5 QD | PUP Sofwere | (RIS ® oni Unidentified Ausers\administratoridownloads... 2022-08-30 15:13.. 2023-08-30 15:13... Fixed. File is tr B1g
TrojanWina2CobaltStrike .
6 am Fojon | (CIENE : tet ® Online. Unidentified Tet cusersiadministratordesktophsl... 2022-08-26 22:51.. 2022-08-26 22:51.. Fixed.File is qua.. [ Remove +
PUAMIn32.Sign.a X _
7 3 ianHow-X1 ® Orline Unidentified JianHow-X1  cusersichoon\desktophes script... 2022-03-28 11:07... 2022-08-25 15:53... Fixed.Fileis qua.. [ Remove

High JREOPCIMN Compres:e

Trojan.GenerickD.36478440

8 ] JianHow-X1 ® Online. JianHowX1 Achoond: .. 20220328 11:07... 2022-08-25 15:53... Fixed. Fil

o ] lianHow-X1 ® Online. JianHowX1  cusersichoon\downloadstaam u.. 2022-05-12 17:15... 2022-08-25 15:53... Fixedl. ile is
SuspiciousWin32.Sa . _

0 o o 2 fanHow-X1 ® Online Unknown JianHow-X1  cusersichoon\downloads\eicar c.. 2022-07-20 16:16... 2022-08-25 15:53... FixedlFile is qua.. [ Remove
Trojan.Generic-ScriptSave.b -

1 3 JianHow-X1 ® Online. Unidentified JlanHowX1  clusersichoon\appdatatiocalimic... 2022-06-28 11:01.. 2022-08-25 15:53... Fixedfile is qua.. [ Remove

Trojan

It supports the removal of 10,000 threat files at a time.

3.6.4 Advanced Threats

Applicable scenario:

For new threats, offensive and defensive confrontation scenarios, such as ransomware
attacks, phishing emails, etc., where the office network is used to break through the intranet,
the IOA rules can be used to match the abnormal behaviors of related attacks such as
ransomware and phishing (refer to att&ck, such as abnormal injection, stealing credentials,

privilege escalation, etc.)

Provide timely alert threat information and intercept high-risk actions. At the same time,
trace the process chain where the attack threat program is located, aggregate all abnormal
behaviors to form accurate security events, assist in finding the source of the attack, and

provide closed-loop to startup item ability to ensure it is cleaned up.

Case Study:

The following is a case of mining incidents to describe the use of advanced threats.

During the routine operation and maintenance process, the security administrator found that
the NovaGuard advanced threat detected multiple alerts of suspicious behaviors such as
mining behavior, account activation, and suspicious file creation, as shown in the figure

below.
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Endpoints Securty Events
2 19 2 =0 17 0 =0
B e 8) fomers WbShl Sackdoors 9) suncniimas ) erroes e B) foveshal @ ®) o

Q soeriye el High, Medim X | Tines st doys
e e Q et

Time Detected Process Event Tag ATT&CK @ Endpoint Detection Source (0 Event D Threat Intelligence.

= © 2022-09-07 154619 i suchost.exe Persistence Boot or Logon Autostart Exec.. KZ PC(10.10.10.10) 104 Engine.
critca

&8 o 2022:09:07 154619 Defenss F I DKz PC(101010.10) 10A Engine
critca

] o 2022.09-07 154621 suchostere Persistence Valid Accounts Kz PC(10.10.10.10) 104 Engine
critca

=] ° 2022-09.07 15455 mpact REsorEs NG Kz PC10.1010.10) 10A Engine
Critcel

=] ° 2022-09-07 158558 Conts Ingress Tool Transfer K2 PC(L0.10.00.00) 104 Engine
Critca

&) 9 2022-09-07 154557 Defense Eva M K2 PC10.101010) 10A Engine
Critcal

=] ° 2022.09-07 154557 commands using  beacon.exe Execution . 3hits Dz PC10.1010.10) 10AEngine
Critca

View the security events, NovaGuard detected a security event with a Critical threat level,
as shown in the following figure. NovaGuard aggregates multiple suspicious behaviors of
the endpoint into a complete attack event for display.

Endpoints  Security Event

S O & ] L2 G B) ot 0 ®

Maho Webshell Backdoors

e, Hih Modium X | tas: ending, Foing

Aert Mode QFRefresh

Severity  Last Detected De: Event Tag ATTRCK @ Endpoint Detection Source @ Status Threat Intellige  +ee

(=]

2022-09-07 154550 Execution || Persistence .. 5 hits 2Kz PC(10.10.10.10) 10A Engine Pending View Details | In-De...

View the security events, and many matches the ATT&CK threat matrix model, as shown in

the following figure.

Endpoints  Security Events

I 19

A 2 =i 3 R = 0
L Mahware G Ransomware ) WebShell Backdoors ° Advanced Threats a Brute-Force Attacks L PowerShell @ ® Botnet
Q Severity:Crtical, High, Medium X | Status: Pending, Fiing X
EuencTag ATTECK © Endpoint Detection Source @ Status Threat ntelige +ss

Attacks repeatedly hit tactics such as execution, persistence, defense evasion, command and

control, and impact in the ATT&CK threat model.

ATT&CK™ Matrix @ x
HitTactcs: 5 Hit Ted
“
Command and Seri.  Scheduled Task/lob. Masquerading Resource Hiacking
1 3 1
User Execution Event Triggerad Ex.. BITS Jobs
1 1 1
Valid Accounts Tmpai
1 1

Boot or Logon Aut.. b
1

Click the security event View Details to view the threat entity and abnormal behavior

report of the security event.
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Details In-Depth A ATTECK Mark Event Status - Isolate

© Critical Suspicious file downloaded by BITSAdmin;Create su...

Event Tag: Ewxecution  Persistence  Defense Ewvasion

o Threat Entity (No wirus files detected)

© citical(® ~

Suspicious file downloaded by BITSAdmin

Event Tag: Defense Evasion ATTHCK: BITE Jobs 5l
Source: I0A Time Detected: 2022-09-07 15:46:21

Create suspicious files under a startup directory

Event Tag: Persistence ATT&CK: Beoot or Logon Autastart Exe... =
Source: 104 Tirne Detected: 2022-09-07 15:46:19

Tamper Defender registry to disable Windows anti-virus s...

Event Tag: Defense Evasion ATTRCK: Impair Defenses =
Source: IO0A Time Detected: 2022-09-07 15:46:19

©® High® v
Lowi(1) ~

Click the In-Depth Analysis to perform a visual traceability analysis of the process attack

chain.

@ Critical | Pending
Suspicious file downloaded by BITSAdmin;Create suspicious files under a startup directory and conducted other threat hehaviors (12 threats in total)

s Legend ¥

%

explorerexe

emulator.exe

L
besconexe B

& ises

swchostexe

1. Attack entrance

The attacker logs in through the remote desktop to obtain the permission of the test machine
and drops the attack sample emulator.exe. The beacon.exe file and process are

automatically created after the sample is executed.

Version 01 (Jan.10, 2023) 143



ForeNova NovaGuard V3.7.12User Manual

o emulatorexe
) s 2 other threatbeha...  EM——— o

astartup ¥
O O Basics

£ Threat Alertsit

File with 5 suspicious path crested

;220807

2. Create suspicious task plans to achieve persistent attacks
beacon.exe creates the schtasts.exe process and a suspicious task plan through the

schtasts.exe process to implement persistent attacks.

e == -
o i conducted other threat beha... o

by BITSAG a startup
) O Basics

3. Execute obfuscated PowerShell commands to bypass security protection and
implement attacks.

beacon.exe creates the powershell.exe process, which bypasses security protection and

implements attacks by executing obfuscated PowerShell commands.

. 9

= Suspicious file downloaded by BITSAdmin;Create suspicious files under

; powershell.exe
a startup directory and conducted other threat beha...  IRUNALS Tsolat

O O Basics

4. Detect host users to collect information

beacon.exe creates the svchost.exe process and invokes the command cmd /¢ quser to detect
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the host user information to achieve information collection.

=] g o amd.exe
ici te suspicious files under a startup directory and conducted other threat beha... o !

O O Basics

268162dhef00534

5. Activating the host-guest user to implement persistent attacks.
beacon.exe creates the svchost.exe process and invokes the command net user guest /active

to activate the host-guest user to implement persistent attacks.

|2 o Vark Bt st = = netexs
Suspicious file downloaded by BITSAdmimCreate suspicious files under a startup directory and conducted other threat beha. SR et
O O Basics
&
& =
&
® x
L3

. :

- -

[c]
B

6. Create a suspicious firewall bypass list via netsh
beacon.exe creates the svchost.exe process, invokes the command netsh to add firewall
whitelist rules, establishes suspicious connections, and attempts to bypass the firewall

security protection.

o . _ netsh.exe
i  starup dvactory and condictad athertrsatbeha.— ta

< e = 2
O O Basics

145
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7. View current user permissions and collect sensitive information.

beacon.exe creates the xmrig.exe file and process, invokes the command cmd /c whoami to

view the current user permissions, and collects sensitive information.
8. Download mining virus for mining

beacon.exe creates the xmrig.exe file and processes, and calls bitsadmin.exe to download

the virus for mining.

€ Sumice =TT i
" Suspicious file downloaded by BITSAdmin;Create suspicious files under a startup directory and conducted other threat beha..

G O Basics

Attack incident handling:
1. Traceability summary:

The test machine was infected with a mining virus. The attack sample emulator.exe creates
malicious files beacon.exe and xmrig.exe and pulls up multiple processes to complete
attack behaviors such as execution, persistence, defense evasion, credential access,

detection, and command and control.

2. The solution is as follows:
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e Isolate malicious files emulator.exe, beacon.exe, xmrig.exe.

beacon.exe i3 Fix
e Isolate
inti-virus software and conducted ...
© @ Basics ~
fat Process Tag: -
PID: 12240 Process Created: 2022-09-08 10:30:08
=
== Process User: Administrator Command Line Argument: ™ [J]
File MDS: 997287151c08455f8455... [T File Path: chusersipublicibeacon... [
& [ Threat Alertsi4) A
© Criical Suspicious mining hehavior
explorerexe
& Event Tag: Impact ATT&CK: Resource Hijacki... B
; Source: 104 Time Detected: 2022-09-08 10:30:08
ermulatorexd ®
/-
L
k e 0 Critical Masqueracle Windows files
b R
£2c011.6%0 L] Event Tag: Dofense Evasion ATT&CK: Masquerading B
/ & mives Source:| 104 Time Detected: 2022-09-08 10:30:08
wchost.
i © Critiesl Bxecute using
Event Tag: Execution ... ATTECK: 3 hits =
Source: 104 Time Detected: 2022-09-08 10:30:08
5% Process Operationsi) =

e Isolate the endpoint, isolate the endpoint without affecting the business, and avoid the

horizontal spread of the threat.

(=]

a9 by BT et sspicius e U St directry ad conductd sthr theatbehavors (12 thesta i toa) S [ ]

e  The threat endpoint conducts a comprehensive virus scanning and fixing and removes

the residual items.

& Protect Agent & L= — %

A : Custom scan finish, 1 threat detected ey m

Security

’

Virus Scan

Scanned Files: 482366 Time Taken

adl

1 files &

U3

Vuln Remediation

Virus Name: DeepScan:Generic.Cert.Downloader.1.FFFFFFFE

]

Realtime Protection

=

Tools

Quarantine Trust Logs

3. The attacker obtains permissions and implants viruses through remote desktop
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login/brute force. The following reinforcement measures are recommended.
e  Close unnecessary remote ports.

e Enables remote desktop login secondary authentication and brute force detection on

NovaGuard.

e  Update system security patches in time.

3.6.5 Remediation

The Remediation module consists of the Vulnerabilities and Hot Patching nodes. The
Vulnerabilities page displays vulnerability patching by endpoints and vulnerability. The

Hot Patching page shows all endpoints that have been patched against vulnerabilities.

LNoTE

Vulnerability patching can be performed after vulnerability detection is complete.

3.6.5.1 Vulnerabilities

3.6.5.1.1 Endpoints View

On the Endpoints tab page, the NovaGuard Manager performs vulnerability remediation
by the endpoint. You can view each endpoint's total number of vulnerabilities, the number
of pending high-severity vulnerabilities, and the number of patched or ignored
vulnerabilities. You can select one or more endpoints and click Fix to fix vulnerabilities for

these endpoints. The following figure shows the Endpoints tab page.

QPRefresh | 05 ~  Endpoint Type ~  Endpoint Stetus ¥ Group | LastScanned  ~
No.  Endpoint Endpoint Status 1P Address Asset User Group os Al Pending Vulns (High) Patched Ignored  Last Scanned Operation
iankow-X1 .. ® Online 1922001992 JianHowXL test Windows 11 Pro x64 1 0 0 1 2022-08-22 08550:34

3 fianhow-virtual-machin @ Online 192.20010.84 Ungrouped End... Ubuntu 20.04.3 LTS5 ... 13 o 0 0 2022-09-02 0955328

Click the Fix button under Operation for the Windows endpoints:

1. View the vulnerability severity, threats, and patch status of a specific endpoint and

filter vulnerabilities by severity, threat, whether restarted, and patch status.

2. Select multiple vulnerabilities and click Patch or Ignore to patch or ignore these

vulnerabilities.
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CTI0051(192.200.19.40) X
- (Y Refresh  Severity ~  Vulnerability Type ~ | Restart *  Status ~ | Paichname or ID

No. Severity @ Vulnerability Type Patch Name Patch ID Release Date Status.

1 [ High ] Remote Code Execution ... 2018-11 Security Only Quality Update for Windo... KB4525233 2018-11-11 Pending
2 m Information Disclosure ... 2019-09 Security Only Quality Update for Windo... KB4516033 2019-10-01 Pending
3 m None = Re \p 2018-09 Security and Quality Rollup for .NET Fra... KB4514602 2019-08-06 Pending
4 m Elevation of Privilege ... 2019-07 Security Only Quality Update for Windo... KB4507456 2019-07-05 Pending
5 [ High Elevation of Privilege ... 2019-07 Security Monthly Quality Rollup for Win... KB4507449 2019-07-05 Pending
6 [ High } Remote Code Execution ...  2019-04 Security Only Quality Update for Windo... KB4493448 2019-04-11 Pendiing

r n 50 v
Close

Click the Fix button under Operation for the Linux endpoints:

1. View a specific terminal's corresponding vulnerability severity, patch-related
information, and repair status. You can filter by vulnerability severity, patch name,

patch ID, Status, etc.

2. Check multiple patch information to perform a one-click patch or ignore it.

Jjianhow-virtual-machine(192.200.19.84) X
- () Refresh  Severity ¥ Vulnerability Type ¥ Status ¥ Disclosure Date ¥ = Vuin name, CVE ID

No. Severity © Vulnerability Type Name CVEID Disclosure Date Type Status

1 | High ] Other OpenSSH: Security Vulnerability (CVE-2021-2...  CVE-2021-2... 2021-03-05 Version verification Pending

Z  High Buffer O OpenSSL: Buffer Overflow (CVE-2021-3711) CVE-2021-3.. 2021-08-24 Version verification  Pending

3 m Buffer OpenSSL: Buffer Overflow (CVE-2021-3712) CVE-2021-3... 2021-08-24 Version verification  Pending

4 Input Validation Error OpenssL: Overflow (CVE-2021-23840) CVE-2021-2... 2021-02-16 Version verification  Pending

5 { High ] Other OpenSSH: Input Validation Error (CVE-2020-...  CVE-2020-1... 2020-06-01 Version verification  Pending

6 CrD Privilege Elevation Openssh: Privilege Elevation (CVE-2021-41617) CVE-2021-4... 2021-09-26 Version verification  Pending

entries - Entries per Page| 50

Close

3.6.5.1.2 Vulnerabilities View

The Vulnerabilities tab is divided into Windows vulnerabilities and Linux vulnerabilities.
NovaGuard can respond to vulnerabilities for specific vulnerabilities, you can view the
vulnerabilities to be disposed of and patch information on the disposition page, and you can
fix or mark them as disposed of for single/multiple vulnerabilities. The disposition page is

shown below.

Windows Vulnerabilities
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Endpoints  Vulnerabilities

s 221

Vulnerability Type

No.  Severity G

1 [ High ] Denial of Service

2 CrD Information Disclosure
R Fiich } Spoofing

VR o } Remote Code Execution
I Hioh ) Elevation of Privilege

I Hion ] None

7 CED Remote Code Execution
8 [ High mation Disclosure ..
ER o ]

10 CE

Linux Vulnerabilities

Endpoints  Vulnerabilities

23 Windows Vulnerabilities: 221

No.  Severity G Vulnerability Type

1 [high ) Other

2

3 D

4 Input Validation Error
5 [ High Other

6 D Privilege Elevation
7 [ High ] Privilege Elevation
8 [high ) Command Injection
9 DoS

10 Input Validation

3.6.4.2 Hot Patching

A Linux Vulnerabilities: 13

Release Date

Unpatched Endp...

Q) Refresh | Severity ~ Vulnerability Type ¥ Restart

Patch Name Patch ID Release Date
2017-05 Security Only Quality Update for Wir KB4019263 2017-06-27

ecurity Only Quality Update for Windows 7 for x64... KB4022722 2017-06-09
2017-07 Security Only Quality Update for Windows 7 for x64... KB4025337 2017-07-10
2017-08 Security Only Quality Update for Windows 7 for x64... KB4034679 2017-08-05
2017-09 Security Only Quality Update for Windows 7 for x64... KB4038779 2017-09-09
2017-09 Security Only Update for NET Framework 3.5.1, 45....  KB4041090 2017-09-08
2017-10 Security Only Quality Update for Windows 7 for x64... KB4041678 2017-10-05
2017-11 Security Only Quality Update for Windows 7 for x64... KB4048960 2017-11-10
2017-12 Security Only Quality Update for Windows 7 for x64... KB4054521 2017-12-09
2018-01 Securitv Only Qualitv Undate for Windows 7 for x64...  KB4056897 2018-01-04

QRefresh | Severity ~ Vulnerability Type

Name. CVEID
OpenSSH: Security Vulnerability (CVE-2021-28041)

OpenSSL_: Buffer Overflow (CVE-2021-3711)

OpenSSL: Buffer Overflow (CVE-2021-3712)

OpenSSL: Overflow (CVE-2021-23840) CVE-2021-23.
OpenSSH: Input Validation Error (CVE-2020-12062)  CVE-2020-12.
Openssh: Privilege Elevation (CVE-2021-41617) CVE-2021-41...

Sudo: Privilege Elevation (CVE-2021-3156)

OpenSSH: Command Injection (CVE-2020-15778)

OpenSSL: Denial Of Service (CVE-2020-1967)

OpenSSL: Denial Of Service (CVE-2021-2:

CVE-2021-28...

CVE-2021-3711

CVE-2021-3712

CVE-2021-3156

CVE-2020-15...

CVE-2020-1967

) CVE-2021-23,

Disclosure Date

2021-03-05

2021-08-24

2021-08-24

2021-02-16

2020-06-01

2021-09-26

2021-01-26

2020-07-24

2020-04-21

2021-02-16

Type

Version verification

Version verification

Version verification

Version verification

Version verification

Version verification

Version verification

Version verification

Version verification

Version verification

Disclosure Date ¥

Ignored

Unpatched Endpoir:s  Ignored

1

0

Operati...

Operation

Fix

Fix

Fix

Fix

Fix

Fix

Fix

Fix

Fix

Fix
Fix
Fix
Fix
Fix
Fix
Fix
Fix
Fix
Fix
Fix

The hot patching function fixes vulnerability code in the memory to prevent vulnerabilities

from being exploited. The Hot Patching page allows you to enable hot patching against

high-severity vulnerabilities without affecting business.

Hot Patching

o)

(o]

The Hot Patching page displays endpoints patched against all vulnerabilities on its

Endpoints and Vulnerabilities tab pages by endpoint and vulnerability.

3.6.5.2.1 Vulnerabilities

1.

Viewing and managing vulnerabilities
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You can view information on the Vulnerabilities tab page, such as the vulnerability name,

ID, threats, hot-patched endpoints, and endpoints pending hot patching.

Endpoints

Severity Vulnerabilty Type Patch Name Patch D Release Date Unpatched Endpoints Ignored peration

(. KBaaEE0 0171110 o F

1712 Security Only Quality Update for windov (. Kaosas2L 2017-12:08

01301 Secu ality Update for Windows

0
(. KeaosEssT 0150104 1 0k
0

s I None 201501 Security Oy Updatefor NET Framework 351, 45.4, 45,461,462, 4.. KBA0SS289 0130107

You can filter vulnerabilities by Threats or enter a vulnerability patch name or ID in the
search box to search for the specific vulnerability. It facilitates accurate locating and O&M

management of vulnerabilities.
2. Enabling or disabling hot patching

You can click Fix in the Operation column of a vulnerability and then enable or disable hot
patching for this vulnerability on the displayed page. You can also select multiple
vulnerabilities and click Hot Patch or Remove to enable or disable hot patching for these

vulnerabilities at a time.

LLNoOTE

Hot patching prevents vulnerabilities from being exploited without disrupting operations or restarting

endpoints. When hot patching for high-risk vulnerability is disabled, the protection becomes ineffective.

To permanently prevent the vulnerability from being exploited, install a patch.

3.6.5.2.2 Endpoints
1. Viewing and managing endpoints

On the Endpoints tab page, you can view information, such as the endpoint name, status,
IP address, group, operating system, and high-severity vulnerabilities hot-patched and not

hot-patched.

Q Refresh Endpoint Type ¥ Endpoint Stat. ~ | Group ~ | LastDetected ™ | Endpoint, I ad

Ne.  Endpoint Endpoint Status 1P Address Group os Al Pending Vulns (High) Patched Ignored  Last Detected Operation

1 ctios ® online i Jianhow Windows 7 Prafessional Send a5 [} as 0 2021-06-0106:5604 Fix
2 Sva-winid ® online Ungrouped Endpoints  Windows 10 Proxéd 6 6 o 0 2022-05-0708:25:44 Fix
H EX ® online E Ungrouped Endpoints  Windows Server 2016 Standar. H B o 0 2022-05-07021857 Fix

a Jianhow-20 ® online - = Sianhow Windows 10 Proxé4 a 4 o 0 2022-05-091008:34 Fix

You can filter endpoints by endpoint type, status, and group or enter an endpoint name or [P
address in the search box to search for the specific endpoint. It facilitates accurate locating

and O&M management of endpoints.
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2. Enabling or disabling hot patching

You can click Fix in the Operation column of a vulnerability and then enable or disable hot
patching for this vulnerability on the displayed page. You can also select multiple
vulnerabilities and click Hot Patch or Remove to enable or disable hot patching for these

vulnerabilities at a time.

LLNoOTE

Suppose the system does not detect any endpoints that need to be hot-patched. In that case, the hot

patching function may be disabled, or no high-severity vulnerabilities exist in the managed endpoints.

3.6.6 Threat Hunting

When new threat intelligence is known to customers or obtained externally, the relevant
intelligence information can be retrieved through a simple combination of criteria (such as
IP, domain name, behavior, etc.). You can initiate threat hunting for all endpoints on the
entire network, locate the hosts, processes, and other related information about potential
threats, and help customers discover new threats or troubleshoot potential risks on the entire

network.

3.6.6.1 Single Condition Search

Single condition search includes domain name access query, network connection query,

executable file hash query, and file name query.
Domain Name Access Query

Enter single or multiple domain names, separated by "," (English commas), to retrieve any
device that has the behavior of communicating with the associated domain name. The

domain name supports fuzzy queries using the "*" wildcard.

Example: The domain name related to the Emotet virus was known. Therefore we can
query the endpoint that may be infected with the Emotet virus and the corresponding

process information that communicates with the Emotet virus domain name.

Query:

vidriodecoracion.com,varivoda.com,wakan-tanka.com,white-on-rice.com
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The query result is shown below.

peman Name "

12 online endpoints searched and 1 matches found from 1 endpoints. ©

No. Endpoint Process File MDS Process Path U Argument Domain Visits

1 K2 PC(1010.1010) chrome.exe TheTbaacde0sSbb02bes52710132ee1 cprogram files (86)\google\chrome\applicatiorchrome... --type=utity -utity-sub-type=networkmojornNetworkS.. 2

No. Time Domsin Name Returned Address

1 2022.09-02 163845 34.102136.180;

2 2022-09-02 164836 Jidviodecaracion.com

Network Connection Query

Enter single or multiple IP addresses, separated by "," (English comma), to retrieve the
endpoint and corresponding process information that contains the network connection

behavior of the retrieved address in the source IP or destination IP.

Example: IP information related to the Emotet virus was known, we can query the endpoint
that may be infected with the Emotet virus and process information that communicates with

the IP address of the Emotet virus
Query: 216.10.40.16,91.121.54.71,209.236.123.42,77.55.211.77

The query result is shown below.

pachess - HSDAIGDISTBTSRENSALT

15 online endpoints searched and s matches found from 1 endpoints. @

€U Argument Network Access

K2 PC(10.1010:10) telnetexe 18515¢120d235295d83ab 72607383 n32\telnetexe telnet 77.55211.77 22312 1

Executable File Hash Query

Enter the MD5 or SHA256 value of one or more suspicious program files to be queried,
separated by "," (English comma), to retrieve the endpoint and corresponding process that
match the input file hash in process operation events and loaded module events

information.

Example: The SHA256 of files related to the Emotet virus was known. We can query

endpoints that may be infected with the Emotet virus.

Query:
382059484¢c580d51512e9171728e7fe8

The query result is shown below.
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File Name Query

Enter the file names of single or multiple suspicious files to be queried, separated by ","

b

(English comma), to retrieve the endpoints and events related to the entered file names. The

file name supports the "*" wildcard for the fuzzy query.

Example: The name of the Emotet malicious file was known, and we can query the

endpoints that may be infected with the Emotet virus.
Query:
explorer.exe,userinit.exe,cmd.exe

The query result is shown below.

= online endpaints searched and 26 matches found fram = endpcinte. @

3.6.6.2 Group Conditions Search

Group Conditions Search Query

The search statement consists of search object, field name, value, comparison operator
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and logical operator, as shown in the following figure.

"Powershell

£l

N.eh\-'ork_src _ 111 OR Process.proc _
_ip ess_name

Example: Mining virus detection

Query: (DNSEvents.domain = "*xmr*" AND DNSEvents.domain = "*pool*") OR
(NetworkEvents.dst port = "4444" OR NetworkEvents.dst port = "5555" OR
NetworkEvents.dst port ="6666") OR (ProcessEvents.process_commandline = "stratum://"

OR ProcessEvents.process_commandline = "cpu-priority")

LLNoOTE

The search query is not case-sensitive.

The query result is shown below.

Group Conditors ¢ S—— gt OR¢ pon= st o= 55", po— P,

13 online endpoints searched and 2 matches found from 2 endpoints. ©

€L Argument Network Access Proc:

No. Endpoint Process File MDS

\applicati.. --type=utity -utiity-sub-type=networkimojorn.. 20

1 CTI0047(192.200.19.54) chrome.exe fef78fedd0es ciprogra files

det ip=172.16.0.254; dt port=1444; protocol=TCP; src_ip=102.200.19.54; src_port=55578;

P000\appdatalroa.. "CAUsers\administratorSCCORPOOO\ApPDatal... 1 0

2 USER-PC-20228(102.1.. utorrent.exe 600f20abcclfafSbd20965d07b6E.

Object and Field Descriptions

Retrievable objects include domain name access, network connections, process operations,

file operations, loaded modules, and device information. The specific objects and

corresponding fields are as follows.

Domain access fields:
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Field

tirmestarap
device_name
action_type
dotriain

returm_ip
process_id
process_nare
process_rnds
process_SHAZSE
process_path
process_cornandline

process_user

Dezcription

Tirne Detected
Endpoint

Action

Dioroain Mame Cueriad
Fetumed &ddress
Frocess 1D

Process Name

Frocess File WDS
SHA&Z56

Frocess Path

Frocess Exgcution Cororaand

Process User

Network Connection Fields

Field

timestamp
device_narme
action_type
sIC_ip

src_port

dst_ip

dst_port
protocol
process_id
process_name
process_rads
process_SHAZSE
process_path
process_coraraandline

process_usey

Description

Time Detected
Endpoint

Action

Source [P

Sre Port

DstIP

Dist Port

Frotocol (TCRUDE)
Process [D

Process Mame
Process File MDS
SHAZSH

Process Path
Frocess Execution Cornmand

Process User

File Operation Fields

Ezample

2021-06-1412:12
edi1043010.32.36.52)

Aecess Dormain Mare

i corn

30156 69.79,220 181 38,148

43035

PING EZE
O26hedd 77 7a0f471 Ad2d221 55862
143501449370 2ee020alcfe B0 3eefeth 1ha ScB326945
CAWINDOWSteystern 3 2IPING EXE
CAWINDOWSleysternS2IPING EXE

NT AUTHORITYVEYETEM

Ezample
2021-06-14 12:12
edr043(10 32 36.52)
Metwork Aecess

B e

22345
192.168.1.1

20

tep

4305

FING EXE

028 hedd TT TR0 71 Ad2d28] 358628

1d3501 4493 7e02ee000a0cfeP05eefefh 1 ha ScE326045.

COWINDOWSleyetern32PING EXE
CAWINDOWSisystern 32 PING EXE

NT AUTHORITYVEYETEN
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Field

timestarap
device_nare
action_type
file_narme
file_rnd?
file_shali6
file_path
prev_file nare
is_exdst
process_id
process_name
process_rdS
process SHAZSE
process_path
process_cormatdline

process_user

Drescription
Tirne Detected
Endpoint

Artion

File Mame

File MDS

File SHA256

File Path

Original File Path
File Exsts
Process ID
Frocess Mame
Process File WIDS
SHA256

Process Path
Process Execution Coramand

Process User

Process Operation Fields

Field

tiraestarap
device_narme
action_type
child id
child_narme

child md%
child_shadsa

child path
child_comrmandline
child user
process_id
process_path
process_rad5
Process_naris
process_SHAZSE
process_cormandline

Process_user

Drescription

Time Detected

Endpoimt

Action

Child Process ID

File Mare of Child Process
File MDD of Child Process
File SHAZ36 of Child Process
Child Process Path

Child Process Execution Cormmand
Chuld Process User

Process ID

Process Path

Process File MD35

Process Maroe

SHAZSE

CLI Argurent

Process User

Module Loading Fields

Ezxample

2021-06-1412:12

edrl043(10 32.36.52)

Create a file

sas php

fR2hedd 7T T a0f4 71 dd2d281 55862

O3d42h 19445 Th 1 90de | fhPhEE3T011a58de 1£742871.
Ewrarwisss php

Ewrznaishell phyp

Yesltlo

4305

FING EXE

O26hedd 77 alf471 dd2d281 55862

143501 4493702209 0a0cfe 00 3eedeth 1 b ScE326045.
CAWINDOWSlswster 3 2IFING EXE
CAWINDOWSleweter T2 ING EXE

HT AUTHORITYVEYETER

Ezample

a021-06-1412:12

ecr0043(10.32.36 523

Create Process

4305

SearchFilterHost exe

H2Ehedd T 770471 dd2d281 55862

(a3 7d0dbéd5dT4eM L dEebe 3400 L acd4adT1 3264653,
CAWINDOWSlsystern 32 SearchFilterHost exe
0812816 824 8102 220

NT AUTHORITYSVSTEN

0733

CAWindowslsysterndiservices exe

H2Ehedd T 7704171 dd2d251 55862

services.exs

135014493 7e02ee0P0a0cfc003eefefh 1A ScE3 26045
CiWindowsleystern 3 Dservices exe

NT AUTHORITYVEYETER
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Field Description
titestarng Tire Detected
devvice_narog Endpoint

action_ type Aotion

file_marae Loaded File Marae
fils_path File Path

file_rads Loaded File MD3
file_sha256 Loaded File SHA256
process_id Process [D

PIOCESS HAME Process Marne
process_mds Process File WID3
process SHA25E SHAZSE
process_path Process Path
process_cornrnandhine Process Execution Cormroand
PIOCESS Ser Process User

Device Information Fields

Field Drescription
device_name Endpoint
host_name Hostname
0F_hare o3
0F_VEISIOn (5 Version
mac_address WIAC Addresses
ipred_addresses IFerd fuddresses
ipvt_addresses TP+t fuddresses
cp_total Total CPU (Hz)
cpn_used CPU Used
metr_total Total Iermory Size
mer used Ileranry Used
disk total Total Disk Space
disk used Disk Space Used
SEY_NAre System Aecount
SIOUpP_hare Group
last_lngin_time Last Login Time
Value

Eszample

2021-06-1412:12

edr043(10.32.536.52)

Loaded Iodule

kermel32.dl

CWindows'Systern 3 kermel 52 41

el fiPdf Sefb B Tehb 331 ae36e 5affia s
G29814598ded50c1 91h0320955dd7 T T bac Thbee Lo 17,
4305

FING EXE

{92fbedd 77 T0f47] dd2d 281 55862
1d35014d937e02ee090a0cfe03eefiefb hEScE326045. .
CAOWINDOWSsyster 2 \PING EXE
CAWINDOWSsystern 2 \PING EXE

HNT AUTHORITYSYSTEM

Ezatnple
edr0043{10 32 36.52)
sangfor

Windowrs 7 Professional
6.1.7601 Service Pack 1 Build 7601
FEFCFE:11:98:F2
10.62.7.150

fed0:hleb: 5dE9:fHe] 6342
24GHz

1GHz

40961 IEB

10241IB

S0GE

2058

A cministrator

A dministrators

2020-03-16T0O7:41:16 7302

Double quotation marks are required when entering the value. Support wildcard search,

support single and multiple character wildcard search within a value that uses the "*" sign

to indicate multiple character wildcard search and match zero or more characters. The

wildcard "*" can only be used in conjunction with the comparators

(not equal).

n_n n—n

(equal) and

Example: Search for the word mongodb or mondodb, which can be written as: mon*

Comparison operators
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Operator Motes

= Exqual to

= Greater than

== Greater than or ecqual to

= Less than

== Less than or equal to

I= Mot egual to
Logical Operators

The log lookup system supports three operators: AND, OR, NOT.
1. AND Operator

AND means that both fields must be matched.

2. OR Operator

OR means that at least one field must be matched.

3. NOT Operator

NOT excludes the records containing a single item or phrase following the NOT operator.

3.6.7 Remote Access

The remote access function allows you to obtain endpoint troubleshooting logs, which

facilitates O&M management.

3.6.7.1 Upload Script File

The Upload Script File page supports sending scripts to endpoints and executing them on

Linux and Windows endpoints.

Response Upload Script File

I Threat Response
Seript:

a
1}

@ Remediation

Endpoints :
@ Threat Hunting

Rermarks :
E Remote Access

Upload Script File
et ootngilogs Script Sample : Download

@ Indicators

& Exclusions
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Script: Upload the script files to be sent to the endpoints; their size is no more than 1MB.

Endpoints: It specifies endpoints to be sent to the scripts.

LNoTE

1. Upload script only can select endpoint in online status.

2. To enable this feature, the super administrator account must enable TOTP authentication. Please refer to

Chapter 3.8.3.3 for the configuration details.

3. Only a super administrator account can use this feature.

3.6.6.2 Troubleshooting Logs

1. Choose Response > Remote Access > Troubleshooting Logs, click Obtain Logs,

and select an endpoint and a log type, as shown in the following figure.

Obtain Logs

Endpoint : CTIO0AT

Operation :  Operation

Cancel

2. Click OK. After logs are obtained, click Download to download the troubleshooting

logs of the endpoint.

B Obtain Logs & Download 1 Delete QQ Refresh Operation v | Period ~ || Endpoint, IP address
No.  Endpoint Operation Period Status Operation

1 WINDOWSS(10.62.4.46) Al 2021-06-29 00:09:07 Operation successful. Delete

3.6.7.3 Troubleshooting Log Management

1. On the Troubleshooting Logs page, you can view the endpoint name, log type, and

status of a log, filter endpoints by log type and task period, and enter an endpoint name
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or IP address in the search box to search for the specific endpoint.

Troubleshooting Logs

EOtanlogs ~ ®Cownbad  [fDeete  (Retesh Besic config v Period
(7 @ Operstion Basic config

u No.  Endpoint Qoeration Period Sat s Baskmnﬂg ) Operation

I Ged0IS(03236175) Endpointmyr, Comecion Serng, PCPRC.. 2021-05-9 001046 (8 (JReline Pt Dowrioad ' Delte
t} [ Detection and

Cobtinnn

2. You can select one or more logs and click Download or Delete to download or delete
the logs. You can also click Download or Delete in the Operation column of a log to
download or delete the log. The following figure shows the Troubleshooting Logs
page.

Troubleshooting Logs

B Obtain Logs 4§ Download i Delete Q Refresh Basic config ~  Period - | &

B  No. Endpoint Operation Period Status Operation
1 6-edr0155(1032.26.175) Endpoint mgr, Connection Sharing, IPC PRO...  2021-06-29 00:10:46 Operation successful. Download  Delet
2 WINDOWSS(10.62.4.46) Endpoint mgr, Connection Sharing, IPC PRO... 2021-06-29 00:10:46 Operation successful. Download | Delet

3.6.8 Blacklist and Whitelist

3.6.8.1 Black and White List According to the File MD5

To respond quickly and improve operation and maintenance efficiency in the case of false
positives and false negatives, it supports blacklisting and whitelisting according to file
hashes. Go to Response > Indicators, as shown in the figure below. When a malicious file
is found to be missed or falsely reported, a black and white list can be set based on the file

hash.
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New

File Hashes :| Support multipls file hashes. One entry per o

Action 0 Alert and Fix Allowr

Remarks :

Cancel

Response actions include Alert and Fix, Allow.
Alert and Fix: When a missed report is found, set the response action to alert and fix.

Allow: When a false positive is found, set the response action to allow.

3.6.8.2 Add Whitelist According to File Directory and Suffix

NovaGuard supports whitelisting by file, directory, and suffix. In addition, it supports fuzzy

matching and batch import functions.

Go to Response > Exclusion, as shown in the figure below. When a false positive is found,
it can be excluded based on files, file directories, and suffixes. Viruses, real-time

monitoring, and webshell detection checking will not be performed on the excluded files.
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Mews

File Path :| Entries ending without a tradling slash (/) indicate files, and those with a trailing
Wileards *7 can be used for fuzzy match.
COine file per rowr.

4

Remarks :

Cancel

Exclude files: No "/" at the end indicates files, such as D:\2022\10tools\test
Exclude directories: "/" at the end indicates a directory, such as D:\2022\10tools\test\

Exclude suffix according to the suffix format .xxx, as shown below.

MNew

File Extension :| One extension per row. Extension format: oo

Remarks :

Cancel

3.7 Logs

The Logs module consists of the Security Logs, Coordinated Action, Operation Logs,

Admin Logs, and Reports nodes.

3.7.1 Security Logs

The Security Logs page displays security logs about different security policies, such as
malware, intrusion detection, vulnerability scan, security compliance check,
micro-segmentation, server protection, unauthorized outbound access, RDP secondary

authentication, USB control, and hot patching. The following figure shows the Security
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Logs page.

Security Logs

Operation Event Type Time Expand + Search

Anti-Malware ¥ e 2021-06-27 00:00:00 ~ 2021-07-03 23:... [

@ Bpot | (QRefresh

No.  Time Detected Endpoint P Address Type Description Status
bt ’ S ’ Threat: Trojan Win32.Save.a
~06-29 00:05 6-edr0155 103 ’ i fin
1 20210625, 000524 bERar0155 23605, Trojan Infected File: ch\users\user\desktop\Oc24eadbeabf34fdefa71claladfsdg  ~on9ng
s s . . Threat: TrojanWin32Save.a ;
021-06-29 0002 -edr01 3236175 r 4 ; fin
2 2021-06:23 0002:11 Gredr0155 10323617 Trolan Infected File: ch\users\user\desktop\SFZ#5% (3)\Ocfeeff0a0779630a5a..  —<"9ng
3 2021-06-28 23:37:59 6-edr0155 1032.36.175 Others filisal Seatns W B2 Save Pending

Infected File: c\users\usenappdata\iocal\microsoft\windows\inetcache\i..

You can filter security logs by log type, statistical period, and time and click Expand to
further search for security logs by endpoint name and IP address. You can click Export to

export the search result.

Security Logs

Operation : Event Type : Time : Eollmsers m
Anti-Malware * * 2021-06-27 00:00:00 ~ 2021-07-03 23:... [
Endpoint IP Address Status
= All kg
et | O Batrach

3.7.2 Coordinated Action

The Coordinated Action page displays information about integration between NovaGuard
and other products, including NGAF, Cyber Command, IAG, Platform-X, and Neutral-X.
The information includes the overall integration status, integration time, IP addresses and
types of integrated devices, integration type, and integration description. The following

figure shows the Coordinated Action page.

Logs = Coordinated Action

A Security Logs

e o tme amiotmeon-monznes @ . |

1 Admin Logs

1 Reports

You can filter integration logs by integrated device, statistical period, and time and click
Expand to further search for integration logs by endpoint name, IP address, and integration

type. You can click Export to export the search result.

3.7.3 Operation Logs

The Operation Logs page displays operation logs about remote access, including the
operation time, endpoint name, IP address, OS, type, and execution status. The following

figure shows the Operation Logs page.
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Operation Upload Seript File v status A v Time 2022016000000 - 2022-10.22 235859 [T

No. Time Endpoint 1P Address os Type Statuz

You can filter operation logs by script file name, statistical period, and time and click
Expand to further search for operation logs by endpoint name, IP address, and execution

status. You can click Export to export the search result.

3.7.4 Admin Logs

The Admin Logs page displays logs about administrators' operations on the NovaGuard
Manager, including the operation time, username, IP address, operation type, object,
description, and result. The following figure shows the Admin Logs page.

Logs = Admin Logs

B Securlty Logs

@ Eport  QRefresh

1 Coordinated Action
B Operations Logs

B A Logs No.  Time Username 1P Address Action Module Description Result

1 Reports 1 2022-10-20 15:4450 adrminzys [ - ogin Endpoint Secure Ma..  Login successful Successful

You can filter admin logs by statistical period and time and click Expand to further search
for admin logs by username, IP address, and execution status. You can click Export to

export the search result.
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3.7.5 Reports

3.7.5.1 Export

In the Security Report area, you can export the endpoint security report. The report
analyzes the security status of network-wide endpoints, helping you quickly understand
business and network security risks. When exporting the report, you can specify the report

name, period, and format. The following figure shows the configuration page.

Logs Reports

@ Security Logs
I Security Report

1 Coordinated Action

Periodic : © Endpoint Security Reporting (0 Group
B Operations Logs Report Neme : Default (Endpoint Security Report) @ Specified
B Admin Logs Endpoint Security Report
L g Time Range : © vesterday Last 7 dsys | Last 30 days () Specified

3.7.5.2 Scheduling & Distribution

In the Scheduling & Distribution area, you can select Enable to subscribe to reports and
configure the report name, report type, sending time, and recipient. The following figure

shows the configuration page.

| Scheduling & Distribution

Enable

Repart Marme : © Default (Endpeint Security Report) Specified
Periodic (@ : Daily © weekly Monthly

Send At (D : Ever x Fri i 1500 x
Recipient : Marne

MNarme Email Address Operation

test jianhow.choong@sangforcom Delete

The parameters are as follows:

Version 01 (Jan.10, 2023) 166



ForeNova NovaGuard V3.7.12User Manual

e  Periodic: The options include Daily, Weekly, and Monthly, which indicate reports
generated by one calendar day (00:00-24:00), one calendar week (Monday-Sunday),

and one calendar month (the first day to the end day of a month), respectively.

e Send At: time for sending reports to the recipient.

3.8 System

The System module consists of Agent Deployment, System Updates, Integrated Devices,

Branches, Administrators, Licensing, and System nodes.

LNoTE

For details about Agent deployment, see Installation. For more information about system updates, see_

Product Update.

3.8.1 Integrated Devices

The Integrated Devices page manages integration between NovaGuard and Cyber
Command and MDR. Security integration provides threat detection, scanning, and removal

solutions for customers.

The following figure shows the Integrated Devices page. You can click How to Connect

to view configurations for integration between NovaGuard and different products.

Integrated Devices How to Connect?

5 Add Device Q Refresh Device Type v AccessTime 7 | LastIntegration ¥

No.  DeviceName  Device Type Device IP Integrated Devi... Version Integration Settings Remarks  Access Time Last Integration Operation

You can view integrated devices and details about each integrated device on the Integrated
Devices page, including the device name, type, IP address, version number, access time,
and last integration time. You can filter integrated devices by device type, access time, and
previous integration time and enter a device name or an IP address in the search box to

search for the specific device.
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In addition, you can click Test Connectivity or Delete in the Operation column of an

integrated device to test connectivity or remote integration for the device.

The following table lists function supported for integration between NovaGuard and other

products.

MDR - - - - - - - -

Cyber
No Yes Yes Yes Yes Yes Yes No
Command

Table 8: Functions supported for integration between NovaGuard and other products

LLNoOTE

Since the MDR service is not available yet, it will not be further described here for MDR integration.

To integrate NovaGuard with any product required to enable the Device Integration setting.
Choose System > System > General, enable Device Integration, and set the access time

of the integrated device, as shown in the following figure.

I Device Integration

Allow device to connect within &0 minutes

LLNoOTE

You should only enable the Device Integration option when other ForeNova products are first time

connected.

3.8.1.1 Integration with Cyber Command

Integration between NovaGuard and Cyber Command enables correlated virus scan, and

inbound and outbound traffic isolation for risky endpoints after malicious files or risky
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endpoints are found by Cyber Command. In addition, security logs generated by
NovaGuard can be reported to Cyber Command for centralized operations and analysis. To

integrate NovaGuard with Cyber Command, ensure that the following conditions are met:

Network connectivity: Cyber Command can communicate with TCP port 443 of
NovaGuard, and the NovaGuard Manager can communicate with TCP port 7443 of Cyber

Command.

Version: The Cyber Command version is 3.0.49 or later.

To integrate NovaGuard with Cyber Command, you only need to configure the NovaGuard

Manager or Cyber Command Manager.

Integration Procedure on the Cyber Command Manager

Step 1. Log in to the Cyber Command Manager, choose System > Correlated Devices,
and click New. On the Add Device page, edit the device's IP address, name, and type and
click OK. The following figure shows the configuration page.

]
New :
* Device IP: |
* Device Name: Sangfor Endpoint Secure
Type: Internet Access Management
© Endpoint Secure
SSL VPN
Wireless Access Controller
Branch Business Center
Port: 443

The parameters are as follows:
Device IP: Enter the IP address of the NovaGuard Manager.
Device Name: Customize a device name that is easy to identify.

Type: Select NovaGuard.
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Step 2. After successful integration, the integrated Cyber Command is displayed under
System > Integrated Devices of the NovaGuard Manager. You can view details about this

Cyber Command and test connectivity.

Integration Procedure on the NovaGuard Manager

1. Log in to the NovaGuard Manager, choose System > Integrated Devices, and click
Add Device. On the Add Device page, edit the device type, name, IP address, and
correlated localhost IP address and click Next. The following figure shows the

configuration page. For details, click How to Connect.

Add Device ®

© Use device name and password

e Integration Options 2 Data Reporting (Optionaly
Peripheral Type : Cyber Cormmand -
Hew to Connect?
*MName :
*Device IP Address :
*Local IP Address : 192.168.11.1580 e

Remarks :

Cancel

The parameters are as follows:

Device Type: Select Cyber Command.

Name: Customize a device name that is easy to identify.

Device IP Address: Enter the IP address of the Cyber Command Manager.

Local IP Address: Enter an IP address of the NovaGuard Manager that can communicate

with Cyber Command.

2. Click Data Reporting and select the types of logs to be reported, as shown in the

following figure.
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Data Reporting

Security Logs

Report security logs

Cancel

Security Logs: After selecting it, NovaGuard will report selected information to the Cyber

Command Manager for centralized analysis.

Integration Effect

1. NovaGuard security log reporting

Security logs generated by NovaGuard can be automatically reported to the Cyber

Command Manager for centralized analysis and operations. On the Cyber Command

Manager, you can choose Analytics > Security Logs and select NovaGuard as the data

source to query and analyze security logs reported by NovaGuard, as shown in the

following figure.

# Export Logs & Code Converter () Refresh () Auto Refresh «
Q Filter: Tim 00-2020-05-27 23:59:59) | Attack t i
No. Time/ Period Severity LogType ¥  RiskType ¥ Detected By
1 2020-05-27 21:48:28 b Antivirus EDR(192.16...
2020-05-27 21:48:28 Antivirus EDR(192.16...
3 2020-05-27 21:48:28 t Antivirus EDR(192.16...
4 2020-05-27 21:48:23 k Antivirus EDR(192.16...
g 2020-05-27 21:48:23 + Antivirus EDR(192.16...
6 2020-05-27 21:48:21 H Antivirus EDR(192.16.

2. Correlated virus scan

Action (Allow,Deny) | Src IP(A

Source Locatio DstIP ¥

Haost

Host

Host

Host

Host

Host

Dst Subnet

Internet

Internet

Internet

Internet

Internet

Internet

Status Code ¥ Description

Cyber Command can correlate with NovaGuard for virus scans when identifying risky

endpoints. Under Response > Risky Hosts of the Cyber Command Manager, you can

correlate Cyber Command with NovaGuard to perform virus scans for identified risky

endpoints and isolate, trust, or ignore identified malicious files. The following figure shows
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the integration page.

Correlated Response

A Virus event occurred. Suggestion: Enable access control to block connections with controller. Enable threat scan to clean up virus-infected files.

Correlated Block

Block all outbound accesses from a specific host or inbound accesses to that host.

Access Control

Prevent a specific host from accessing specified IP address and port to block abnormal and attack behaviors.

Browsing Risk Notification

Notify users of risks and solutions when surfing the Internet with browser.

Account Lockout

Block infected hosts from accessing the Internet to reduce the risk of regulatory notification, and speed up response.

3. Risky endpoint isolation

Cyber Command can correlate with NovaGuard to isolate risky endpoints when it identifies
risky endpoints. Under Response > Risky Hosts of the Cyber Command Manager, you can
correlate Cyber Command with NovaGuard to perform endpoint isolation, outbound

isolation, or inbound isolation operations. The following figure shows the integration page.

Correlated Response

Enabl

& Virus event occurred. Suggestion: Enable access control to block connections with controller. scan to clean up virus-infected files.

0 @ Correlated Block
@ Block all outbound accesses from a specific host or inbound accesses to that host.

Access Control
Prevent a specific host from accessing specified IP address and port to block abnormal and attack behaviors.

@ Browsing Risk Notification
(D Notify users of risks and solutions when surfing the Internet with browser.

(] Account Lockout

= Blockinfected hosts from accessing the Internet to reduce the risk of regulatory notification, and speed up response.

3.8.2 Branches

The Branches page consists of the Branch Monitor and Branches tab pages for cascading
NovaGuard management. Up to three cascading layers are supported, and each NovaGuard
can be cascaded with up to 20 NovaGuard Managers. The following figure shows the
NovaGuard cascading

environment.
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Endpoint Secure
Cascading

Environment
T . . . . . .
L — J
up to 20

3.8.2.1 Branches Setting

1. The lower-level NovaGuard Manager generates the connection code.

Log in to the lower-level NovaGuard Manager, go to System > Branches > Branches,

and click Connection Key, as shown below.

Branch Monitor Branches

Host Licensing Server Licensing

+ New © Connection Key T2 Syne Data ) Refresh

N, Branch Name Primary Manage 1P Address Licensing ... Available/Total Points  Connected/Max Endpoints  Last Synced Operation
Message

For security, please enter the password the current account
password.

Password

Local IP Address for Branch Connection

1P Address 1 | 192.168.20.212 ¥

Close

Enter the admin account password and click Generate to generate the connection key, as

shown in the figure below.
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Message X

A Expiration Time: 2021-12-07 03:13. Each key can only be used once.

Local IP Address for Branch Connection

IP Address:  192.168.20.212 v

Connection Key

32303037333732323633337C61646D696E7C4544527C4544527C332
E352E3130454E5F425F31643136636631337C3139322E3136382E323
02E3231327C5B5D7C5B5D7C7B226C696E6B5F74797065223A312C2
26465766963655F6964223A22386534313837663465353931343834
3634376636306565666135356431353838227D7C433543463041314
3423338463738574134363932304131413341334642334145323034
3137363239434132443538363732314439553232383042323141333
8443346333230374336314637433632354235433744454631453831
3338334244374539423844324538443342504332383733323434313
0363542434342434436467C45303035463633373236414537454445
3041354336343239334246384641303745324646333633453038444
2323644373433323544304446424437303538333046333430364244
3746303942364545363244433641394637464137353845323631323
1383339423835363443453639363135374536383931454245303736
46347C56347C

Copy the connection key to the primary manager to complete the
connection process.

Close

Click Copy to copy the connection key to the superior NovaGuard platform to complete the

branches' docking.

Version 01 (Jan.10, 2023) 174



ForeNova NovaGuard V3.7.12User Manual

2. Enable the SSH service on the lower-level NovaGuard Manager platform.

Log in to the lower-level NovaGuard Manager, go to System > General > Network >

Advance, and enable the SSH server Service settings, as shown in the figure below.

Interfaces Routing Advanced

| SSH Service

Enable

Ft

Port ; 22345 ()

3. The superior NovaGuard Manager completes the branches' docking.

Log in to the superior NovaGuard Manager, then go to System > Branches >

Branches, and click New, as shown below.

New X
*Branch Name : TACBranch

*IP Address : 192.168.20.212

*Port : 443

*SSH Port (@ 22345

*Admin Account @ : admin

*Admin Password (@) : sscscssssee

Branch Cennection Key : 32303037333732323633337CH1646D696E7C4544527

C4544527C332E352E3130454E5F425F3164313663663
1337C3139322E3136382E32302E3231327C5B5D7C58 «

How to Obtain Connection Key?

Remarks :

Test Connectivity Cancel “

Fill in the Branch/Name, Branch NovaGuard platform IP, Branch NovaGuard console

login port, Branch SSH port, branch admin account and admin password, and the

Version 01 (Jan.10, 2023) 175



ForeNova NovaGuard V3.7.12User Manual

connection key.

Enter the login password of the current management platform, click, and the cascade is

successful, as shown in the figure below.

Branch Monitor Branches

Host Licensing Server Licensing

g 20 - 2606 29 2690

Available Endpoints : Available License Points Available Endpoints Available License Points

=+ New © Connection Key T sync Data (Q Refresh
No. Branch Name Primary Manager IP Address Licensing ..  Available/Total Points  Connected/Max Endpoints  Last Synced Operation

TACBranch Local Manager 192.168.20.212 Standalone... - - 2021-12-06 15:25:20 Edit | Delete | Sync | Adjust Licensing

Host Licensing: Display the available host access and available host license points at this

level.

Server Licensing: Display the available number of server access and available server

license points at this level.

The branch's success page displays the name of the lower-level platform, IP address,

licensing mode, available license points, and connected endpoints.
, last synced and related operations.

Licensing mode: In the branch’s deployment scenario, the lower-level management

platform has two modes: Standalone licensing and Cascade licensing that can be adjusted.

Standalone licensing: The lower-level management platform opens the licensing by itself,
and the upper-level management platform cannot dynamically adjust the lower-level

management platform.

Cascade licensing: Branches licensing-- the upper-level management platform allocates the
licensing of the lower-level management platform, and the upper-level management
platform can dynamically adjust the licensing of the lower-level management platform

according to the actual situation.

Remaining/total authorized resources: The number of remaining authorized resources

and total authorized resources of the lower-level management platform

Connected/maximum accessible terminals: The number of terminals that the lower-level
management platform Connected and the number of terminals that support the maximum

access.
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3.8.2.2 Branches Effect

1. View the Not Compromised status of the lower-level management platform

Open System > Branches > Branch Monitor, move the mouse to the lower-level

management platform, and display the lower-level management platform.

Not Compromised status, click Visit Branch Manager to jump to the login page of the

lower-level management platform console, as shown in the figure below.

@ TACBranch X
Ransomware / Infected Endpoints: 0/0
Other Malware / Infected Endpoints: 0/0
Brute-Force Attacks / Infected Endpoints: 0/0
WebShell Backdoors / Infected Endpoints: 0/0
Botnets / Infected Endpoints: 0/0
Vuln (High) / Infected Endpoints: 0/0
Critical: 0
o U Severe: 0

TACBranch 2 e
e R Medium/Low: 0

Quarantined: 0

Local Manag:

0 @ Online: 0

Offline: 0

' Visit Branch Manager '

2. View the access terminal of the lower-level management Endpoints

Open Endpoints > Groups. You can view the Administrator of the lower-level

management platform, as shown in the figure below.

Groups + New =+ More kzes (@ online / 0 in total)
e More () Refresh Monitoring St.. ¥ | Auto Grouping ¥ Endpoint Type *  Endpoint Status ¥ Search

No.  Endpoint Endpoint Status Group 1P Address MAC Address os CPU Usage Memory Usage

3. Branches Licensing

When the total number of licensings is fixed, and the number of licensings in each Branch
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needs to be dynamically adjusted, you can use the cascaded licensing.

The upper-level management platform opens the total authorized resources, and the
lower-level management platform does not need to open the licensing. The upper-level and
lower-level management platforms form a branch deployment, and the authorized resources

can be dynamically adjusted to the lower-level management platform.

Open System > Branches> Branches. The branch effect is shown in the figure below.

Branch Monitor Branches
Host Licensing Server Licensing
17 = 2506 27 = 2629
Available Endpoints Available License Points Available Endpoints ~ Available License Points
=+ New © Connection Key T2 Sync Data QQ Refresh
No. Branch Name Primary Manager 1P Address Licensing ... Available/Total Points  Connected/Max Endpoints  Last Synced Operation

Hosts: 90/90 Hosts: 0/3
1 T el [ 124 39: el
ACBranch Local Manager 192.168.20.212 Cascade Li.. ¢ /60 ploiejiitr, oY 2021-12-06 15:39:16 Edit | Delete ' Sync | Adjust Licensing

Click Adjust Licensing to enter the licensing adjustment page, as shown in the figure

below.

Adjust Licensing X

Select a licensing mode for branch managers:

Standalone Licensing Cascade Licensing
4 Each branch manager has its own Licenses for branch managers are
° license which is not managed by managed by the local manager. Any
the local manager but by the @ time remaining on the original
branch manager itself. license of the branch manager will

be suspended.

Endpoints Licenses of the Branch

- day(s)

0/60 6
5 : License Period of Connected
Connected/Max Endpoints Endpoinis

Available License Points () : 5400

The licensing mode of the lower-level platform can be set to Standalone Licensing or

Cascade Licensing. Standalone licensing is the lower-level management platform.

You need to open the licensing yourself, and the upper-level management platform cannot

dynamically adjust the licensing to the lower-level management platform.

As shown in the figure below, Cascade licensing allocates the access number and usage

Version 01 (Jan.10, 2023) 178



ForeNova NovaGuard V3.7.12User Manual

time of the lower-level platform PC and server according to the Duration.
Adjust Licensing X

Select a licensing mode for branch managers:

Standalone Licensing Cascade Licensing

Each branch manager has its own Licenses for branch managers are
@ license which is not managed by managed by the local manager. Any

the local manager but by the time remaining on the original

branch manager itself. license of the branch manager will

be suspended.

Adjust Endpoints Licensing (the branch has 0 endpoints connected)
Max Number of
Endpoints: =0 +

Min License Period

(Months) (D : - |0 +

Branch License Points

®: 0

After the cascade licensing adjustment is successful, as shown below

Branch Monitor Branches
- . .y
Available Endpoints Available License Points
=+ New © Connection Key T2 Sync Data () Refresh
No. Branch Name Primary Manager 1P Address Licensing .. Available/Total Points  Connected/Max Endpoints  Last Synced Operation
1 TACBranch Local Manager 192.168.20.212 Cascade Li... | 30/30 o/1 2021-12-07 12:43:22 Edit | Delete | Sync = Adjust Licensing

A\ NOTICE

1. If the adjusted lower-level platform can authorize the number of PC Endpoints and servers lower than
the number Connected to the lower-level platform, reclaim the excess Endpoints licensing in the following

order: Disabled Endpoints> offline Endpoints> online Endpoints.

2. The authorized number is not occupied in the Endpoints group management if the Endpoints status is
Agent uninstalled or Not Licensed.

3. Using the branch's licensing scenario. The lower-level administrator does not need to activate the

licensing. The lower-level administrator does not need to activate the licensing. The upper-level and
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lower-level management platforms form a branch deployment, and the authorized resources can be

dynamically adjusted to the lower-level management platform.

3.8.3 Administrators

3.8.3.1 Administrator Permissions

You can perform the following operations to create administrators with different
permissions as required: Log in to the NovaGuard Manager, choose System >
Administrators, and click New to create an administrator user, as shown in the following

figure.

New Administrator User

“Username :
*Role: Security Admin
“Groups: Local Manager

Email Address:

Description :

Login Security

*Login Method :  Password Auth
*New Password :
*Confirm Password :

Login Restriction : || Only allow login from specified IP addresses

“ Cance‘

For the Role parameter, you can select different roles as required.
System Admin: only has permission to view the home page and configure system settings.

Security Admin: has all permissions except those required to perform operations on the
Micro-Segmentation, Integrated Devices, Reports, Administrators, System Updates,

Licensing, Branches, and System modules.

Audit Admin: has permission to view system information but has no permission to edit,

add, or delete information.

Different administrators have different operation permissions. It ensures permission-based

management of NovaGuard Manager accounts.
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3.8.3.2 Password Security Policy

You can configure a password security policy for managing the login to the NovaGuard

Manager based on your installation requirements. To configure a password security policy,

perform the following steps: Log in to the NovaGuard Manager. Choose System >

Administrators. On the Administrators page, select Password Security Policy from the

Global Options drop-down list. In the Password Security Policy dialog box, set

parameters as required, as shown in the following figure.

Password Security Policy X

Maximum Password Age : &4 Enable

Require password change after 90 days

Captcha: Enahle

Show captcha after 0 failed login attempts
Account Lockout : After 5 failed login attempts, lock account for 5 mins
Auto Logout Trigger:  Inactivity duration reaches 100 minutes

The configuration of a password security policy involves the following parameters:

Maximum Password Age: If you select Enable to enable the password validity
period, which is disabled by default, you will be forced to change the password during
login after the specified period expires (90 days by default, value range: 1-365). If you

do not change the password, you will be kicked offline.

Captcha: If you select Enable to enable the captcha function, which is enabled by
default, a captcha is displayed after the number of consecutive failed login attempts

exceeds N (0 by default, value range: 0-5).

Account Lockout: When the number of consecutive failed login attempts exceeds N
(5 by default, value range: 1-5), the login account is locked for M minutes (1 minute

by default, value range: 1-30).

Auto Logout Trigger: If no operation is performed for N minutes (10 minutes by

default, value range: 1-120) after login, the login account automatically logs out.
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3.8.3.3 Login Account Authentication

The NovaGuard Manager provides the Password Auth and Password + TOTP method for

authenticating login accounts.

3.8.3.3.1 Password Auth

If the account selects Password Auth, the user needs to insert a password for authentication

during login.

Login Security

*Login Method :  Password Auth T

.___:.',

*Mew Password :

“Confirm Password :

3.8.3.3.2 Password + TOTP

If the account selects Password + TOTP, the user needs to insert a password for
authentication during login. After passing the password authentication, the user needs to

insert the OTP code, which binds with the account.

-

Edit Account X

*Username :  adminsys ®

*Role: Super Admi -~ ®
*Groups : Endpoints b

. o

Email Address : @

Description: Administrator

Login Security

*Login Method :  Password + TOTP ™

*TOTP : [9 Generate

Login Restriction :|_| Only allow login from specified IP addresses

“ Cancel
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View Details
m Download an authenticator app.
Install any of the following apps on your mobile phone.
Google Authenticator FreeOTP Authenticator Quark Authenticator

m Bind your username and key in the authenticator app.

Method 1 Scan the QR code below using the authenticator app.

Method 2 (]

Username: admin_6766@edr.sangfor.com

Key: BOFKGYDTISCKTI3IXOMSWMTUUMODZV3R

Copy and Download Key Cancel

3.8.3.4 Login IP Address Restriction

NovaGuard Manager accounts can be used to log in to the NovaGuard Manager only from

authorized IP addresses. To set the IP addresses from which an account can log in to the

NovaGuard Manager, select Only allow login from specified IP addresses in the New

Administrator User dialog box when you create the account. Then, enter the required IP

addresses, as shown in the following figure.
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Login Security

Login Restriction

Description :

*Login Method :

*MNew Password :

*Confirm Password :

=
New Administrator User %
*Username : ©
*Role:  Security Admin * @
*Groups : | Local Manager b
Email Address : @

Password Auth i

@

: & Only allow login from specified IP addresses

il

Examples: 192.168.
192.168.0.0-25
192.168.0.0/25
192.168.0.0/16

[ R

5.25
5.25

[ R

0.
0

Cancel
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3.8.4 Licensing

NovaGuard license has a standard version or ultimate version. Different types of licenses

have different functional modules and security protection capabilities, as shown below.

Vuinerability Scan
Remediation
Security Compiiance Check

Prevention Asset Inventory

L N B < T < Y ]

Asset Discovery

Micro-Segmentation

Hot Patching

Realtime File Monitoring

Ransomware Honeypot

Ransomware Protection

Ransomware Defense

e o0a

Protection Fileless Attack Protection
End-of-Support Windows System Protection [ ]
RDP Secondary Authentication (Anti-Ransomware)
Trusted Processes (Anti-Ransomware)
Key Directory Protection (Anti-Ransomware)
Malicious File Detection (-]
APT Detection 9
Detection Brute-Force Attack Protection Qo
Coordinated Malware Response with XDR
Webshell Detection
File Quarantine
Endpoint Isolation

File Remediation
Response

(< I I < J

Virus Mitigation

Extended Detection, Defense and Response (XDR)
Threat Investigation

USB Control -]

Maintenance Unauthorized Outbound Access Detection (-]

G0 0G0 CG0G00060080080C000000C00000C0C0CO0CGOO0

Remote Support (-]

ted using points; each license point consumes 1 point for one day of usage.

3.8.4.1 Examples of License Calculation

If a customer purchases 200 license points, with a total duration of 1 year, and 100 points

have been installed and used for 6 months, the points are calculated as follows.
Total license points: 200*365=73000 points

Used license points: 100*180=18000 points

Remaining available license points: 73000-18000=55000.

If you use all 200 licenses = 275 available days.
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If you use only 1 license = 55000 available days.

Old version upgrade scenario:

Unlike the previous version, the current licensing version uses a points calculation method.
Therefore, licensing will be smoothly converted when upgrading the previous version to the

newest version.

Add point renewal scenario:

In the scenario of licensing expiration renewal or point addition, a new licensing ID or new
licensing file will be generated. Open System > Licensing, click Renew License, and

import the licensing file to activate or renew the licensing, as shown below.

Licensing

é? Endpoint Secure Manager

Gateway |D: A= =g License Owner: test

Time Activated: 2021-12-07 12:27:29 Licensed Endpoints: 60

| License Usage Details

- - b
© Utimate aiion

% 0/60 ® - day(s)

Connected/Max Endpoints License Period of Connected Endpoints @

License Point Usage (each connected endpoint consumes one license point per day)

Available License Points: 5400 Total License Points: 5400

Note: Total License Points = Max Endpoints x Minimum License Period (Days)

Renew License

Relicensing scenario:

The licensing allows two activations, i.e., the first activation and the activation after the
license has expired. The licensing information is related to the hardware of the management
platform. If the hardware information changes, the original licensing will be invalid. There

are two scenarios of re-licensing as follows.

The original management platform hardware information has changed and needs to
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be re-authorized:

4. Open System > Licensing and click Reactivate, as shown below.

| License Usage Details

9 Licensed Functionality &

License Point Usage feach connected endpoint consurmes one cense point per day)

fvailable License Points: 5400 Total License Points: 3400

Mote: Total License Points

Max Endpeints = Minimum License Pericd [Days)

Gateway ID: 336015367166

Method ® Step 1.

Click Export Device Info button to get device information file,

& Step 2.

Contact local Sangfor suppliers, provide exported device information file, and

you will get a license key file based on your order and device information.
® Step 3.

Import the license key file by clicking Import button to get licensed.

The original management platform failed, migrated to a new server installation, and

needs to be re-authorize:

Open System > Licensing, export the device info and find a ForeNova representative to get

new licensing.

3.8.5 System

The System module consists of the General, Data Backup, Network, Logging Options,
Update Options, Alert Options, and Tools nodes.

3.8.5.1 General

On the General page, you can set the date and time, endpoint auto-deletion policy, endpoint
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data collection interval, security patch download policy, device integration policy, domain
name collection policy, SSL/TLS protocol version, Simple Mail Transfer Protocol (SMTP)
server, and Terms of Use and Privacy Policy for the NovaGuard Manager. The following

figure shows the configuration page.

General

| Date and Time
Date/Tirme : 2022-10-21 10:25:45 Y. Sync with Local PC Obtain Systern Time

Sync tirme with NTP server periodically

NTF Server :

| Endpoint Auto-Deletion

Clean up offline endpoints staying inactive for 30 consecutive days (1-365) and revoke their authorization

| Remote Support

Use a fixed port 33445  for remote access (1)

| Endpoint Data Collection
Endpoint Detail Collection Interval thour) 4

Endpoint Status Update Interval (minute) 5 0]

| Security Patch Download

The manager downloads patches an behalf of the agent if patches cannot be downloaded from patch database. (@D Clear Security Patches

| Device Integration

Allow device to connect within - 1440 minutes

I Domain Name Collection

Enable domain name collection

1 SSL/TLS Protocol @

Protocel Version:  ETLS 1.0 BT L1

| SMTP Server
Sender ¢ Endpaint Secure
SMTP Server Address : smtp.office365.com
SMTP Server Port ¢ 587 ssL
Sender Address © jianhow.choong@sangforeom
Password @ LITTIT)

Send Test Email

| Data Processing Aareement and End User License Agreement

T have read and accept the Dats Processing Agreement, End User License Agreement

The parameters are as follows:

1. Date and Time: Set the date and time of the NovaGuard Manager. If you click Sync
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10.

with Local PC, the NovaGuard Manager synchronizes the time with the login PC. If
you click Obtain System Time, it will obtain the motherboard time of the NovaGuard
Manager server. If the NovaGuard Manager is accessible to the Internet, you can check
the Sync time with NTP server periodically checkbox. In this case, the NovaGuard

Manager synchronizes the time with the NTP server.

Endpoint Auto-Deletion: Enable automatic deletion of endpoints on the NovaGuard

Manager that are inactive for a long time to release idle licenses automatically.

Remote Support: Set the fixed port for the NovaGuard remote support function. The

computer can remotely control it through the set fixed port.

Endpoint Data Collection: Set the interval for collecting endpoint data for endpoint

checkup in hours. Enter an integer that ranges from 4 to 168.

Security Patch Download: If the Agent cannot download security patches due to lack
of access to the Internet, the NovaGuard Manager can download the security patches
on behalf of the Agent. Then, the Agent downloads the security patches from the

NovaGuard Manager.

Device Integration: Set the maximum period within which devices integrated with
NovaGuard are allowed to access the NovaGuard Manager. To ensure the access
security of integrated devices, such as IAG, NGAF, and Cyber Command, the
integrated devices can access the NovaGuard Manager only within the specified period

when this check box is selected.

Domain Name Collection: If Enable domain name collection is selected,
NovaGuard can record processes that access malicious domain names. This function is
used together with correlated botnet forensics and malicious domain name

investigation.

SSL/TLS Protocol: Protocol versions include TLS1.0, TLS1.1, and TLS1.2. By
default, TLS1.2 is enabled because it is more secure than TLS1.0 and TLS1.1. To

integrate NovaGuard with other devices, you must select TLS1.0 and TLS1.1.

SMTP Server: Configure the SMTP server for sending subscription and alert emails.
Click Send Test Email to check whether the SMTP server is configured. If the

configuration is successful, the specified administrator will receive a test email.

Data Processing Agreement and End User License Agreement: If I have read and
accept the Terms of Use and Privacy Policy is selected, NovaGuard will collect
suspicious files to the cloud for analysis to provide better security services. Make sure

that the NovaGuard Manager is accessible at https://clt.forenova.com.
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3.8.5.2 Data Backup

The Data Backup page consists of the Syslog Server Backup and Policies Backup and

Restore areas.

3.8.5.2.1 Syslog Server Backup

In the Syslog Server Backup area, you can select Enable syslog server to send security
logs on the NovaGuard Manager to the syslog server using TCP or UDP syslog protocol for

unified analysis, as shown in the following figure.

Data Backup

I Syslog Server Backup

Ensble syslog server @

Protocol : © TP upp O
IP address, e.9, 192.168.1 1 Port
Log Type : Security Logs
Anti-Malware Logs Vulnerability Scan Security Compliance Intrusion Detection Micre-Segmentation Server Protection

Coordinated Action Logs

Operations Logs

Character encoding fer..  Unicode -

3.8.5.2.2 Policies Backup and Restore

In the Policies Backup and Restore area, you can back up security protection and
micro-segmentation configurations. Select the configurations to be backed up and click

Download Configurations to export the backup data.

| Policies Backup and Restore
) Security Protection Micro-Segmentation

Back Up Configurations

Download Configurations

Restore Configurations

Method 1: Restore configuration from scheduled backup file
> Restore
Method 2: Restore configuration from local backup file

Browse
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Configurations can be restored from a scheduled backup file or local backup file.

e To restore configurations from a scheduled backup file, select the scheduled backup

file, click Restore, and then wait until restoration is complete.

e To restore configurations from a local backup file, click Browse, select the local

backup file, and wait until restoration is complete.

3.8.5.3 Network

The Network page consists of the Interfaces, Routing, and Advanced tabs.
1. Interfaces

On the Interfaces tab, you can configure IP addresses for network interfaces used for
communication between the NovaGuard Manager and internal endpoints. Endpoints can
also use the IP addresses to access the NovaGuard Manager. The following figure shows the

Interfaces tab.

Interfaces Routing Advanced

Q) Refresh
No. Interface Description IP Address Status

1 eth( u, o v

To configure the IP address for a network interface, click the network interface name and
enter the IP address in the Edit Network Interface dialog box, as shown in the following

figure.
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Edit Interface %
Status Enabled
Mame : eth0

Description :

*IP Address: | 10.32.57.29/24

‘WARNING

After the IP address is changed, deployed endpoints will be disconnected from the NovaGuard Manager

and need to be re-deployed. Therefore, exercise caution when you change the IP address.

The Routing and Advanced tabs are displayed if the NovaGuard Manager is installed in ISO or OVA

image mode. They are not displayed if the NovaGuard Manager is installed in script mode.

2.  Routing

The NovaGuard Manager needs to connect to and communicate with endpoints. Therefore,
you must configure routes to ensure reachability. To configure a route, choose System >

System > Network and click the Routing tab, as shown in the following figure.
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Add Static Route

Click New and specify the route information.

Add Static Route X

DstIP: 0.0.0.0

Netmask : 0.0.0.0

Next-Hop : | 10.0.0.1 ‘

3.  Advanced

The Advanced tab consists of the SSH Service, DNS Server, Ports, Proxy Settings, and
Manager IP Addresses areas. To go to the Advanced tab, choose System > System >

Network and click the Advanced tab, as shown in the following figure.
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Interfaces Routing Advanced
| SSH Service

Enable

Port : 22 @
| DNS Server

Preferred DNS : 2888

Alternate DNS : 2244 ®
| Ports

Manager Access Port: | 443

Agent Update Port : 443
| Proxy Setting
Enable
Address : |IF address, domain name
Fort : e.q., 80a0
Username : Prowy server login username
Password : Prowy server login password

| Manager IP Addresses @

IF Address/Domain Remarks

IF Address/Domain Remarks Ciperation
192,168.11.150 Manager local IP addre...
192.168.12.110 Manager local IP addre...
192.168.14.11 Manager local IP addre...
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The parameters are as follows:

SSH Service: In this area, you can enable or disable the SSH port and change the SSH
port of the NovaGuard Manager backend. The default port is 22345.

DNS Server: In this area, you can set the DNS server addresses of the NovaGuard
Manager for domain name resolution when the NovaGuard Manager connects to the

Internet to update the antivirus database.

Ports: In this area, you can configure the port to access the NovaGuard Manager and

the port used for Agent updates.

Proxy Setting: When the NovaGuard manager cannot directly connect to the Internet,
and there is a proxy server in the intranet, you can configure it to update the database

through the proxy server and use cloud search. Support for HTTP or HTTPS proxy.

Manager IP Addresses: In this area, you configure multiple IP addresses or domain
names to enable NovaGuard Manager to communicate with the agent, whether the

agent is connected to the intranet or the internet.

3.8.5.4 Logging Options

On the Logging Options page, you can set the mechanism for automatic log cleanup. Logs

that can be automatically deleted include security logs, coordinated action logs, operation

logs, and admin logs. You can set the maximum preservation time for logs before they are

automatically deleted to 7 to 1095 days. By default, automatic log cleanup is enabled. You

can set the expected number of log preservation days and log storage usage for triggering

alerts in the Alert Triggers area.

The following figure shows the Logging Options page.
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Logging Options

| Alert Triggers
Log preserved more than 180 days

Log storage usage exceaeds 70 %

Auto Log Cleanup @

Threshold :

Delete logs when log storage usage exceeds 90 %
Security Logs : Delete logs generated 180 days ago
Coordinated Action Logs: Delete logs generated 180 days ago
Ope'stion: Logs: Delete logs generated 180 days ago
Admin Logs : Delete logs generated 180 days ago

Description:
1.  When the log storage usage exceeds 70%, a banner notification will be displayed.

2. When the log storage usage exceeds the threshold for deleting logs, logs are
automatically deleted. Security logs include Anti-Malware, Vulnerability Scan,
Integrity Check, Intrusion Detection (WebShell Detection, Brute-Force Attack
Protection, and Fileless Attack), Server Protection, External Access Control, and

Suspicious Login.

3.8.5.5 Update Options

The NovaGuard Manager supports canary updates and staggered updates of the NovaGuard

Manager and the antivirus and vulnerability databases.

1. Canary update: When Agents on some servers need to be updated, only one Agent is
updated first. Other Agents are updated only after it is confirmed that the first updated

Agent is normal.

2. Staggered update: To prevent network congestion due to simultaneous updates of a
large number of Agents, you can set the maximum number of concurrently updated

endpoints to reduce the update's impact on the network bandwidth.

The following figure shows the Update Options page.
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Deployment and Upgrade

| Agent and Database Update
Auto Update & © All endpoints automatically update the Endpoint Secure agent, signature database, and vulnerability database

Some endpoints automatically update the Endpoint Secure agent, signature database, and vulnerability database

No endpoint automatically updates the Endpoint Secure agent, signature database, and vulnerability database

Concurrent Update © : @ No limit on number of endpoints

At most endpoint(s) can automatically update the Endpoint Secure agent, signature database, and vulnerability database

| Vulnerability Update

Auto Update : Manual Update

O AutoUpdate  Everyday = | 030

T to 0600 k

| P2P Settings

by peer-to-peer nety

Enable P2P for installation and upgrade

Non-distribution Endpoints

Agent and Database Update: Set the endpoint update method and the maximum number

of concurrently updated endpoints.
e  Auto Update: that is, canary update. Select endpoints to be updated.

e Concurrent Update: that is, staggered update. Set the maximum number of
concurrently updated endpoints to reduce the update's impact on the network

bandwidth.

Vulnerability Update: Set the automatic update time of the vulnerability database. After
auto-update is enabled, the NovaGuard Manager automatically updates the vulnerability

database at the specified time.

Enable P2P for installation and upgrade in P2P Settings, and each endpoint that has
completed deployment or upgraded can assist the management platform in distributing
resources to other endpoints in the subnet.

Deployment and Upgrade

| Agent and Database Update
Autc Update O @ All endpoints automatically update the Endpoint Secure agent, signature database, and vulnerability database

Some endpoints automatically update the Endpoint Secure agent, signature database, and vulnerability database

No endpeint autematically updates the Endpoint Secure agent, signature database, and vulnerability database

Concurrent Update ® : @ No limit on number of endpoints

At most endpoint(s) can automatically update the Endpoint Secure agent, signature database, and vulnerability database

| Vulnerability Update
Auto Update Manual Update

O AutoUpdate  Everyday 0300 ~ to 0600 e

| P2P Settings
The d
Enable P2P for installation and upgrade

ed services provided by peer-to-peer netu d boost efficiency.

Non-distribution Endpoints :
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LNoTE

Only support intranet environment. NAT and public network scenarios are not recommended to open this

function. The upgrade speed will be reduced after enabled.

3.8.5.6 Alert Options

The NovaGuard Manager can detect CPU, memory, and hard disk usage. When the usage

within the specified time exceeds the threshold, the NovaGuard Manager sends an email to

the administrator for the administrator to master the NovaGuard status and network security

in time.

The Alert Options page consists of the Alert Events and Alert Notification tabs. The

following figure shows the Alert Events tab.

Alert Events Alert Notification

| Manager Alerts
Alert Events
CPU Usage
Memory Usage
Storage Usage (@
Suspicious IP Login

Brute-Force Attack

| Agent Security Alerts
Alert Events
Virus Infection
Brute-Force Attack
High-Severity Virus
WebShell Backdoor
Ransomware

Unauthorized External...

| Agent Scan Tasks
Alert Events

Single Virus Scan Task

Alert Trigger
Exceeds 70 %for 30 mins ~
Exceeds 70 %for 30 mins *
Exceeds 80 %

hours, over 10 times
1 hours, over| 5 times (@)

Alert Trigger

3 hours,
3 hour

3 hours,
3 hours,

When detected

When detected

Alert Trigger

detected on over 3p

5, detected on over 30

over 50 times

over 50 times

Scan paused abnormally on over 3

Email Notification

Email Notification
% of endpoints

% of endpoints

Email Notification

endpaints

The following figure shows the Alert Notification tab.
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Alert Events Alert Notification

| Email Address

Name Email Address Operation

Limit email alerts to 50 emails during every 2 hour period, and excessive ones will be sent next time

The administrator will receive an alert email when an alert event occurs, as shown in the

following figure.

@ Sangfor Endpoint Secure

Dear Customer:
Sangfor Endpoint Secure has detected the following alert-triggering events at 2021-09-08 12:30:37. Please login to Endpoint Secure Manager and fix them.
Type: High-threat malware intrusion

Description: Within 1 hours, 4 high-threat malware intrusions detected and 2 endpoints are affected, among which 0 endpoints are pending.

Top 5 High-Threat Malware Intrusions

NO. Threat Name Severity Threat Type  Target Endpoaints EEZ';?:ES
1 Backdoor.Win32 Shadowbrokers.uxcg Others 1 0
2 Backdoor.Win32 Shadowbrokers.uxcg Others 1 0
3 Ransom.Win32.Wannacry.utyhg 1 0
4 Backdoor.Win32.Shadowbrokers.uxcg Others 1 0

LNoTE

You must first configure the SMTP server on the General page to send alert emails.

3.8.5.7 LDAP Sync

The customer's intranet already has an AD domain controller server, and intranet assets are
managed uniformly on the AD domain controller server. The administrator needs a way to
automatically synchronize the OUs and users specified by the AD domain server to the

NovaGuard to achieve unified user information management.
LDAP Sync Configuration

Go to System > System > LDAP User Sync.
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1. Basic Configuration

LDAP User Sync

Enable LDAP Sync @l

| Basics | Basics

Server Type : MS Active Directory - Organizational Sync
User Sync

Server [P Address ¢ Idap T 1821682088
Aute Group Sync

Awthentication Port : 334 @ Auto Sync Setting

Tirneout (5] 15

Adrnin Account administrator@SCCORRPIocal 6]

Admin Password @ seseeeenen

Base DN : DC=$CCORRDC=local = Test Connectivity

Basic configuration: Configure the AD domain controller server IP address, Authentication

Port, Admin Account, Admin Password, and Base DN. The administrator account needs to
be in the following format, such as administrator@domain.com.
2. Organizational Sync
LDAP User Sync
Enable LDAP Sync @l
| Organizational Sync enabled (@
Basics
0OU Filter : ohjectClas s=organizationallnit
Organizational Sync
GUID : ohjectGUID User Sync
Group Mame : hame Auto Group $ync
Auto Sync Setting
0U Path : DC=5CCORF,DC=local @
Group Creation Mode : @) Based on the selected base DN node on a remoete server @
Based on the selected node on a remote server ([
Based an the subgroup of the selected node on a remaote server @
Max. Sync OU Depth = 16
Configure the OU Path and the Group Creation Mode, and keep the other settings as
defaults.
3.  User Sync
200
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I Usarsyre Enabled ( Crganizational $ync
| User Sync
User Inforrmation Filter ¢ (|(objectClass=organizationalPerson)iobjectClass=persony
Auto Group Sync
User Property : sAMAccounttame Auto Sync Setting
Mapping : Local Account Property: LDAP Mapping Property:

Lozt User sAMACCoUntName

Jumber telephanerurnber

=rmail Address mail

User synchronization: Map domain user attributes to NovaGuard management information.

The rest keep the default configuration.

4. Auto Grouping

I Auto Group Sync Group endpoints according to the structure in the AD domain.  Enabled ‘

User Information Filter : | (](

User Property :

Auto Group Sync: Achieve automatic grouping on the NovaGuard management according
to the OU where the endpoint account name is located. The endpoint has been logged in
with a domain account, and the automatic grouping can be triggered only when the LDAP

synchronization is triggered.

Trigger LDAP Sync

LDAP synchronization can be triggered by manual synchronization or auto

synchronization.

5.  Manual Trigger

Go to Endpoints > Groups > More, and click LDAP Sync to trigger an immediate sync

manually, as shown below.
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Groups 4 Mew =+ More
o Import
B
Group hame
"' Export

[l B Endpoints g ato Groupin:
=
] Ungrouped...
External

Groupl

o Jianhow
Kz Branch
TAC Server
TAC office
; jgtest

; Iits

¢ “test

" i TACBranch

6. Auto Sync

Enable Auto Sync setting. Real-time synchronization will start when you click Save and

Synec.

| Auto Sync Setting Erabled @

Auto Update Interval 1 Every day ¥ 03:00

-

LDAP Sync Result

The domain OU is synchronized to the endpoint group page, as shown in the figure below.
When the agent is installed on an endpoint and logged in with a domain account, it will

automatically go online to the group where the domain controller OU is located.
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Groups + New = More

Group name

=

=] @ Endpeints

:'! B Local Manager

Ungrouped...

“ Domain Co..

o eaizhi

View Logs > Operation Logs to view the details of LDAP synchronization history, as

shown in the following figure.

Operations Logs

Operation: | LDAP Sync History =
Q Refresh
No.  Time Synced Sync Mode
1 2022-08-24 03:00:07 Auto
2022-08-23 1827552 Manua
3 2022-08-23 18:2740 Menual

3.8.5.8 Customization

Sync By

By OU

By OU

By OU

Server Type Server P Address Details Status Administrator
MS Active Directory 19216820589 The OU to be synced is 5 the & ystem

M Active Directory 1921682089 The OU to be sync admin

S Active Directory 1921682089 Added 8 OU, admi

You can personalize the platform's icon and logo in the management platform's system

settings.
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pytein Customization

8 Agent Deployment o
I Customization

£ System Updates can set the lago of this manager here. 1f you want ta set the laga of the agent, Plesse go to Endpoints » Security Pro

Ed Integrated Devices Mansger Name :  Endpoint Secure

@ Branches Menager Logo :  loga.png il

B Administrators

@ Licensing

I samples
N system
General
Data Backup Endpoint
Network & Groups
Lagging Options @ Inventory

Deployment and Upgrade = Endpoint Discovery

Hlert Options @ Security Protection

LDAP User Sync

Tools

3.8.5.9 Tools

Groups

The Tools page provides the Offline Security Patch Downloader, which is used with the

NovaGuard Manager's vulnerability scan and patching function. Suppose the NovaGuard

Manager and all its managed endpoints are not accessible to the Internet. In that case, you

can use this tool to download the security patches and import them to the NovaGuard

Manager to patch endpoint vulnerabilities.

The following figure shows the Tools page.

Taals
Offline Security Patch Downloader
o Use this to down/oad and pdate security patches on interal endpoints when Endpoint Secure Manager is inaccessible to Iteret
+ Steps

Dovnlcad Offire Security Paich Downloader

Capy the Donnlosder to s Cemputer Launch the Dewnloader and

3.8.5.9.1 Tools

I ty Patches to Manager

Step 1. Download Offline Security Patch Downloader from the Tools page and copy the

Downloader to a PC accessible to the Internet.

Step 2. Start the Downloader and download security patches, as shown in the following

figure.
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Vulnerability Rule Library Version: | 20210520145649

[seventy v || patch mpact v/ [product vlo 12311989 v

- | 6282021 w| | patch kB patch v, enuiry by ‘Enter

| | Dowriead status

| Import Rule

Patch Title
Security Update for Windows XP (KB958644)

Security Update for Microsoft .NET Framewark 1,0 5P3 on Windows XP Ta...
Security Update for Windows XP (KB2778344)

Security Update for Windows XP (KB2802958)

Security Update for Windows XP (KB2807986)

Security Update for Windows XP (KB2801109)

Security Update for Windows XP (KB2820917)

Security Update for Windows XP (KB2813170)

Security Update for Windows XP (KB2813345)

Security Update for Windows XP (KE2808735)

Security Update for Windows XP (KB2834886)

Security Update for Windows XP (KB2835364)

Security Update for Microsoft .NET Framewark 1.0 SP3 on Windows XP Ta...
Security Update for Windows XP (KB2849470)

Security Update for Windows XP (KB2350863)

Security Update for Windows XP (KB2859537)

Security Update for Windows Media Format Runtime 9.5 for Windows XP (...
Security Update for Windows Media Format Runtime 9 for Windows XP (K...
Security Update for Windows Media Format Runtime 9.5 for Windows XP (...
Security Update for Windows Media Format Runtime 11 for Windows XP (..

Unselect all  Total: 5337, Current page 500, selected: 0

Patch KB
KB958644
12742607
2778344
KB2802968
KB2807936
KB2801109
KB2820917

KB
KB:

Patch Impact
None
None
None
None
Hone
None
None
None
None
Hone
None
Hone

Product

Windows XP
Windows XP
Windows XP
Windows XP
Windows XP
Windows XP
Windows XP
Windows XP
Windows XP
Windows XP
Windows XP
Windows XP
Windows XP
Windows XP
Windows XP
Windows XP
Windows XP
Windows XP
Windows XP
Windows XP

CreationDate
2008-10-22
2012-12-31
2013-02-05
2013-02-05
2013-03-03
2013-04-02
2013-04-02
2013-04-02
2013-04-02
2013-04-04
2013-07-08
2013-07-08
2013-07-08
2013-08-12
20130812
2013-08-12
2013-08-26
2013-08-26
2013-08-26
2013-08-26

Dovinload Status
Not downloaded
Mot downloaded
Not downloaded
Mot downloaded
Not downloaded
Mot downloaded
Not downloaded
Mot downloaded
Not downloaded
Not downloaded
Not downloaded
Not downloaded
Not downloaded
Mot downloaded
Mot downloaded
Not downloaded
Not downloaded
Not downloaded
Not dawnloaded
Mot

Step 3. Import the security patches to the NovaGuard Manager, as shown in the following

figure.

© Agent Deployment

2, System Updates v

I Vulnerability Database

Current Version: 0210520145649

Manager and Agent

Database and Engine

Last Updsted: 2021-06-07 180512

I Vulnerability Database Update

bl

Q Refresh
@ Integrated Devices
No.
& Branches
1

Endpoint 1P Address

2 6-edr0155 103236175

Step 4. Scan and patch endpoint vulnerabilities.

Endpoint Status

® Offine

Version

Local Manager ~

2021052014564

Progress ~ || Endpoint, P address

Progress

Completed
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4 Agent

4.1 Windows Agent

Endpoint users can use the Agent to scan for viruses, view security logs and quarantined or
trusted files, and customize settings. Endpoint users can also right-click the Agent icon

minimized to the system tray and perform shortcut operations.

4.1.1 Home Page

After the Agent is deployed, you can view the endpoint protection duration, last scan time,

and real-time protection trend on the home page, as shown in the following figure.

L3 S r
Sangfer Endpoint Secure has been protecting you for 1 days ML= —
Scan completed " :
I Realtime Protections:
/ today. No threats
[ ) 6 enabled
/. detected. ‘o T

Scan Now ==

il Events during Last 30 Days

Vuln Remediation

)

ealtime Protection

=

4
_* Messages o

The antivirus database is upgraded from 20210617214938 version to 202...
Ransomware Protection

s}

4.1.2 Security

On the Security page, the endpoint protection duration and the connection status between

the Agent and the NovaGuard Manager are at the top.

e If ® at the upper left corner is green, the Agent is connected to the NovaGuard

Manager.

e If the icon is gray, the connection between the Agent and the NovaGuard Manager is

abnormal.

The Security page provides quick entrances to Anti-Malware and Realtime Protection

and displays the protection trend in the last 30 days.
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The Notification area displays the latest messages, such as antivirus database version

updates, software version updates, and notifications sent by the administrator.

@Pmﬂ Agent ® test Sangfor Endpoint Secure has been protecting you for 1 days 0o = — X
ESEE ity Scan completed Realtime Protections:
/ today. No threats
| | 6 enabled
\ & detected. o
4} Blocks: 852722 (last 30 days)
Scan Mow ==
Virus Scan
-
m il Events during Last 30 Days
Vuln Remediation
Realtime Protection
_é Messages O
The antivirus database is upgraded from 20210617214938 version to 202...
Ransomware Protection
O tpaue |

The lower right corner ... displays the ransomware protection mechanisms in the

prevention, protection, detection, and response phases, as shown in the following figure.

\ Ransomware Protection

Provide ransomware protection and defend against ransomware attack to protect your computer

+ Proactive Protection

Protected Ransomware Honeypot Protected

Realtime File Protection

aints

dp

g of

Learn More

4.1.3 Virus Scan

On the Virus Scan page, you can perform a quick scan, full scan, or custom scan for the

endpoint and view scan logs.
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- EE— r
@Pmﬁt‘tﬂgem ® test Sangfor Endpoint Secure has been protecting you for 1 days e L0 = - X
i Scan completed f :
Sacurity P Realtime Protections:
/ \ today. No threats f
,_ o ) G 6 enabled
g . 3 : “ / Blocks: 852722 (Jast 30 days)
Scan Now >>

Virus Scan

m ilil Events during Last 30 Days

Vuln Remediation

)

altime Protection

&

Tools

& Messages (o) '

The antivirus database is upgraded from 20210617214938 version to 202...
Ransomware Protection

ouwae |

Quick Scan: Scan critical Windows system directories, for example, /windows,

/windows/system32, and /windows/system32/drivers and their subdirectories.
Full Scan: Scan all Windows system directories.
Custom Scan: Scan specified files or directories.

In the lower-left corner of the Virus Scan page, you can view the scan engines. A blue icon
indicates that an engine is enabled, and a gray icon indicates that an engine is disabled. You

can move the cursor to the engine icon to view detailed engine information.

.-_. Engine Zero It is a ForeNova-developed Al engine proficient in
ransomware scan and removal, auto-learning, and
identification of various virus variants. It helps

improve the capability to detect unknown viruses.

E Gene Analysis Engine It is a traditional virus scan and removal engine and is

good at locating viruses with family features.

-] Behavioral Analysis Engine It uses virtual execution to find viruses and is good at

identifying new unknown virus variants.

& Cloud-Based Engine It owns abundant antivirus databases and can
correlate with other engines for virus scan and
removal. It has a powerful virus identification

capability.
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You can view quarantined and trusted files and virus scan logs in the lower right corner of
the Anti-Malware page. You can click Quarantine, restore, delete, or clear quarantined

files with one click, as shown in the following figure.

P - — r
'S’ Quarantine - 4
* Restore [l Delete [J Clear
Quarantined File Virus Name Virus Type Time Quarantined Operatior
c\users\|ss\desk..58a2e87df436142f ExploitIFrameRefl8.3...  others 2021-06-28 11:18:15  Copy
ch\users\/ss\desktop\lock_exe Ransom,Win32.Crypt... ransomware 2021-06-28 03:29:59 Copy

For example, click Quick Scan to trigger the scanning of critical system directories, as

shown in the following figure.

@ Protect Agent &0 E‘ i
s ¢ " Quick scan
i Cancel Pause
c L \ i
Sy o tern32\svchost.exe
Virus Scan Me_mory
41 files scanned
Vuln Remediation [+ | System Processes
= 0 file scanned
Realtime Protection [ | Startup Items
- 0 file scanned
Tl o Drivers and Services
: 0 file scanned
. Task Scheduler and WMI
= 0 file scanned
Security Engines: & @ =W & Auto shut down your computer when scan completes

If you enable a virus scan before the end of the day and require that the PC automatically
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shuts down after scanning is complete, select Auto shut down your computer when scan

completes in the lower right corner.

For malicious files found during the virus scan, you can Fix, Trust, or Ignore these

malicious files and view the file details, as shown in the following figure.

@ Protect Agent & 0= - X
@ Quick scan finish, 72 threats detected -l
¥ ac iK -
Secunty Scanned Files: 6259 Time Taken: 00:01:14
Trust
1 Ll e Ignore
" (& Critical System Files i
Virus Scan

chusers\lss\desktop\01-pe\022b3eedc265c676f6eea3fI81b9540f
-
m others | (@ Virus Name : TR/Agent.ezv.1

Vi =mediatio
Vuln Remediation cAusers\ss\desktop\01-pe\ -676b1 0
@ Virus Name : Trojan.Win32.5ave.a
Realtime Protection %) EpseS oy hes 00141102
) Virus Name : HEUR/AGEN.1017106
E chusers\lss\desktop\01-pe\0cecd1f5183a79b9289564bf08314962
athers Virus Name : Suspicious.Win32.Save.a
&
Y Virus Name : TrojanWin32.Save.a
chusers\lss\desktop\01-pe\0d2745ead 212
Quarantine Trust Logs

Fix: Quarantine found malicious files. For a macro virus or infectious malicious files, the
NovaGuard agent will try to fix them first. Quarantined files can be viewed in the

Quarantine area.

Trust: Define false-positive malicious files as trusted after manual analysis. Trusted files

can be viewed in the Trust area.
Ignore: Ignore the file check result.

Details: View detailed information about a malicious file, as shown in the following figure.
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f

=' Details

TR./AQE'ﬂt.EZV.1 others

Fiie: 1201 KB
cusers\lss\desktop\01-pe\022b3ee3c265c676f6eealdf381b9549f Copy

Publisher: =

File MD5: 022b3ee3c265c676fGeea3f381b95459f Copy
Status: Pending
Security Engine:  Gene Engine

4.1.4 Vulnerability Scan

Suppose you enable and lock Hot Patching on the Vuln Remediation tab under
Endpoints > Security Protection on the NovaGuard Manager. In that case, hot patching is

enabled on the Agent by default, as shown in the following figure.

Display on the NovaGuard Manager.

| Hot Patching &

Enable Click to allow users to change these settings for their individual Endpoint Secure Agents. Policy will be based on Agent settings.
Hot Patching (@) can prevent high-severity and zero-day vulnerability exploits without interrupting business

or restarting endpoints. Enable this to auto-patch vulnerabilities when they are detected. Results can be

viewed in Hot Patching.

Display on the NovaGuard Agent.

I
|
x

@ Protect Agent 8 Q

@

Security

Hot Patching: Enabled

Enable this to prevent high-severity and zero-day vulnerability exploits

i Hot Patching

restarting endpoints. Ena
Vuln Remediation

)

Realtime Protection

4.1.5 Realtime Protection
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Realtime protection provides the following types of protection: System Protection,
Advanced Threat Protection, Network Protection, and Others. The Realtime

Protection page displays the statuses of different protection types, as shown in the

following figure.
= S r
@ Protect Agent oo =
Security _
ur compute r is well prot
Virus Scan System Protection (] Advanced Threat Protection
e Total: 1 | OM: 1 Total: 3 | OFF: 1
-
m ® Blocks: 0 {last 30 days) ® Blocks: O {last 30 days)
Vuln Remediation
° Network Protection (] Others
Realtime Protection ® Total:2 | ON:2 Total: 2
* Blocks: 0 days) ® Self-Protection: ON

S|

Click System Protection to go to the System Protection page, where Realtime File
Protection is provided. The administrator can revoke the configuration permissions from
endpoint users. Suppose the administrator does not allow endpoint users to modify the
configurations. In that case, the "Changes are prohibited by the admin" message is

displayed on the Agent, as shown in the following figure.

o
O
il
|
X

System Protection

Realtime File Protection
-

Click Advanced Threat Protection to go to the Advanced Threat Protection page, where
Ransomware Honeypot, Fileless Attack Protection, and Residual Malware Protection

are provided, as shown in the following figure.
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< Advanced Threat Protection

@ Ransomware Honeypot

@ Residual Malware Protection

Remove residual malware and viruses

Click Network Protection to go to the Network Protection page, where RDP
Brute-Force Attack Protection and SMB Brute-Force Attack Protection are provided,

as shown in the following figure.
Network Protection

RDP Brute-Force Attack Protection

o

i Detect and block RDP brute-force login attempts

- SMB Brute-Force Attack Protection bited per t View
Detect and block SME brute-force login attempts

Click Others to go to the Others page, where Self-Protection and Notifications for

Connecting to USB Flash Drive are provided, as shown in the following figure.

Others

o Self-Protection

Block unauthorized attempts to terminate the Endpoint Secure Agent
B Notifications for Connecting to USB Flash Drive [ @]
MNotify me of virus scanning when a USB flash drive is inserted

Notifications for Connecting to USB Flash Drive is enabled by default. A shortcut menu

is displayed in the lower right corner when a USB flash drive is inserted into the endpoint.

Version 01 (Jan.10, 2023) 213



ForeNova NovaGuard V3.7.12User Manual

You can open, remove, or perform a virus scan for the USB flash drive, as shown in the

following figure.

HCI-6.1.... (E2)

Free20.2GB  Tofal29.4GB

If you click Eject, the inserted USB flash drive automatically exits.

4.1.6 Tools

The Tools page consists of the Ransomware Decryption Query, Memory Scan Tool,

False Positive Analysis, and Feedback.

Ransomware Decryption Query

. Memoary Scan Tool
us
Vuln Remediation
@ False Positive Analysis
Realtime Protection o ou are
and
p Feedback
=]

You a

Ransomware Decryption Query: When the server is attacked by ransomware, you can
query ransomware information and whether decryption is available using the ransomware
decryption tool based on ransomware features, such as the encrypted file extension and

ransom information.

4.1.7 NovaGuard Agent-Settings

Click ¢ in the upper right corner of the Agent to go to the NovaGuard Agent > Settings
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page, as shown in the following figure.

gpmhl:tﬁgent ® test Sangfor Endpoint Secure has been protecting you for 1 days :l == %
-

*

Security Realtime Protections:

6 enabled
- Blocks: 856103 {last 30 days)

# . ;
[ Quick scaning ..
m/

wlil Events during Last 30 Days
Vuln Remediation

)

Realtime Protection

&

r 2 Messages 0

The antivirus database is upgraded from 20210617214938 version to 202...
Ransomware Protection

~
(%)

The NovaGuard Agent > Settings module consists of the Virus Scan, System Protection,

Advanced Threat Protection, Network Protection, and Notification nodes.

Each function has corresponding configuration items on the NovaGuard Manager. The

administrator can revoke the configuration permissions from endpoint users.

In the Security Protection module of the NovaGuard Manager, a lock icon is displayed
next to each policy. When the lock icon next to a policy is on, the administrator does not
allow endpoint users to configure the policy. The "Changes to some entries are
prohibited per the admin" message is displayed on the Agent, as shown in the following

figure.
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S’ Endpoint Secure Agent - Settings

(3) Virus Scan Virus Scan
& System
“* Protection b ’

High CPU
f# General Settings © Balanced

= Advanced Threat
" Protection

Low CPU

Network
@ Protection ¥
gt 1
it Notification
Standard Low False Positives High Detection Rate Low Resource Usage ® Custom
) Others
« Sangfor Engine Zero v Gene Analysis Engine ' Behavioral Analysis Engine

+ Cloud-Based Engine

¢ Documents
/. Script

+ Executable (@)

Restore Defaults Apply IEEEES

Virus Scan: On the Virus Scan page, you can configure the scan mode, scan engine, scan

options, and actions.
Scan modes include High CPU, Balanced, and Low CPU.

e High CPU: Scan is performed at full speed, and the CPU usage of the scanning is not

limited.

e Balanced: A balance between scan speed and CPU usage is reached, and the CPU

usage cannot exceed 30%.

e Low CPU: Less CPU resources are occupied during scanning, and the CPU usage

cannot exceed 10%.

Scan Options: Set the maximum size and the maximum number of compression layers of a

file to scan. The scan software can scan compressed files up to 10 layers deep.

Action: When malicious files are found, the actions that can be performed include

Standard, Enhanced, and No Action - Report Only.

e  Auto Fix — Business Continuity First: Quarantine malicious files on the blacklist and
report detection logs for threat files not on the blacklist. Standard is selected by
default.

e Auto Fix-Security First: Quarantine all detected threat files. This option is suitable

for strict protection scenarios.
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e No Action-Report Only: Report security logs for all threat files without quarantining
the files. This option is suitable for scenarios where an on-duty security professional is

responsible for fixing threats.
Click Save to save the page configurations and switch to other pages for configuration.

Click Save & Exit to save the page configurations and close the NovaGuard Agent >
Settings page.

S’ Endpoint Secure Agent - Settings

[3) Virus Scan Realtime File Protection
System
E Protection o X
& High Monito
Medium

[ General Settings

. Advanced Threat

“ Protection
Network Low Resource Usage Low False Positives Strict Protection @ Custom
® Protection r
+ Sangfor Engine Zero  +/ Gene Analysis Engine  +* Behavioral Analysis Engine
i Notification v Cloud-Based Engine
() Others

~ Documents
« Script

+ Executable

<

Compressed ()
s Ricl- (Y

Apply BRELRES

g Endpoeint Secure Agent - Settings

(¥ Virus Scan

System + Documents
Protection

& ;
+ Script

+ Executable

+ Compressed @
[ General Settings

Low Risk (@
- Advanced Threat
~’ Protection
Network Skip files larger than 10 MB
® Protection L
Scan compressed files up to 10 layers deep

i8¢ Notification

(2 Others

® Auto Fix - Business First (only fix confirmed threats)

ault virus detection setti

Auto Fix - Security Fir es that are considered as threats)

No Action - Report Only (only detect files)

T Finish

System Protection: On the System Protection page, you can set the protection level, scan
engine, file type, scan options, and action for real-time file protection. The parameter
settings are the same as those in the Realtime File Protection area on the Realtime

Protection tab under Endpoints > Security Protection on the NovaGuard Manager. For
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details, see Realtime Protection.

s Endpoint Secure Agent - Settings

(%) Virus Scan

System

&

Protection

Realtime File
Protection

~ Advanced Threat
~* Protection

Network
@& :
b Protection

% Notification

) Others

Quarantine Management

+" After the virus is fixed, the original file will be backed up to Quarantine

No limit

Intelligent Identification of Development Environment

/' Enable

PR | Finish

General Settings:

It supports setting the backup policy and quarantine area size of the

Windows endpoint or Linux endpoint. The parameter settings are the same as those in the

General Settings area under Endpoints > Security Protection on the NovaGuard

Manager.

(3] Virus Scan

R System

A :

“* Protection
Realtime File
Protection

[ General Settings

Network
Protection

|@.
% Notification

) Others

s’ Endpoint Secure Agent - Settings

Ransomware Honeypot

Auto fix

No Action - Report Only

Fileless Attack Protection

Block script execution

No Action - Report Only

P | Einish

Advanced Threat Protection: You can configure Ransomware Protection and Fileless

Attack Protection. The parameter settings are the same as those in the Ransomware

Protection and Fileless Attack Protection areas on the Realtime Protection tab under

Endpoints > Security Protection on the NovaGuard Manager. For details, see_Realtime

Protection.
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Y

S’ Endpoint Secure Agent - Settings X

(%) Virus Scan RDP Brute-Force Attack Detection

System
& Protection
: : Over 2 login attempts per minute ()
Realtime File g PR r

Protection

f# General Settings
= Block for 10 minutes
— Advanced Threat

i +1. " M
W pisrcton No Action - Report Only

® Network SMB Brute-Force Attack Detection
Protection

Over 100 login attempts per minute &

8 Notification
() Others
= Block for 30 minutes

No Action - Report Only

LT’ | Save & Exit

Network Protection: You can configure RDP Brute-Force Attack Protection and SMB
Brute-Force Attack Protection. The parameter settings are the same as those in the
Brute-Force Attack Protection area on the Realtime Protection tab under Endpoints >

Security Protection on the NovaGuard Manager. For details, see Realtime Protection.

S Endpoint Secure Agent - Settings

(5] Virus Scan Notification

System
£ .
“ Protection L . pAL
5 ; + Turn on virus scan notifications
Realtime File

Protection +' Show notification of results when scan is completed

+ Show notification 30 minutes before scheduled virus scan
[f# General Settings g
+" Show natification when ne scan conducted 30 days

- Advanced Threat
~ Protection

+ Turn on realtime file protection notifications
o MNetwork

®

= Protection
Brute-Force Attack -
Detection + Tumn on ransomware honeypot notifications
i8 Notification
. + Turn on PowerShell fileless attack notifications
) Others
Show notifications for all PowerShell fileless attacks

Skip repetitive PowerShell fileless attacks of the same type

Teiwm mm berebm fmven mtbmrle memgn et me =t et me-

BEWEN | Save & Exit

Notification Settings: You can configure the virus scan notification and alert notifications
for real-time file protection, ransomware protection, and fileless attack protection. You can
determine whether to enable a notification based on actual requirements. If the
administrator has disabled notifications on the NovaGuard Manager or Do Not Disturb is

enabled on the Agent, the options on this page are dimmed and cannot be modified.
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4.1.8 Security Logs

Click = in the upper right corner of the Agent and choose Logs to open the Logs page, as

shown in the following figure.

gpmhct.ﬂgem ® test Sangfor Endpoint Secure has been protecting you for 1 days &L = — X
* B Asset
RO ,/ Realtime 5 (ogs
| uick scaning .. 6 enable
m /] Q 9 a % o 8] Quarantine
g Blocks: 8561
e [ Trust
Virus Scan
ﬁ Ity Contact Admin
olil Events during Last 30 Days i
Vuln Remediation © Update
& About Us
Realtime Protection E Bt
Tools
_é Messages 0
The antivirus database is upgraded from 20210617214938 version to 202...
Ransomware Pratection
c
€' Logs X
Virus Scan  Realtime Protection
& Export O Clear Last 7 days w
Time Detected Task Type Operation Threat Pending Details
2021.06.28 11:18:16 Custom scan Manual 1 0 Wiew
2021.06.28 07:33:24  Quick Scan Auto 0 0 View
tal: 2 © [ 4

Security logs include Realtime Protection logs and Virus Scan logs.

Realtime protection logs are security logs generated for detected malicious files after

enabling real-time file protection.

Virus Scan logs are operation logs about virus scans. You can click Details to view the

virus scan details, as shown in the following figure.
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| 2021.06.28 11.18.16 - Notepad = el

File Edit Format View Help

Official WebSite: https://wmw.sangfor.com/

Anti-Virus Database: 20210624155766
Operation Type: Manual

| Task Type: Custom scan

File Path: C:\Users\LSS\Desktop\@001317488e1291c58a2e87df436142f

Start Time: 2021.06.28 11:18:12

End Time: 2021.86.28 11:18:13

Time Taken: 60:00:01

Scanned Files: 1

Threats: 1

Threats Fixed: 1

Threat Details:

10,1

Threat Name: Exploit.IFrameRef!8.38B

Virus Location: c:\users\lss\desktop\Q@e1317488e1291¢58a2e87df436142f
MD5 Hash: 80@1317488e1291c58a2e87df436142F

Severity: Medium

Status: Infected file is fixed.

Scan completed

4.1.9 Quarantine and Trust Zones

When NovaGuard detects malicious files for disposal, it will quarantine them and move
them to the quarantine zone. While the files or processes are mistakenly reported, the user
can add them to the trust zone, and the files in the trust zone will be automatically skipped

by virus scanning or real-time file monitoring.

Click the — icon at the top right corner of the agent page to open the Quarantine zone or

Trust zone, as shown below.

@Protech\gent ® =B Sangfor Endpoint Secure has been protecting you for 32 days & o= — X
* = Asset
Security / Last scan performed y Realtim 3] Logs
f £ =3
21 days ago. ON
o ] ays ag J 8 Quarantine
G / Scan Now >> Blocks: 6 (la
B Trust
Virus Scan
- S Contact Admin
m il Events during Last 30 Days )
S © Update
Vuln Remediation .
L AboutUs
Realtime Protection E Ed
& Messages o
* The antivirus database is upgraded from 20220906 version to 2... N
Ra re Prote
o

Click the Quarantine, and you can restore, delete or clear the files in the quarantine zone,
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as shown below.

‘on_scriptzip
m=Sc\6A\anxdll
for)\whiterase

sads\eicar_com.zip

.revise soal.xlsx

=g_20211209.xlsx

1 gatheringxdsx
u l'_,ﬁ'}. »
oh R oE

=\webshell.zip

g Quarantine
@ Restore [ Delete [J Clear
Quarantined File
—n ol
-
[ ——_———
8 o= A
€ o -
c = = .
o e -
q = » -
P

q

Virus Name

PUAWin32.Sign.a

Gem:Variant.Razy.812...

Ransom.Win32 White...

Suspicious.Win32.Sav...
Exploit.CVE-2018-080...
Trojan.GenericKD,364...
Trojan.GenericKD.364...
HackTools.Win32.Pro...
HackTools.Win32.Pro...

Generic.ASP,Boogle.B...

Virus Type
PUP Software
Other
ransomware
others

others
Trojan
Trojan
others

others

others

Time Quarantined

2022-08-25 15:53:50

2022-08-25 10:02:02

2022-08-12 11:24:53

2022-07-20 15:47:44

2022-07-18 17:53:22

2022-07-13 09:31:57

2022-07-13 09:31:57

2022-07-13 09:31:57

2022-07-13 09:31:57

2022-07-13 09:31:56

Total: 19

Operation

Copy
Copy
Copy
Copy
Copy
Copy
Copy
Copy
Copy

Copy

<

1

3
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Click the Trust, and you can add Files, Paths, and Processes to the Trust zone, as shown

below.
$ Trust X
Files(17) Paths(0) Processes(0) Development Environment Paths(1)
Trusted files will not be scanned. You may speed up scan process, but make protection incomplete.
© Add
5 T Added or
« = - oS W or 2021-11-01 17:06:39 Copy
msnp\es script\ir tool.rar 2021-11-01 17:54:26 Copy
C o ...wed\05 network\5.2 zone.md 2022-01-04 10:44:58 Copy
e \kprocesshacker.sys 2022-01-06 12:01:07 Copy
¢ s ypass\kprocesshacker.sys 2022-01-06 12:01:08 Copy
€ B pass\processhacker.exe 2022-01-06 12:01:10 Copy
bypass\processhacker.exe 2022-01-06 12:01:10 Copy
T z safe_manage.exe 2022-03-02 17:20:26 Copy
T 17« il »

Enter the Trust > Development Environment Paths, and you can see the intelligently
recognized development directories. In addition, you can also customize to add or delete

development directories, as shown below.

g Trust X

Files(17) Paths(0) Processes(0) Development Environment Paths(1)

The following development environment paths are the paths identified by the agent or added by you. The agent will only give alerts on
the risk behaviors from files that are identified secure.

© Add

Pa

Add

c\program files (x86)\micr...al studio\2017\buildtools\ Intelligent Ide... 2022-09-09 09:02:44 Delete
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4.1.10 System Tray

The NovaGuard Agent minimized to the system tray in the lower right corner supports
some shortcut operations. When you right-click the Agent icon, the shortcut menu shown in

the following figure is displayed.

@ Uptime: 52 days

@ %

Security Virus Scan
@ =
=
Realtime Protection Asset

[¥] Realtime File Protection 2o
[E] Quarantine

E Logs

8 Mute Motifications &

= Admin Remote Contral @

Admin Update Exit

Uptime:X days: shows how long NovaGuard has protected your computer.

Shortcut: Security, Virus Scan, Realtime Protection, Asset, Realtime File Protection,

Quarantine, and Logs.

Mute Notifications: If it is enabled, NovaGuard will not alert when it detects malicious
files. This function can be configured on the Agent or delivered by the administrator from

the Manager.

Admin Remote Control: This function is enabled by default, and Admin can remotely

manage the terminal through the remote assistance function.

Admin: When you click Admin, the administrator information will be displayed, as shown
below. You can contact the administrator if you encounter any issues using the NovaGuard
Agent.
'S' Admin .
Admin: admin
Maobile Number:

Ernail Address: 1 m

OK
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4.1.11 Customization

You can personalize the Agent logo and icon.

Endpoints © Groups BasicConfig  Anti-Maware  RealimeProtection  Anti-Ransomware  TrustedFiles  GeneralSetfings  VulnRemediafion  Endpoint Contral I:l

Scan completed today. No thr 8

4.2 MAC Agent

Endpoint users can use the Agent to scan for viruses, export logs, and view the quarantined

files.

4.2.1 Main Page

After the Agent is deployed, you can view the endpoint protection durations and change the

agent language shown in the following figure.
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.’

Wirus Scan

©

Quarantine

(g

Feedback

'S Sangfor ES

Light weight, fast, and secure

Sangfor ES has been protecting you for 45 day(s).

Quick Scan

Full Scan

Custom Scan

4.2.2 Virus Scan

On the Virus Scan page, you can perform a Quick Scan, Full Scan, or Custom Scan for

the endpoint.

®

’

Virus Sean

©

Quarantine

(3

Feedback

's! Sangfor ES

=

Quick Scan: Scan critical MAC system directories, for example, /private/tmp , /tmp,

/Users/Account used for login/Desktop, /Users/Account used for login/Documents and

Light weight, fast, and secure

Sangfor ES has been protecting you for 45 dayl(s).

Quick Scan

Full Scan

Custom Scan

(S

& Export Logs

N

g Export Logs English

.

D)
w

.

Enaglish
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/Users/Account used for login/Downloads

Full Scan: Scan all MAC system directories.

Custom Scan: Scan specified files or directories.

4.2.3 Quarantine

When NovaGuard isolates malicious files, the files are moved to the Quarantine area. You
can Restore, Delete, and Clear isolated files on the Quarantine page with one click, as

shown in the following figure.

®

U

Virus Sean

Restore Delete Clear

Quarantined Flle Virus Name Virus Type Time Quarantined

e

Quarantine

(o

Feedback

'S' sangfor ES Total: 0 1
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4.2.4 Feedback

The Feedback page consists of the False Positive Analysis and Feedback.

@&

t)} False Positive Analysis

Virus Scan o
R

©

Quarantine Feedback

Feedback

'S’ Sangfor ES

False Positive Analysis: If you suspect that the NovaGuard agent detection results are false
positive, you can report it through False Positive Analysis to the ForeNova security team

for manual analysis.

Feedback: You may send feedback, suggestion, or security issues to the ForeNova team for

product improvement.
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S Product Update

NovaGuard updates include the Manager and Agent update, antivirus database and engine

update, vulnerability database, and patch package update.

5.1 Manager Update

To update the Manager, perform the following steps:

1. Visit https://community.forenova.com/plugin.php?id=service:download, download the

update package of the corresponding version, and verify the MD5 value.

2. Log in to the NovaGuard Manager, choose System > System Updates > Manager
and Agent, and click Import Update Package/SP, as shown in the following figure.

Import Update Package / S [RERERI RS Rg vt

3. The update takes about 5 minutes and does not require a server restart. After the
update is complete, log in to the Manager and check whether the displayed version is

the target version. If yes, the update is successful.

5.2 Agent Update

When the Agent detects that the Manager is updated, the Agent automatically triggers an
update. After the update is successful, the update status and version number are displayed in
the System > System Updates > Manager and Agent > Agent Update. To ensure stable

and efficient Agent updates, you should use grayscale and staggered updates.

5.2.1 Auto Update

On the Manager, you can enable auto-update only for some endpoints after the Manager is
updated. After these endpoints are successfully updated, select Agent, antivirus database
and vulnerability database on all endpoints to enable the update for all endpoints. It

ensures smooth update and system stability.

To configure Auto update, choose System > System > Deployment and Upgrade. Then,
under Auto Update, seclect All endpoints automatically update the agent, signature

database, and vulnerability database, as shown in the following figure.
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Deployment and Upgrade

I Agent and Database Update

Aute Update D@ @) All endpoints automatically update the agent, signature database, and vulnerability database
Some endpoints autornatically update the agent, signature database, and vulnerability database

Select

No endpoint automatically updates the agent, signature database, and vulnerability database

Concurrent Update (2 €) No limit on number of endpoints

At rnost endpoint(s) can autornatically update the agent, signature database, and vulnerability database

I Vulnerability Update
Auto Update : Manusl Update

© Auto Updste  Everydsy ™ 0340 T o D600 :

| P2P Settings

The decentralized services provided by peer-to-peer networking can effectively reduce installation and upgrade time and boost efficency,
Enable P2P for installation snd upgrade

Mon-distribution Endpoints : Select =0

5.2.2 Concurrent Update

To prevent network congestion caused by many Agents' updates, set the number of

concurrently updated Agents on the Manager. You are advised to set the maximum number

of concurrently updated endpoints to 5 or less if the network bandwidth is 100 Mbit/s and

30 or less if the network bandwidth is 1000 Mbit/s.

To configure the number of concurrently updated Agents, choose System > System >

Deployment and Upgrade, and set the number of concurrently updated Agents in the

Concurrent Update area.
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Update Options

| Agent and Database Update
Auto Update @ Agent, antivirus database and vulnerability database on all endpaints

© Agent, antivirus database and vulnerability database on some endpaints

Disabled

Concurrent Update @ (7 No limit on number of endpaints
tmost 5 endpoint(s) can perform update concurrent
A dpaint(s) can perform upd ly

| Vulnerability Update

Auto Update : Manual Update
utc Update  Every da X 00 T to | 06:00 4
© Auts Upd, Every day 05:00 06:00

5.3 Antivirus Database and Engine Update

The antivirus database and engine can be updated in automatic online update and manual

offline update modes.

5.3.1 Automatic Online Update

By default, the antivirus database and engine are automatically updated online if the

Manager can access the Internet.

5.3.2 Manual Offline Update

If the Manager is in an isolated network environment, it cannot access the Internet.
Therefore, you need to use the manual offline update mode. The update procedure is as

follows:
1. Download the offline antivirus database or engine and verify the MD5 value.

To download the antivirus database, visit https://community.forenova.com and choose

Self-Service > Download > Endpoint > Anti-virus Database.

2. Log in to the Manager, navigate to System > System Updates > Signature Database
Update, click Import Update Package, and select the antivirus database or engine

downloaded in step 1. After the import is successful, the Agent automatically updates
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the antivirus database or engine, as shown in the following figure.

Signature Database Update

| Manager Database Update

I0A Databases 10C Databa:
vvvvvvvvvv fersion: 2022082315436 % current

e o o o o T
9 9 9 9 ¢

5.3.3 10A Databases and IOC Databases Update

The IOA and IOC databases can be updated in online and manual offline update modes.
Online update:

The antivirus database and engine are automatically updated online if the Manager can

access the Internet.
Offline update:

If the Manager is in an isolated network environment, it cannot access the Internet.
Therefore, you need to use the manual offline update method. The update procedure is as

follows:
1. Download the IOA database and verify the MD5 value.

IOA database can be downloaded from: https://community.forenova.com and choose

Self-Service > Download > Endpoint > IOA Database.

LLNoOTE

IOA database is still not available in the ForeNova community currently. We will update the

document and community when it is ready.

2. Log in to the NovaGuard platform, go to System > System Updates > Signature
Database Update page, click Import Update Package, and select the database
downloaded in step 1. After the IOA databases are successfully imported, the Agent will

automatically update the IOA database, as shown below.
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Signature Database Update
| Manager Database Update
Antivirus Databases and 10A Databases

% Engines % Current Version: 20220823154436
Current Version: 2022080515357 ast Updated: 2022-09-05 11:37:2

| Agent Database Update

Q Refresh

No.  Endpoint Asset User Endpoint Status  Database and Engine Version 104 Database Version

1 Sangfor-PC(192.200.19.116) ® Online 2022005153457 | Completec 2022082315436 | Complete

2 ICTI0024(192.200.19.72) ® Online 2022005153457 | Cormpleted 2022082315436 | Completed

Download the Latest Version

10C Database Version Progress

147119 [ ¢ Completed

147119 | Completed Completed

LONoTE

The IOC database can only be updated online.

5.4 Vulnerability Database and Patch Package

Update

The vulnerability database and patch package can be updated in automatic online update

and manual offline update modes.

5.4.1 Automatic Online Update

By default, the vulnerability database and patch package are automatically updated online if

the Manager can access the Internet.

5.4.2 Manual Offline Update

If the Manager is in an isolated network environment, it cannot access the Internet.

Therefore, you need to use the manual offline update mode. The update procedure is as

follows:

1. Download the vulnerability database or patch package and verify the MDS5 value. To

download the vulnerability database, visit https://community.forenova.com and choose

Self-Service > Download > Endpoint > Vulnerability Database.

2. Log in to the Manager, choose System > System Updates > Vulnerability Database,

click Import Update Package, and select the vulnerability database or patch package

downloaded in step 1. After the import is successful, the Agent automatically updates

the vulnerability database or patch package, as shown in the following figure.
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Vulnerability Database

I Vulnerability Database

Current Version: 20221018151129
Last Updated: 2022-10-20 03:05:58
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6 Maintenance
6.1 Endpoints

6.1.1 Groups

In scenarios where multiple departments or branches exist, you are advised to group
endpoints by organizational structure. When new endpoints are connected to the
NovaGuard Manager, the endpoints are automatically grouped based on the IP addresses. In
addition, you are advised to set an administrator for each organization or branch. The

detailed operations are as follows:
1. Creating Groups by Organizational Structure

Choose Endpoints > Groups and create groups by organizational structure, as shown in the

following figure.

Groups + New *=+ More Endpoints (1 online /19 in total) New Features
e More Q) Refresh | Monitoring St.. ¥ Auto Grouping ¥ Endpoint Type ¥  Endpoint Status ¥ | Searc|
=] B Endpeints No. Endpoint Endpoint Status Group 1P Address MAC Address 0s CPU Usage Memory Usage
El M localManager | [] 1 [ Sangfor- ngrouped En.. *TTTRAITIT mamsen 27 Windows 7 Professio. D
[} i Local Manager 1 Sangfor-PC ® onl Ungrouped En... Windows 7 Professio... 1% Used/Totalz1 GB/3.8 GB
87.71
Ungrouped Endpoints 2 CTI0024 ® Orline Ungrouped En. 1 L TSRS Windows 7 Professio... 0% Used/Total7 G55 68
P i - — 04 04%
External 3 CTI0047 ® Orline Ungrouped En. =* Liliime R Windows 7 Professio... 14% Used/Totsls.8 688 68
G o
Groupl 4 DESKTOP-1C25KD) Offine 8 sisrhow = Windows 10 Pro x64 o Toedtan ois

2. Grouping Endpoints by IP Addresses

Choose Endpoints > Groups, click More and choose Auto Grouping, as shown in the

following figure. Next, configure auto grouping of new endpoints by IP addresses.

Groups + New *** More
+ Irnpeort
o Export

& Endpoints r.| Aute Groupin: |

__' Bl Local M.
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Auto Grouping %
+ New Group name or IP

No. Group Name IP Addresses Status Operation

1 groupl i1 ~ Edit | Delete

1 entries Entries Per Page | 500 ¥

Close

3. Set an Administrator for Each Organization

Choose System > Administrators and create an administrator for each organization for

independent management, as shown in the following figure.

New Administrator User %
*Username : | team1 ®
*Role: Security Admin - @
*Groups: groupl -
Email Address : @

Description :

Login Security

“Login Method : | Password Auth >

*MNew Password :

8

*Confirm Password :

Login Restriction : || Only allow login from specified IP addresses

6.2 Licenses
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The administrator must periodically delete endpoints offline for a long time or have the
Agent uninstalled to release licenses and ensure sufficient licenses for new endpoints

connected to the Manager. Licenses can be automatically or manually released.

1. Uninstall Agent Manually

Choose Endpoints > Groups, select the endpoints that have the Agent uninstalled or

offline for a long time, and delete them to release licenses, as shown in the following figure.

= Move To - »w' Enable Agent - L] Rernote Support
© Disable Agent
B Moo  Endpeint g Endpoint Status i
® restart Agent
1 | Sangfor-F @ Online

W Uninstall Agent
2 J CcTIoozd X Delete ® Online

2. Auto-Deletion

Choose System > System > General, select Endpoint Auto-Detection, and set the
duration to clean up the inactive endpoints, as shown in the following figure. Offline
endpoints whose inactive duration exceeds the set value will be automatically deleted to

release licenses.

General

| Endpoint Auto-Deletion

Clean up offline endpoints staying inactive for 30 consecutive days (1-363)

| Endpoint Data Collection \

Interval {hour): 24 @

| Security Patch Download

Endpoint Secure Manager downloads patches on behalf of agent if patches cannot be downloaded from patch database (D) Clear Security Pal

| Device Integration

Allow device to connect within 60 minutes

| Domain Name Collection

6.3 Server Protection

The administrator must check security policies periodically to identify security risks and
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perform server protection. Server protection measures include version and database checks,
exit and uninstall password change, Manager account and password management, remote
access protection password change, Manager login IP address restriction, endpoint security

and integrity check, vulnerability scan, and policy optimization.

6.3.1 Version and Database Check

The administrator must check the product version and antivirus database version
periodically. You are advised to use the latest product and antivirus database versions. For

the latest product and antivirus database versions, visit http://community.forenova.com and

choose Self-Service > Download > Endpoint.

6.3.2 Exit Password and Uninstallation Password

The administrator must periodically change the exit and uninstall passwords. The

passwords must be strong passwords that contain digits and letters.

To change the exit password or uninstall password, choose Endpoints > Security
Protection > Basic Config and set the exit password or uninstall password in the Agent

Administration Passwords area, as shown in the following figure.

| Agent Administration Passwords
Exit Password

Password: ~ ssse ws Change Password

Uninstallation Password

Password :  seeees st Change Passward
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6.3.3 Manager Accounts and Passwords

The administrator must periodically check Manager accounts and passwords as follows:
1. Check whether invalid Manager accounts exist. If yes, delete them.

2. Periodically change passwords of Manager accounts and ensure that strong passwords
are used.

Administrators

+ New 2 Global Options ~ QRefresh
No. Usermame Roles Groups Authentication Policy Email Address Description Status Last Login Operation

2 " Super Admin Local Manager Passwort d Auth - Administrator 2022-10-27 152145 Edit | Change Password

6.3.4 Remote Access Protection Password

The administrator must periodically change the remote access protection password based on

the password complexity requirements.

To change the remote access protection password, choose Endpoints > Security
Protection > Anti-Ransomware and enter the password in the Secondary Authentication

Password text box, as shown in the following figure.
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| RDP Secondary Authentication
Enable (&

Authentication Requirement

© Required for RDP Access Required for Trusting Files

® RDP == e _ RDP ==  Trusting

- Access = - Access 1 = Files - I

4 itharticat .
{ dar \ dary \
th o 1 ither it
Secondary Authentication Password
Default Password © custom Password

sressssnee s Change Password

Please inform internal personnel of the custom password. The text below is for reference:

For server security, secondary authentication is required for RDP access during certain periods. Remote login

during the period Mon - Sun 00:00-24:00 will require the following password: **###* Copy

Schedule

Mon *| o | Fi > 21:00 T 1o | 07:00 ¥ “

6.3.5 Administrator Login IP Address Restriction

You are advised to restrict the IP addresses from which Administrator accounts can log in.

Users can only log in to the Administrator accounts through a specified IP address.

To restrict login IP addresses, choose System > Administrators, click Edit in the
Operation column of an account, check the Only allow login from specified IP addresses

checkbox, and enter the IP addresses, as shown in the following figure.
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Edit Account %
*Username : | admin @
*Role:| Super Admin - @
*Groups :| Endpoints 4
Email Address : @

Description : Administrator

Login Security
*Login Method : | Password Auth h

Login Restriction : B Only allow login from specified IP addresses

=

6.3.6 Security Compliance Check

The administrator must periodically check security compliance for internal endpoints and
perform protection for check items that do not meet requirements based on the protection

guide.

To perform Security Compliance Check, navigate to Detection > Security Compliance,

as shown in the following figure.

v 4 hours 32 mins 59 secs away from the previous chack
\ 3 endpoint failed to pass the check
.

TaskStatus ¥ EndpaintType ¥ Result vl

Mo, Endgeiet 1P Address Group o5 Last Seanned Task Status Result Opeistien
& WIN-CLSHGTI2FUA 1082363 Ungrouped Endpaints Windows Server 20122... 2021.06.28 1536144 Check completed.  Falled: 16 View  Re-chack
2 Ewe 1062365 Ungrouped Endpoints Windows Server 2016 Da..,  2021-06-28 153642 Checkcompleied.  Falled 17 View | Re-check
3 B WIN-UAssIOL 1018512194 Ungrouped Endpoints Windows Server 2008 R2...  2021-06-28 153634 Check compisted.  Faifed: 16 View | Re-chock

6.3.7 Vulnerability Scan

The administrator must scan internal endpoints for system vulnerabilities and install patches

periodically.
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To scan internal Windows endpoints for system vulnerabilities and install patches, navigate

to Detection > Vulnerability Scan, as shown in the following figure.

Task Details
TaskStatus = | EndpointType ¥ | Endpoint Status ¥ | Group v || Endpoint, IP address
No.  Task Status Endpoint Status  Endpoint Group IP Address o8 Vulns Detected Pending Vulns  Operation

1 Scancompletsd @ Online O 6-edr0155 Ungrouped Endpoints 5 Windows 10 Pro 5 6 Patch  Re-scan

2 Scancompleted @ Online @ WINDOWSB Ungrouped Endpoints = Windows 8 Enterprise 2 2 Patch | Re-scan

6.3.8 Policy Optimization

The administrator must check and optimize internal security policies periodically. The

following table describes the recommended configurations for different security policies.

Enabled by | Retain the default configuration and enable scheduled
Anti-malware
default scan.
Enabled by
Realtime file protection Retain the default configuration.
default
Brute-force attack Enabled by
Retain the default configuration.
protection default
Enabled by
Ransomware protection Retain the default configuration.
default
Enabled by
WebShell detection Retain the default configuration.
default
If scripts or programs that run PowerShell commands
Enabled by
Fileless attack protection exist in the internal network, disable fileless attack
default
protection. If not, retain the default configuration.
Trusted server process Enabled as
Configure it as needed.
protection needed
Enabled by
Remote access protection Retain the default configuration.
default
Trusted files Enabled as Configure it as needed.
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needed

Enabled as
Micro-segmentation Configure it as needed.
needed

Enabled as Enable the email alert policy to notify the administrator of
Alert policy
needed threats found in the internal network.

Table 9: Policy optimization

6.4 Security Event Handling

6.4.1 Rules

The administrator must check whether pending security events exist on the Manager and

handle them periodically.

To view security events, choose Response > Threat Response and click the Security

Events tab, as shown in the following figure.

Endpoints  Securty Events

5w B o ¢ 0 v - a & ¢ ®
Malware Ransomware Webshell Backdoors Advanced Threats Brute-Force Attacks Powershell @ Botnet
Q) Refresh
Identification Status ¥ Endpoint Status ¥ Status ¥ Environrment tType ¥ || File Type v Severity v  ThreatType ¥ | LastDetected ~  Endpoint name, IR ow.. ¥ Search
No.  Security Event Infected Endpoint Endpoint Sttus Identification Result  Asset User  Infected Entity Last Detected Status Operation
GeniTrojan.HeurRP.ruW@b $27CTai

. , - DESKTOR-ICZ5K0) Offline Unknown ciusersijianhisppdats\roaminglwern... 2022-10-16 21:30:10  Pending © Fix v Analyze
J Sangfor-PC ® Orline Wiews clusersisangforidownloads\installer\... 2022-10-16 21:09:13  Pending © Fix v Analyze

We must handle the security events in the following sequence: critical, severe, and medium

or low endpoints.
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) Trust/Contact
Fix the marufacturer
. for treatment

il

T

I""‘f; tg Further analysis of oy
Threat file ————< = i oger? L S intelligence websites _~Ts it a false~ .
el usmess.’ https://wwv. virustotal. con . report?

< ‘.files? 4 https: //z. threatbook. en

o |
0

Fiz(Macro virus files,
infectious files will
be automatically
repaived in the
process of disposal)

6.4.2 Case

We will use a case to describe how to handle malicious files in this section.

Files that are not automatically isolated will be reported to the Response > Threat
Response page, as shown in the following figure. We must handle the security events in the

following sequence: critical, severe, and medium or low endpoints.

Endpoints  Security Events
5 12 o 5 6 ! 5 1 ) 7) 0
Target Endpoints @ Compromised Severe Medium/Low Isolated
Q Refresh Endpoint Status ¥ Endpoint Type ~  Group ~  LastDestected ~
No.  Endpoint Group Asset User Severity Endpoint Status Pending/Total Threats  Last Detected
1 IKZ PC Kz Branch KZPC Advanced Threats | ... ® Online 16 /20 2022-10-20 1155256 Tsolate
2 CTI0024 Ungrouped End... itical Advanced Threats Brute-Force Attacks ® Orline 3 /4 2022-10-19 17:31:50 Isolate
3 USER-PC-20228 Ungrouped End... Administrator Brute-Force Attacks ® Orline 1/20 2022-10-17 09:26:00 Isolate

Step 1. Determine whether a malicious file is a business file.

The following figure shows malicious files found on an endpoint. The second to seventh
malicious files are in the recycle bin and are not business files. They can be handled with

one click. The first file is suspicious and needs further analysis.
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Details6-edr0155, 10.32.36.175

XK

Last Detected ™

efresl ile e everl hreat €
) Reftesh File Typ ¥ | Severity ¥ Threat Typ b4
No. Infected File/Process Security Event Time Detected Status Operation
Virus Name: TrojanWin32.Save.a :
1 chusers\userappdatailocal\microsoftiwind... = 2021-06-28 20:22:51 Pending © Fix v | Analyze
firus Name: Suspicious Win3Z5av., © =
; A \ crosoftwi _06-28 2022 B ) E b
2 ciusers\userappdata\local\microsoftiwind.. e L 2021-06-28 20:22:21 Pending D Fix v | Analyze
; ! Virus Name: SuspiciousWin32 Sav. ! .
3 cusersuserappdata\lacalmicrosoftiwind.. g 2021-06-28 20:21:45 Pending © Fix v | Analyze
i 132 BEVEE
4 e < = 202 14 Pending O Fix » | Analyze
Virus Name: \ Win32.5ave.a < ;
5 clusers\user\appdatallocalimicrosoftwind... gy | o 2021-06-28 20:20:44 Pending © Fix v | Analyze
Virus Name: TrojanWin32.Save.a ]
6 clusers\userappdatallocal\microsoftivind... gy 1o 2021-06-28 20:20:14 Pending O Fix ~ | Analyze
Virus Name: in3 .
7 clusers\usen\appdatallocalimicrosoftwind... vy 2021-06-28 20:19:44 Pending O Fix ~ | Analyze
Virus Name: TrojanWin32.Save.a = :
8 clusers\useniappdatallocalimicrosoftwind...  gymrmmeey romemyE,  2021-06-28 20:19:08 Pending © Fix v | Analyze
Virus Name: TrojanWin32.Save.a .
9 dhusers\user\desktop\De24eadbea6is4idef.. 2021-06-28 19:09:56 Pending O Fix v | Analyze
1 .11.29
10 O boiie force niiacke | 2021706717 10:30:00 Pending © Blacklist -

Step 2. Obtain the suspicious file for further analysis.

Entries Per Page 50

View the suspicious file details, download the suspicious file sample, and upload it to an

intelligence website (such as https://www.virustotal.com/gui/home) for further analysis.

Details

Virus Name: TrajanWin32.5ave.a

Infected File:

Security Engine:

ec07d164f6d96b3ad36ced(1 E L —

Threat Type: Trojan

Sangfor Engine Zero

File Type: Executable
File Size: 140.1 KB
':”E' MD5: 4105504E49ECO7D164F6D96B3AD36CED b

Detection Method:  Realtime Protection

Time Created:

2021-06-28 15:29:22

If this is non-system file, please quarantine or delete it and enhance directory

permission settings.

Step 3. Process the file based on the threat analysis result.

b4

chusers\user\appdata\local\microsoft\windows\inetcache' e\ 4 3ek056h14105504240

According to the analysis result of ThreatBook Cloud Sandbox, the file is secure and can be

added as a trusted file.
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Are you sure you want to trust the threat
(cusers\user\appdata\localmicrosoft\windows\inetcachelie\13ek056h\ 1

0550404960070 16416096b3ad26ced[1]) 0N The endpoInT 6-drM 155
(10.32.36.175)?

Aizo st ile with the same MDE on other endpoints |
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7 High-risk Operations

The following table describes high-risk operations that need to be avoided when using

NovaGuard. Improper implementation of these operations will affect services and even

cause service interruption.

The customer's
business files
Set the action for [may be Set the action
Security Anti-Malwar |detected isolated due to for detected
Endpoints High
Protection |e malicious files to |false positives, malicious files
Enhanced. resulting in to Standard.
business
exceptions.
Heuristic
scanning can
improve the
virus detection
Disable
rate but will
Enable heuristic heuristic
Security Anti-Malwar increase false
Endpoints scanning during High scanning
Protection |e positives. It
normal use. during normal
needs to be
use.
enabled only
when the virus
detection rate
is tested.
Set the action for |The customer's
detected business files )
Set the action
malicious files in|may be
Security Realtime for detected
Endpoints the Realtime isolated due to |High
Protection |Protection malicious files
File Protection |fa|se positives,
to Standard.
area to resulting in
Enhanced. business
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exceptions.
In High CPU
mode, more
CPU resources
will be When the
consumed. If server
Select High the server resources are
CPU when the |resources are insufficient,
Detection  |Virus Scan |[CPU Usage High
server resources |insufficient, select Low
are insufficient. |[services will CPU or
be affected. Balanced for
You are CPU Usage.
advised to use
the Balanced
mode.
Isolated
Choose
endpoints can
Response >
only connect to
Threat
the NovaGuard
Response,
Manager and
click Isolated
Threat Isolate cannot access
Response Endpoints High on the
Response endpoints. any other
Endpoints
networks. If a
tab, and
server is
remove
isolated,
isolated
services will
endpoints.
be affected.
Do not enable
) server restart
Enable automatic
Server restart for
server restart for
Response  |Remediation|Patching causes service |High vulnerability
vulnerability
interruption. fixing.
fixing.
Instead, restart
a server
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manually at a
specific time

when services

Endpoints

Security

Protection

Server

Protection

are not
affected.
Enable server
protection or
Key services
critical directory Add service

protection but do
not add service
processes of the
server to the
trusted

processes.

of the server
do not run,
resulting in
service

interruption.

High

processes of
the server to
trusted

processes.

8 FAQ

8.1 Installation

Table 10: High-risky operations

1. What can I do if the message in the following figure is shown during installation?

@ The default name has been changed.

I [

Solution:
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e  The message is shown because the installer file name is modified. Enter the IP address
of the NovaGuard Manager and port 443 in the dialog box to complete installation.
Alternatively, download the installer without modifying the file name and use it to

install the Manager.

2. What can I do if "It is detected that you have installed other security software,

which may conflict with the NovaGuard Agent" is shown during installation?

Solution:

e  Uninstall other security software on the computer and install the NovaGuard Agent.

3. What can I do if I fail to log in to the NovaGuard Manager through Internet Explorer

and a message in the following figure is shown?

Your browser is outdated and Endpoint Secure server cannot be accessed. Please update your browser to the latest version or use the following browsers!

Click the following button to download the Agent.

@ ¢ &€ © o

Firefox Chrome Internet Explorer 9+ Microsoft Edge safari

Root CA  Protect Agent ( Windows / Linux / Mac )

Solution:

e  The message is displayed because your Internet Explorer is not the latest version. Use

Internet Explorer 11 or another browser to log in to the NovaGuard Manager.

4.  What can I do if the antivirus database does not automatically update?
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Solution:

e  Ensure that the Manager IP address, gateway, and DNS are correctly configured, and

the environment where the Manager resides can visit download.forenova.com.

5. What can I do if the computer is abnormal after installing the NovaGuard Agent?
Solution:
e Log in to the NovaGuard Manager, choose Endpoints > Groups, and disable the

Agent for the abnormal computer, as shown in the following figure. If the fault is

rectified, contact the service provider for further processing.

= Move To - w" Enable Agent - ] Rernote Support s
® Disable Agent
B MNo. Endpeint g Endpoint Status Group
® Restart Agent
1 J Sangfor-P o ® Online Ungr

W Uninstall Agent

2 ] CTIODZd K Delete @ Online Ungr

8.2 Anti-Malware

1.  What can I do if a business file is mistakenly regarded as a malicious file by an

anti-malware task?
Solution:
Use the following methods to add the business file to the trusted files.

e  On the NovaGuard Manager, choose Response > Exclusions > Excluded Paths, click

New, and select the business file, as shown in the following figure.
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Mew

File Path ¢ fan entry ending without £ or | indicates a file, while the one
ending with £ or \ indivates a path. File path exclosions are
insensitive to fand b Wilrards *? are supported. COne entry per row.

Cancel

e  On the NovaGuard Agent, adds the business file to the Trust area, as shown in the

following figure.

@ Protect Agent ® test Sangfor Endpoint Secure has been protecting you for 1 days & L = — %
* B Asset
Security A 72 threat(s) remain y Realtime |5 (ogs
- pending. [ 6 enable
l) : O) . ,
= Fix Mow => / Blocks: 8620 £ S tne

J& Contact Admin

(=] Update
B About Us

il Events during Last 30 Days

B Ext

A Messages o)

The antivirus database is upgraded from 20210617214938 version to 202... .
Ransomware Protection

2. Does NovaGuard support virus scan for files in USB flash drives and network sharing
paths?

Solution:

e NovaGuard supports virus scans for files in USB flash drives but not in network

sharing paths.

3. What can I do if the CPU usage on a low-performance computer is high when
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NovaGuard delivers an anti-malware task?
Solution:

e On the NovaGuard Manager, choose Endpoints > Security Protection >

Anti-Malware, and enable Restrict CPU Usage, as shown in the following figure.

I Virus Scan &
File Type: Document t Script Executable Comprossed (@ Low Risk @
Scan Options:  Skip Fles larger than 100 B

Scan compressed files up to & leyers deep

Action Auto Fix - Business Continuity First tonly fix confirmed threats)

Aute Fix - Sec First (fix files that are considered as threats)

© No Action - Repert Only (only detect files)

Standard Low False Positives High Detection Rate Low Resource Usage € Custom

Sangfor Engine Zera Gene Analytic Engine Behavioral Analytic Engine Cloud-Based Engine

CPU Usage Enable (@

L B h

Legagy Systems Yirtual Desktops Ouerloaded Systems

4.  What can I do if a message indicating that the isolated area is full and malicious files
cannot be isolated shown when I isolate malicious files?
Solution:

e On Windows endpoints, the isolated area is 4 GB by default, and the path of the
isolated area is C:\ProgramData\sNEDR\SAV. When files in the path exceed 4 GB,
no more malicious files can be isolated. Delete files in the isolated area through the

NovaGuard Manager or Agent.

8.3 Micro-Segmentation

1.  What can I do if the micro-segmentation policy does not take effect?

Solution:

Troubleshoot the fault as follows. If the fault persists, contact the service provider for
processing.

e Check whether the operating system version of the endpoint is Windows XP or

Windows Server 2003. The micro-segmentation function is not supported on endpoints

running Windows XP or Windows Server 2003.
e Log in to the NovaGuard Manager, choose Micro-Segmentation > Policies, and
check whether the Micro-Segmentation switch is turned on, as shown in the

following figure.

Version 01 (Jan.10, 2023) 253



ForeNova NovaGuard V3.7.12User Manual

Palices on: @
& New Acton || Matches
Proity Name Source Destination Senices Action Matches Last Match Status

ob a b focp2:) Deny 0 # v

2. What can I do if micro-segmentation traffic statistics are not displayed?
Solution:

e  Troubleshoot the fault as follows. If the fault persists, contact the service provider for

processing.
e Log in to the NovaGuard Manager, choose Micro-Segmentation > Other, and check
whether Report traffic statistics is enabled, as shown in the following figure.

Other

I Micro-Segmentation

ON (ence disabled, all micro-segmentation policies will become invalid)

| Report traffic statistics

ON (once disabled, all agents will stop reporting traffic statistics)

e Login to the NovaGuard Manager, choose Micro-Segmentation > Traffic Statistics,

and check whether Filter is enabled, as shown in the following figure.

W Filter | Endpoint, IP address =

Denied traffic (Red)
Allowed traffic (Green)
Inter-business asset traffic
Intra-business asset traffic
Business traffic »
Maintenance traffic >
Other traffic >

8.4 Others

If you have other requirements, for example, modifying port 443 of the NovaGuard

Manager, restoring the login password of the NovaGuard Manager, and migrating the
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NovaGuard Manager to another server, contact the service provider for processing.
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9 Acronyms and Abbreviations

English Full Name
CVE Common Vulnerabilities & Exposures
CCom Cyber Command
MDR Manage Detection and Response
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