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About This Document 

This document describes the release notes of NovaGuard. 

Intended Audience 

This document is intended for: 

 All Users 

Note Icons 
The following icons may appear in this article, and their descriptions are as 

follows. 

Icon Description 

 

Indicates an imminently hazardous situation which, if not 
avoided, will result in death or serious injury. 

 

Indicates a potentially hazardous situation which, if not avoided, 
could result in death or serious injury. 

 

Indicates a hazardous situation, which if not avoided, could result 
in minor or moderate injury. 

 

Indicates a hazardous situation, which if not avoided, could result 
in settings failing to take effect, equipment damage, or data loss. 
NOTICE addresses practices not related to personal injury.   

 

Calls attention to important information, best practices, and tips. 
NOTE addresses information not related to personal injury or 
equipment damage. 

 

Change Log 

Date Change Description 

Dec. 20, 2024 This is the first release of this document. 
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1 Version Name 
The new version is NovaGuard 6.0.4ENR4, which can be upgraded as needed. 

Please contact +31 20 700 8895 to obtain the update package. 
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2 New Features 

2.1 Enhanced Security 

2.1.1 Ransomware Decoy File Optimization 

1. Fixed the issue that the names generated for decoy files contained Chinese 

characters by replacing Chinese characters with other high-byte characters. 

 

 

2. The following decoy files are no longer released to USB devices: 
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2.1.2  Malware Scan Optimization 

2.1.2.1 Malware Scan on SMB-Based Network Drives 

1. Right-click a file on an SMB-based network drive and use NovaGuard to scan 

for viruses. 

 

 

2. Realtime file protection against malicious processes is supported for 

SMB-based network drives. 
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2.1.2.2 Reporting Unsigned MSI Files Smaller Than 50 MB to 

Cloud 

Optimized the EULA and DPA agreements for the NovaGuard manager and 

agent. 

NovaGuard Manager DPA: 
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NovaGuard Agent EULA: 

 

2.1.2.3 Scheduled Scan Optimization 

1. Enables Continuous Scan for full scan tasks by default, with the default scan 

end time extended to 8 hours after the original configured start time. 

2. Supports scheduled scan tasks with Continuous Scan enabled for Windows 

endpoints. For example, a full scan task may be scheduled to start at 23:00 

every day and end at 07:00 the next day. If the task is not complete during the 

period, it will be resumed in the next scan cycle (23:00-07:00). 
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2.1.2.4 Trust Zone Password 

After Trust Zone Password is enabled and a password is specified on the 

NovaGuard manager, the password is required for adding files to the Trust 

zone on servers and PCs. 

 

2.1.3 Enhanced Protection Against Brute-Force 

Attacks 

Supports displaying protocols in the security logs for brute-force attacks and 

filtering the logs by protocol. 
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Supports bulk unblocking addresses. 

 

2.1.4 Vulnerability Detection Optimization 

1. Optimized the vulnerability database and reduced the number of highly 

exploitable vulnerabilities that merit attention from over 15,000 to 685. 

 

2. Optimized the information organization by separating Windows patches 

from vulnerabilities and moving the patches to the Windows Update module 
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3. Supports creating vulnerability scan tasks based on predefined or newly 

created templates. (Up to 64 templates can be created, and up to 64 tasks can 

be created using the same template.) 

 

4. Grayed out unsupported endpoint types during vulnerability scan task 

creation. A tooltip is displayed when the cursor is hovered over an 

unsupported endpoint type. 
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2.1.5  Windows Patching 

1. Supports up to 3,862 Windows patches in a predefined template. Only 

Windows patches can be selected as target patches when a template is 

created. 

 

2. Supports viewing from the perspectives of patches and target assets, bulk 

sending of patches, and downloading a patch on the patch details page. 

Go to Risk Assessment > Windows Update and click View Supported 

Patches in the upper right corner to view supported Windows 11 patches. 
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Patch detection is supported for Windows 11 systems. 

 

2.2 Optimized Manager Installation and 

Deployment 

2.2.1 Installation, Deployment, and Upgrade 

Restrictions 

The following resources are required for deploying a manager that connects to 

2,000 endpoints: at least 8 MB/s disk read/write speed, at least 6 CPU cores, 

over 8 GB memory, at least 1,800 MHz CPU clock speed, and at least 900 MB/s 

CPU read/write speed. Entries that do not meet the requirements will be 

displayed during deployment. 
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2.2.2 Installation Restrictions Lifted for SPs and 

Custom Packages 

The administrator needs to install the pre-upgrade check package before 

performing the upgrade. If all SPs and custom packages are incorporated into 

NovaGuard 6.0.4ENR4 or later, the pre-upgrade check is passed, and the 

administrator can perform the upgrade. If some SPs and custom packages are 

not incorporated, the pre-upgrade check fails, and the administrator cannot 

perform the upgrade. 

The unincorporated SPs and custom packages will be displayed after the 

pre-upgrade check is complete. 

 

2.2.3 Progress Display for Deployment via OVA or 

OVA Image 

The administrator can view the progress when deploying the manager via an 

ISO or OVA image. 
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2.2.4 Directory Space for Installation and 

Deployment 

The manager can be installed or upgraded successfully as long as the available 

space of the /tmp directory is over 300 MB. If the space is insufficient for 

installing or upgrading the manager, a prompt will appear. 

Installation: 

 

Upgrade: 
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2.2.5 Configuration of Management IP Address 

After the manager is deployed via an OVA or ISO image, the IP Setup dialog 

box appears. The administrator can click Show Current Setting to view the 

current management IP address or click Set Management IP Address to 

configure it. 

 

 

To configure the management IP address, enter the front-end admin password 

first. 
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Specify the management IP address and gateway address. 

 

 

In the Settings dialog box, view the management interface, interface status, IP 

address, MAC address, and gateway address. 
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2.3 Optimized Agent Installation and 

Deployment 

2.3.1  Environment Check for Agent Installation and 

Deployment 

1. The Installation Failed message is displayed when installing the agent on 

Linux and Windows endpoints with incompatible OS versions. 
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2. The Installation Failed message is displayed when installing the agent on 

Linux and Windows endpoints that do not meet resource requirements (at 

least 4 CPU cores and 4 GB of memory). 

 

3. The Installation Failed message is displayed when installing the agent on 

Windows 7 and Windows Server 2008 R2 endpoints without the SHA256 patch. 

 
 

4. An unsupported upgrade message is displayed for Linux and Windows 
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endpoints with OS versions incompatible with the upgraded manager. 

 

2.3.2 Pre-installation Check for Linux Endpoints 

When the pre-installation check fails on a Linux endpoint, the issues will be 

displayed. The administrator can install the agent on the endpoint successfully 

after fixing the issues. 

 

2.3.3 Overwriting the Existing Agent on Linux 

Endpoints 

The administrator can copy and execute the command to install the agent on 

Linux endpoints that already have the agent installed. The existing agent will be 

overwritten.
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2.3.4 Compatibility with OSes 

1. Supports more Linux systems. For details, see the table below. 

6.0.4ENR4-Com
patible Systems.xls

 

2. Supports more macOS systems, including macOS 10.13.x, 10.14.x, 10.15.x, 

11.x, 12.x, 13.x, 14.x, and 15.x. 

2.3.5 Optimized Troubleshooting for Agent 

Installation 

1. The troubleshooting manual is given in Troubleshooting > Agent FAQ on 

the manager. 
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2. The specific causes are displayed when installation fails on Windows 

endpoints. 

 

2.4 Policy Push from NovaXDR 
After NovaGuard is integrated with NovaXDR, NovaGuard will report malicious 

files to NovaXDR. The administrator can push custom malware scan tasks, and 

IOC policies from NovaXDR to the NovaGuard agent. The procedure is as 
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follows: 

1. After security incidents or alerts are fixed on NovaXDR, the administrator can 

push malware scan policies from NovaXDR to ensure no malicious files remain 

on endpoints. 

 

 

 

2. MD5 hashes of malicious files can be pushed from NovaXDR to endpoints to 

quarantine the corresponding files. 
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2.5 NovaGuard (SaaS) Feature Improvement 

2.5.1 Agent Uninstallation After License Expiration 

Within 30 days after the NovaGuard (SaaS) license expires, the administrator 

can access the console and uninstall the agent. 

 

2.5.2 Cascade Deployment of NovaGuard (SaaS) 

Step 1.  On the branch manager B, create a connection key and copy it. 

 

 

Step 2.  On the primary manager A, add a new branch by entering the 
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branch name, CorpID, and branch connection key, then save the settings. 

 

 

Step 3.  After the settings are saved, the branch is connected successfully. 

 

 

Step 4.  Synchronize data of the branch. 
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2.5.3 Custom Time Zone Settings 

NovaGuard (On-Premises) and NovaGuard (SaaS) support custom time zone 

settings. A pop-up prompts the current time zone during the initial deployment. 

The administrator can confirm or modify the time zone. 

 

 

After the deployment is complete, NovaGuard (SaaS) supports manual time 

zone switching. 
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2.6 Lag and Stuttering Reduction 
After the upgrade, the following features can be disabled and hidden as 

needed: Advanced Threat Detection and Response, App Blacklist, Software 

Uninstallation, Unauthorized Outbound Access Detection, and Cleanup. The 

administrator can go to System > General > Product Features to enable these 

features. 

 

 

After the upgrade, the Hot Patching and Micro-Segmentation features will be 

hidden. To enable these features, please contact technical support. 

After the upgrade, the Enable auto-fix of web intrusions option will be 

removed and unavailable. 

If the Advanced Threat Detection and Response feature is disabled after the 

upgrade, realtime WebShell detection is not supported for files on Windows 

and Linux endpoints. 
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After the upgrade, only low-level realtime file protection is supported for 

Windows servers. To enable medium- or high-level protection for these 

endpoints, please contact technical support. 

 

 

After the upgrade, the memory virus detection feature is not supported for 

Windows servers. To use this feature, please contact technical support. 

After the upgrade, P2P can be enabled for installation and upgrade only on 

Windows PCs. 
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After the upgrade, USB device control can be enabled for Windows PCs and 

Windows servers separately. 

 

2.7 Advanced Threat Detection and Response 

2.7.1  Upgrade Scenarios 

1. After NovaGuard Ultimate Edition is upgraded, the Advanced Threat 

Detection and Response feature will be displayed but disabled by default on 

the System > General page if no device integration was configured before the 

upgrade. 

2. After NovaGuard Ultimate Edition is upgraded, the Advanced Threat 
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Detection and Response feature will be displayed and enabled by default on 

the System > General page if devices were integrated before the upgrade. 

3. After NovaGuard Lite Edition is upgraded, the Advanced Threat Detection 

and Response feature will be displayed and enabled by default on the System > 

General page. 

 
 

2.7.2  Deployment Scenarios 

1. After NovaGuard Ultimate Edition is deployed, the Advanced Threat 

Detection and Response feature will be displayed but disabled by default on 

the System > General page. 

2. After NovaGuard Lite Edition is deployed, the Advanced Threat Detection 

and Response feature will be displayed and enabled by default on the System > 

General page. 
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2.7.3 License Edition Switch Scenarios 

1. After NovaGuard Ultimate Edition is deployed, the Advanced Threat 

Detection and Response feature will be displayed but disabled by default on 

the System > General page. 

2. After NovaGuard Lite Edition is deployed, the Advanced Threat Detection 

and Response feature will be displayed and enabled by default on the System > 

General page. 

2.8 Optimized Endpoint Management 

2.8.1 Optimization of Endpoint List and Endpoint 

Details 

1．Added the following fields to the endpoint list on the Endpoints > Endpoint 

Groups page: Display Name, Last Online User, Last Login, and Connection 

Tracking Status. Data can be exported from these fields. 

Connection tracking status is supported only for Linux endpoints. For Windows 

and macOS endpoints, a hyphen (-) is displayed in the Connection Tracking 

Status column, indicating that the feature is not supported. 
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2．Added the following fields to endpoint details: User Src, Last Online User, 

and Last Login. 

 

2.8.2 Move to This Group by IP Address (New 

Feature) 

To move endpoints to an endpoint group after exporting the endpoint 

information from the CMDB system, select the endpoint group and click Move 

to This Group by IP Address. 
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In the panel that appears, enter IP ranges to find the matched endpoints and 

then click Move to This Group. 

 

2.8.3 Display of Disk Usage 

Supports displaying Disk Usage and Disk Partition Status to help identify 

endpoints that exceed the corresponding thresholds. 
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2.8.4 Removing Endpoints with Agent Disabled and 

Bypassed 

The administrator can remove endpoints with the agent disabled and bypassed 

on the Endpoints > Endpoint Groups page. (Offline endpoints can also be 

removed after the upgrade). 
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2.9 EULA and DPA Optimization 
3. When logging in to NovaGuard for the first time, the administrator needs to 

enter the username and password, and select I have read and accept the 

EULA | DPA. After the administrator enters the console, DPA will not appear in 

pop-ups again, and Join the cloud security program to integrate with 

cloud-based security products for enhanced capabilities will be selected by 

default. 

4. The features and protection effectiveness affected by the update of the 

cloud security program are displayed. 

 

5. A reminder will appear on the page when you deselect Join the cloud 

security program to integrate with cloud-based security products for 

enhanced capabilities. 
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2.10 NovaGuard Agent UI Update 
Unified UI style for agent windows. 

 

2.11 O&M Operation Optimization 
To perform O&M operations (such as disabling, enabling, uninstalling, 

removing, and bypassing the agent, and disabling agent bypass) and high-risk 

operations (such as endpoint shutdown, endpoint restart, message notification, 

and endpoint migration) to 100 or more endpoints, the administrator must 

enter Confirm in the secondary confirmation dialog box. 
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To perform these O&M and high-risk operations to less than 100 endpoints, 

the administrator must click OK in the dialog box. 

 

 

After the O&M or high-risk operations are performed, the administrator can 

view the results and details on the System > Logs > Admin Logs page. 

 

2.12 Installation by Endpoint Group 
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The administrator can specify a group of endpoints for agent installation. This 

reduces manual operations and minimizes policy mismatch issues caused by 

delayed or incorrect manual grouping. 

To specify a group of Windows endpoints for agent installation, go to System > 

Agent Deployment > Agent Download, click the Windows tab, select the 

group, and click Download. 

 

 

To specify a group of Linux endpoints for agent installation, go to System > 

Agent Deployment > Agent Download, click the Linux tab, select the group, 

and click Download. 

 

 

 

To specify a group of macOS Windows endpoints for agent installation, go to 

System > Agent Deployment > Agent Download, click the macOS tab, select 
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the group, and click Download. 

 

2.13 Domain Connectivity Tests 
To guarantee the best experience for the device (including prompt updates of 

product patches, signature databases, and security capabilities), domain connectivity 

tests need to be performed after the manager is deployed. 

After the administrator logs in to the manager, a pop-up window prompts the 

administrator to perform domain connectivity tests. 

 

 

Go to the System > Network > Domain Connectivity Tests page as promoted to 

start domain connectivity tests. 
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2.14 Optimization of Other Features 
1. Fixed OpenSSH vulnerabilities (CVE-2024-6387 and CVE-2023-28531) in the 

NovaGuard manager deployed via an ISO or OVA image. 

2. Reduced endpoint lag and stuttering, and optimized the realtime protection and 

antivirus performance of core agent services by increasing process caches and 

improving the scan logic for low-risk, high-frequency files. 

3. Supports automatic recovery of folders and files hidden by worm viruses after 

virus detection and removal. Updated the malware detection engine to the latest 

version to enhance detection capabilities. 

4. Fixed potential MongoDB database corruption issues during version upgrades or 

SP installation. 

5. Added the Last Online User and Last Login fields to the endpoint list. 

6. Supports Tcpdump-based O&M troubleshooting for the NovaGuard manager 

deployed via an image, improving troubleshooting efficiency. 

7. Added the Endpoint IP field to the malware list to improve search efficiency. 

8. Retains the entered username and password when the verification code for 

console login is incorrect or expired. 

9. Moved password security policies and session timeout logout settings from the 

System > Administrators page to the System > General page. 

 


