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property rights, including but not limited to copyrights, trademarks, patents,
and trade secrets, and related rights to text, images, pictures, photographs,
audio, videos, charts, colors, and layouts as presented in or concerning this
document and content therein. Without prior written consent of ForeNova, this
document and content therein must not be reproduced, forwarded, adapted,

modified or displayed or distributed by any other means for any purpose.

Disclaimer

Products, services or features described in this document, whether wholly or in
part, may be not within your purchase scope or usage scope. The products,
services or features you purchase must be subject to the commercial contract
and terms as agreed by you and ForeNova. Unless otherwise provided in the
contract, ForeNova disclaims warranties of any kind, either express or implied,
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About This Document

This document describes the release notes of NovaGuard.

Intended Audience

This document is intended for:

e AllUsers

Note Icons

The following icons may appear in this article, and their descriptions are as

follows.

Indicates an imminently hazardous situation which, if not
avoided, will result in death or serious injury.

Indicates a potentially hazardous situation which, if not avoided,
could result in death or serious injury.

Indicates a hazardous situation, which if not avoided, could result
in minor or moderate injury.

R —— Indicates a hazardous situation, which if not avoided, could result
A NOTICE in settings failing to take effect, equipment damage, or data loss.

NOTICE addresses practices not related to personal injury.

Calls attention to important information, best practices, and tips.
L!_!_H NOTE NOTE addresses information not related to personal injury or
equipment damage.

Change Log

Dec. 20, 2024 This is the first release of this document.
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1 Version Name

The new version is NovaGuard 6.0.4ENR4, which can be upgraded as needed.

Please contact +31 20 700 8895 to obtain the update package.
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2 New Features
2.1 Enhanced Security

2.1.1 Ransomware Decoy File Optimization

1. Fixed the issue that the names generated for decoy files contained Chinese

characters by replacing Chinese characters with other high-byte characters.

I [4 [ = | ProgramData - 0 X
Home Share View . ]
« - 4 > ThisPC » Local Disk(C) > ProgrambData > v|®| | Search ProgramData P
Name - Date modified Type Size
# Quick access
oJWELEM 6/2/20255:06PM  Filefolder
W Desktop o otpatch B30 BT BT FileTolder
f Dowtloaks 4 | Microsoft File folder
[l Documents  # Oracle File folder
* regid. 1991-06.com.microsoft File folder
qqq * Sangfor File folder
ROOT » SF ; File folder
e sfewatcher 12/6/2024 253 PM  File folder
o SoftwareDistribution 9/13/2018 1219 AM  File folder
USOPrivate 12/6/2024 10:02 AM  File folder
I This BC | S EShored 6 BB enfel
“J8 30 Objects ———-8bUIpSY:R1 6/2/20255:06PM  File folder
[ Desktop

| Documents
& Downloads
B Music

B Videos

%2, Local Disk (C:)

i Metwork

12 items

2. The following decoy files are no longer released to USB devices:

Drive Tools
Home  Share  View  Manage
(O] v 1 » THiSPC b ZStack(F) » v & | | search Zstack F) o
p— Name ° Date modified Type Size g
B Desktop faeventsd File folder
8 Downloads Spotlight-V100 File folder
%1 Recent places 1\ bm2_agents 11472022 645 P File folder
). does 174/2022 6:46 PM File folder
48 ThisPC K er File folder
5 [ Desktop 1. Bdra File folder
b [ Documents 1 images File folder
© 1§ Downloads 1 isolinux File folder
D B\ 1l LiveOs File folder
> M Music J\ LOSTDR File folder
o (5] Pictures 1! Packages 11472022 645 P File folder
o Videos |\ repodata 1/4/20226:46PM  File folder
1 Ea Local Disk (C) & repos /472022 6:45PM  Filefolder
© 8 DD Drive (0:) IRV L. script_bins A2 646PM  Filefolder
b i New Volume (E) 1 scripts File folder
I tools File folder
1 uitools File folder
» € Network U zs_drivers File folder
[} discinfo 11472022 646 PM  DISCINFO File 1KB
] repo_version 1/4/20226:46PM REPO_VERSION File 1K
| treeinfo TREEINFO File 1KB
1] ebioemeore-rhelf-rhel7-12.0.193.22- gz TGZ File 145693 KB
LlerL File 12KE
2 hfs(f.oe 6/20/201910:13PM  Application 43KB
[ T ksifq VHNRE46PM CFGFile K8
Bitems
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2.1.2 Malware Scan Optimization

2.1.2.1 Malware Scan on SMB-Based Network Drives

1. Right-click a file on an SMB-based network drive and use NovaGuard to scan

for viruses.

ProgramDats
& Pictures * 2
= | test
Home Share View
« w » Network » Users » test v B | Searchtest
A
S B A Name Date modified
3 A
3D Objects File folder
» I ThisPe - i
= AppData File folder j
v i Network [35 Contacts File folder :'
v m I Desktop File folder A'
v B s Documents File folder A:
Fids & Downloads File folder b
B, ¢ Favorites File folder A
RV Hessie # Links File folder |
AdminisHator D Music File falder 4
Public =] Pictures File folder f
> || test #P Saved Games File folder :'
> O AES Expand Searches File folder A'
- - i
| Je fol
D0 AESPQ Open in new window :;:S:;R it ;' i’? dzs
| ; AT Fil
> EADESKIC  Pinto Quick access aE
DESKTC  iways available offline
» LI DESKTCl 2 Use NovaGuard to Scan
ey
> EHDESKIC  PintoStart
> EDEKTC  sengo > %
14items =
Cut
Copy
Delete
Rename
New
Properties

2. Realtime file protection against malicious processes is supported for

SMB-based network drives.

| ApplicationTogls  Administrator
Home  Share  View Manage

- . s Network » 10 » Users » Administrator

& OneDrive

1l Open File - Security Waming

H  We can't verify who created this file. Are you sure you want to run this file?

Name: \\ #\Users\Administrator\rsmngav. virus.exe
Type: Application

From: hUsers\Administrator\rsmngav._virus.exe

Cancel

Run

This file is in a location outside your local network. Files from locations
you don't recognize can harm your PC. Only run this file if you trust
the location. What's the risk?

v

[T %ModifyFile%
MTUSER.DAT
[ rsmikiller_harass
[ rsmingav_virus

2 whpstate

[ DESKTOP-TIPTCLS
[ DESKTOP-T045LM7
I DESKTOP-G58RQF2
[ DESKTOP-HNINGHA

[H DESKTOP-J2GVLOR v <
1item selected 1.37 MB

21 items

v o

Search Administrator P

dified

i

File folder

File folder
File folder
File folder
File falder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File falder
File folder
File

DAT File
Application
Applicatian

XML Document »
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I & < | Administrator = O %

Home Share View
« « A | > Network > 1024690130 > Users > Administrator v & | Search Administrator »
& Duibive " Nanzemmm - Date modified e
@ ThisPC ssh File folder
= B 30 Objects File folder
i Network AppData File folder
[25 Contacts File folder
L Users [ Desktop File folder
NETva5 [ Documents File folder
S AT 4 Downloads File folder
i V' Favorites File folder
S P Links File folder
Public B Music File folder ©) NovaGuard
test = pictures File folder &
= AEs #P Saved Games File folder
B AES-PC 7 Searches File folder
53 DESKTOP-2INTO) H V,MEDS il Malicious file detected and processed.
I DESKTOP-71PTCLS [ *ModifyFile% File
== NTUSER.DAT DAT File
[ DESKTOP-7945LM7 )
= [ rsmkiller_harass Application

[ DESKTOP-G58RQF2 Application Ransom.Win32.Wannacr...

XML Document [ = | Ransomware File (EELED

[ rsmngav_virus

[ DESKTOP-HNINGH4 =] whpstate
[ DESKTOP-J2GVLOR v o< |
2 items \e Copy

2025.06.11 15:13

Quarantined

2.1.2.2 Reporting Unsigned MSI Files Smaller Than 50 MB to
Cloud

Optimized the EULA and DPA agreements for the NovaGuard manager and

agent.

NovaGuard Manager DPA:

Y o R s | B R G S A | S L I S
etc.).

+ File-related information, including basic information such as file name, format, size, path, creation
and modification time, as well as specific content information of some files that are detected as
security threatsirisks according to product pelicies, such as the content of binary executable files in
F'Ea'e content of script files in various formats (including JSF, ASP/ASEX, PHP,
VBS J35, XML, Python, VB source files, Lua, Perl, Ruby, Lisp, Bat, powershell, Linux Shell/Bash,
Autorun, shortcuts, registry files, Mach-C executable files); for offiice documents, only macros are
extracted and VBA code is uploaded, not the original content of the document; for PDF documents,

only JavaScript code is uploaded, not the original content of the document. Additionally, compressed
files on the endpoints that are detected to have security threats or risks may also be collected.

Perzonal data may be contained in the information listed above, including user name, login 1D, agent
1D, agent O3 name, endpoint device information endpoint device usage record information, file name
and file content that may be contained in the non-portable executable sample files, attack IF, atiack
source, agent IF, host IP, source IP, destination IF, IP list, host name, domain name, and domain
root.

For the File-related data, if the administrator of the Customer is configured to enable the download of
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pOSES 8 SeCUrTy Msk, INTOFMATON on Processes TUNnIng on eNapoint aevice (INCIUNg Process name
process ID. path to executable file, process command line, process user name, name of software
corresponding to the process, process running fime, occupied resources, fofal number of processes,
etc.).

» File-related information, including basic information such as file name, format, size, path, creation
and modification time, as well as specific content information of some files that are detected as
security threats/risks according to product policies, such as the content of binary executable files in
PEJ’E‘mmrmat. the content of script files in various formats (including JSP, ASP/ASPX, PHP,
VES JS, XML, Python, VB source files, Lua, Perl, Ruby, Lisp, Bat, powershell, Linux Shell/Bash,
Autorun, shortcuts, registry files, Mach-C executable files); for office documenis, only macros are
extracted and VBA code is uploaded, not the oniginal content of the document; for PDF documents.
only JavaScript code is uploaded, not the original content of the document. Additionally, compressed
files on the endpoints that are detected to have security threats or risks may also be collected.
Per=onal data may be contained in the information listed above, including user name, login ID, agent
1D, agent 08 name, endpoint device information,endpoint device usage record information, file name
and file centent that may be contained in the non-portable executable sample files and aitack IF,
attack source, agent IP, host IP, source IP, destination IP, IP list, host name, domain name, domain
root.

Close

NovaGuard Agent EULA:

configuring the appropriate policies on the management console as follows:

s Basic personal information, including the user name, contact telephone number, e-mail address. work number, and location information of the
endpoint and network you are using

Network 1dentification information, including the computer name or host name of the endpoint you are using, operating system and application
account and name, network role name and ID, business group to which you belong. and IP address (including IP address for connecting
communications, with threat characteristics, etc.)

Endpomt device information: serial number, MAC address (or unique tdentification information such as endpoint ID generated by MAC) of the
endpoint device, asset name and ID of the endpoint device, business group to which it belongs. asset code, information on the location of the asset,
name. version, and patch information of the installed software, information on the operating system (name, version, patch information, coredump
information and source files), and information on the resources of the endpoint device, such as CPU, memory, and disk.

Endpomt device usage record mnformation: identification of domain name access information that poses a security nisk, information on processes
running on endpoint device (including process name. process ID, path to executable file, process command line, process user name. name of software
corresponding to the process, process running time, occupied resources, total number of processes, etc.).

Other personal info: mation such as the name, format,
2 ey o flasi

and modification tume, file

(hinary ing the controlled

ary ex ah .
Additionally, compressed files on the endpoints that are detected to have security threats or risks may al:

2. In order to ensure timely fix of relevant security risks, vour organization may also authorize IT administrators to configure and enable remote
operation of the endpoint device you use via the client, the scope of remote operation may cover all data and access rights in the endpoint device

you use. You may interrupt the remote operation of the administrators via the client mterface, but if the relevant risk 1ssues cannot be properly

2.1.2.3 Scheduled Scan Optimization

1. Enables Continuous Scan for full scan tasks by default, with the default scan

end time extended to 8 hours after the original configured start time.

2. Supports scheduled scan tasks with Continuous Scan enabled for Windows
endpoints. For example, a full scan task may be scheduled to start at 23:00
every day and end at 07:00 the next day. If the task is not complete during the

period, it will be resumed in the next scan cycle (23:00-07:00).
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2.1.2.4 Trust Zone Password

After Trust Zone Password is enabled and a password is specified on the
NovaGuard manager, the password is required for adding files to the Trust

zone on servers and PCs.

2 Trust X

Files{D) Paths(0) Processesi (0) Development Environment Paths{()

Trusted files will nof

© add [ Un

| Files

Please enter the secondary authentication password for trusting files. If you forgot the
password, contact the administrator.

Cancel

Tota:0 < 1 »

2.1.3 Enhanced Protection Against Brute-Force

Attacks

Supports displaying protocols in the security logs for brute-force attacks and

filtering the logs by protocol.
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NovaGuard

Security Logs

o
et

The manager cannot connect to the SP update server,which may cause securlty risks. Please fixtimmediately.  Configure Proxy Server

Address Blocking
® u ccess o block access from altackers IP addresses. Tis f NovaXDR, or
|:| ot Refesn " Assetlp v Qll ar - - ' -
Time Fixed Directon Protocol Blocked P Blocked Port Event Typo BlockDuraton  EventD Assatinfo FungSiats  BlockMetnod  Operator Romarks Operation

2.1.4 Vulnerability Detection Optimization

1. Optimized the vulnerability database and reduced the number of highly

exploitable vulnerabilities that merit attention from over 15,000 to 685.

Supported Vulns (685) x

No. | Vanino oD s Wi Type Scanbethod  mpact AfectdAop | Time Disciosed
1 ot et CVE-2024-53677  SF_2024_43509 App Vuin Version Co. Aany o Aptsiie 2024-12-12 07:0000
ot Exp Unload stz
ingFrameuar e
2 s CVE-2024-38819  SF_2024 41712 App Vuin Version Co. Casii spring. 2024-10-17 07:00:00
oy Ex Traversal
Apace sor aun
2 CVERAAS2E  SEARA4IMS  AopVun VersonCo.. Ot ApscheSor 2024-10-15 070000
[ER o
4 Susdersmn SF_2024_40762 App Vuin Version Cc ‘SQL Injectior 2024-10-03 07:00:00
4 w2 ooV csion o S
Worgpress Loam
s g CVENRSISE SRS AV POCverfic..  SOLecion  WordPress 2024092070000
Faston v
o . se0z 20 win VersonCo.. CoteBrecton  fastson 20240905 070000
I owes il kad ¥
Apsche OFBzC.
7 ey ORI  SEameme v VersonCo.. SSRF Aacheohiz 20260904 070000
8 TormEme CVE-2024-28000  SF_2024_36804 App Vuin POC verific. i WordPress 2024-08-21 07:00:00
ion [N Evation
Wordoress Gve
e POCvertc..  Oher WoPress 2026002007000
encns A — "
0 s CVE-2024-43044  SF_2024_36280 App Vuin Version Co. e e 2024-08-07 07:00:00
Read senins
Apache OFBZC
o VB4 SE2246105  AppVun Verson Co...  Other Apscheotiz 20240605 070000
Hony Exp
i SF_2024_36081 App Vuin Version Cc Ahontaton 2024-08-05 07:00:00
Highy Exp o e e Bypass. i
sescgBootsmu
i < SF204 087 Appvun VersionCo.. CodeBxecution jeeco 20240001 070000
B owes
Dsdecs s
n : S04 35250 Appvin VersonCo.  CodeBrecion  DateCMS 2024722070000
Hily Exp
Oracle WebL Unauthorized ke
15 T e CVE-2024-21182  SF_2024_34782 App Vuin Version Co. ——— WebLogic 2024-07-17 07:00:00
vty £ Access e
o85 ennes i tata T2 3 4 5 = 3 > Eoviesperrase 20 - | Pase

2. Optimized the information organization by separating Windows patches

from vulnerabilities and moving the patches to the Windows Update module
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VuinList  veins  Scan Tasks

i Afeced Accets Ancisd Ao WnTyps  Scan Metnos impact TméDecioed Lt Scamed gy Camgory  Tusk Type

3. Supports creating vulnerability scan tasks based on predefined or newly
created templates. (Up to 64 templates can be created, and up to 64 tasks can

be created using the same template.)

Add Template

4. Grayed out unsupported endpoint types during vulnerability scan task

creation. A tooltip is displayed when the cursor is hovered over an

unsupported endpoint type.
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2.1.5 Windows Patching

1. Supports up to 3,862 Windows patches in a predefined template. Only
Windows patches can be selected as target patches when a template is

created.

2. Supports viewing from the perspectives of patches and target assets, bulk

sending of patches, and downloading a patch on the patch details page.

Go to Risk Assessment > Windows Update and click View Supported

Patches in the upper right corner to view supported Windows 11 patches.
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Supported Patches x
Seventy Impact F: D e ver al o
No | PacnName Pachio  CVED Patchade verson impact Time Discsed

202504 Cumuiaive Update for Widows 10 Verso jevaton
1 02 0443 il 0% KBS5055518  CVE-2025-21191 i Windows 10 Evaon o 12025-04-08 23:50:57
QRN Restrtionsmy Prviege
202504 Cumuiaive Upcatsfor Windons 10 Versio Jevaton o
2 s D45 L o Wi = KB5055518  CVE-2025-21191 © Windows 10 Elevatfonat 12025-04-08 23:50:53
Restat o Appy Prviege
202504 Cumuiaive Upcatefor Wincons Saver 20 Evatonot
3 Kestsss21  CVE202521174 Widows Server 2. 2050408 235052
Restar o Appy Pruiege
202504 Cumuiaive Updatefor Windons 10 Verso Eovatonor
i Kessssto  CVEZ252191  t Windows 10 20250408 235045
QEDY  RestrtioAony Prviege
202504 Cumuiaive Update for Widons 10 Verso evaton
5 250443 NG Ll o Winions 10 KB5055519  CVE-2025-21191 i Windows 10 Beaton o 2025-04-08 23:50:44
QRN Restrtionsny Prviege
2025-04 Cumuitive Updte or Microsot server vaton of
5 e 04 Yoo = KB5055526  CVE-2025-21174 § Windows Server 2. vt o 2025.04-08 23:50:42
Restartio Aoy Prvieoe
202504 Cumuiaive Upcatsfor Windons 10 Verso Evatonor
7 Kestssste  CVE202521191 Widows 10 2050408 235041
o R Prege
202504 Cumuiaive Updatefor Winows 10 Verso Eovatonof
s Kestssste  CVEZ02521191 Widows 10 20250408 235040
Restar o Aopy Pruiege
202504 Cumiaive Updatefor Windons Server 20, Eevationof
5 Kessssto  CVEZ2521174 f Windows Server2. 20250408 234204
QPN Restntionony Prviee
5.04 Seicing Stack Updat for Widows Senve.
10 b i ek U oW KB5055661 - Windows Server 2. None 2025-04-0823:38:20
[0 PR
202504 Cumuiaive Upcatsfor Windons 11 Version Evatonor
" Kestsssz  CVE202521101 Widows 11 2050408 233582
Restart o Aoy Prviege
202504 Cumuiaive Updatefor Wincons 11 Version Eovatonor
2 Kestsssz)  CVE202521174 Widows 1 20250408 233309
Restart o Appy Pruiege
202504 Cumiaive Update for Windons 11 Version Elevationof
i Kesossszs  CVEZ252191 ¢ |wndows 1 2025.0408.233005
QETY  Restrioony Prvige
202503 Cumiave Update for Widons 11 Verson emote Co
14 2B NG Lo o Wi " KBS5053602  CVE-2024-9157 i | Windows 11 Remole Cote 5556 0311 02:0051
Restart o Aopy Eceation
2025-03 Cumuiaive Upcats for icrosot sever Rem
15 o 5 o KB5053603  CVE-2024-9157 © Windows Server 2 EMOe CO 05 0341013105
Restat o Appy Executon
2025-03 Cumuiaive Upcatefor indows 10 Verso Remote Coce
" KESOSI605  CVE20249157 Widows 10 2510234817
QPN RestantioAopy Eeaton
202503 Cumuiaive Updatafor Wincons Server 20, Remote Coce
" Kessis9s  CVEZ024917  f WindowsServer2 2050310230531
QEDY  restrtionony Eeaton
3062 onris i tta 12 3 4 5 - 14 > EnvesperPage 20 - | Page
Target Assets x
™ Stabs oo Opersion

@ compete

2.2 Optimized Manager Installation and
Deployment

2.2.1 Installation, Deployment, and Upgrade
Restrictions

The following resources are required for deploying a manager that connects to
2,000 endpoints: at least 8 MB/s disk read/write speed, at least 6 CPU cores,
over 8 GB memory, at least 1,800 MHz CPU clock speed, and at least 900 MB/s
CPU read/write speed. Entries that do not meet the requirements will be

displayed during deployment.

oFfLine.
3454 (sfuser
_BIEN offline

e check. Winimun Requiremen

Failed to pass the CPU core count check. Minimum Requirement

Failed to pass the CPU frequency check. Minimun Requirement

d check
nadequate syste 5 W11 be deployed automatically upon restart
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2.2.2 Installation Restrictions Lifted for SPs and
Custom Packages

The administrator needs to install the pre-upgrade check package before
performing the upgrade. If all SPs and custom packages are incorporated into
NovaGuard 6.0.4ENR4 or later, the pre-upgrade check is passed, and the
administrator can perform the upgrade. If some SPs and custom packages are

not incorporated, the pre-upgrade check fails, and the administrator cannot

perform the upgrade.

The unincorporated SPs and custom packages will be displayed after the

pre-upgrade check is complete.

Pre-upgrade Check Report

Entity Status :(:;z);sm: 7. Not
The app protection policy check feature has been removed from the new version of Athena EPP. Check whether the policy data has been cleared from the RASP page. v

The disk encryption feature has been removed from the new version of Athena EPR. Check whether disks have been decrypted on the Endpoints » Endpoint Groups page, v

The anti web defacement policy check feature has been removed from the new version of Athena EPP. Check whether the policy data has been cleared from the Anti Web Defacement page. v

The remaining disk space is sufficient for the upgrade. v

The recommended maximum number of files that can be stored in the /tmp/ directory of the manager is 50000. The actual number of files stored in the /tmpy directory is 100119119, v

The current product version includes custom packages or service packs that have not been incorporated info version 6.04ENR4_BL. and it cannot be directly upgraded to version 6.0.4ENR4_B1. Please contact Customer |

Service first. Packages not incorporated:

2.2.3 Progress Display for Deployment via OVA or
OVA Image

The administrator can view the progress when deploying the manager via an
ISO or OVA image.

11
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of the m
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2.2.4 Directory Space for Installation and

Deployment

The manager can be installed or upgraded successfully as long as the available
space of the /tmp directory is over 300 MB. If the space is insufficient for

installing or upgrading the manager, a prompt will appear.

Installation:

[root@beauty-myr homel#t . manager_deploy 6.8.2.sh aES6.8.2R4_B1 of fline_xB6_64_2A258611115386_Build17699 develop_sign.pky B.8.08.
a

cimd (firewall-cmd --version) result is 8.6.3

Firewalld ver ok

check disk size...

The mount point of /tmp’ is stmp, failed to pass the disk size check. Minimum Requirement: B.3GE. Current: B.2GB.

The mount point of +datas, -sfr and racs is -, failed to pass the disk size check. Minimum Requirement: 26.26B. Current: 18.1GB.
[root@beauty-myr homel# sudo umount ~tmp

[root@beauty-myr homel#t sudo mount -t tmpfs -0 size=358M tmpfs tmp

[root@beauty-myr homel#t . manager_deploy_6.8.2.sh aES6.8.2R4_B1_offline_xB6_64_2A258611115386_Build1?7699_develop_sign.pky B.8.08.
2]

cmd (firewall-cmd --version) result is 8.6.3
Firewalld ver ok
check disk size...

The mount point of sdatas, -sfr and racs is -, failed to pass the disk size check. Minimum Requirement: 26.26B. Current: 18.1GB.
[root@beauty-myr homeli# df -h

Filesystem Size Used Avail Userx Mounted on

devimpfs 7.86 8 7.8G 7 sdev

tmpfs 7.86 B 7.8G 7 sdevsshm
tmpfs 7.86 9.6M 7.8G ¥ /run

tmpfs : 8 7.8G 7. ssys/fs/cgroup
sdevsmapper~centos-root 586 326 19G v

sdevrudal 1814M 171M B44M ¥ <boot
sdevrmapperscentos-home 2416 5.36 236G % shome

tmpfs 1.66G 8 1.6G srunsuser/8
tmpfs 358M 4.8k 356M #tmp
[root@beauty-myr home 1#

Upgrade:

12
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Pre-upgrade Check Report

i = —
The app protection policy check feature has been removed from the new version of Athena EPP. Check whether the policy data has been cleared from the RASP page. v

The disk encryption feature has been removed from the new version of Athena EPP. Check whether disks have been decrypted on the Endpoints > Endpoint Groups page. v

The anti web defacement policy check feature has been removed from the new version of Athena EPP. Check whether the policy data has been cleared from the Anti Web Defacement page. &

Forthe disk partition mounted to the directory */tmp", at least 1.99 GB of remaining space s required, and the remaining space is 0.19 GB. 74

The recommended maximum number of files that can be stored in the /tmp/ directory of the manager is 50000. The actual number of files stored in the /tmp/ directory is 2030882. v

The current product version includes custom packages or service packs that have not been incorporated into version 6.0.4ENR4_B1, and it cannot be directly upgraded to version 6.0.4ENR4_B1. Please contact Customer

Service first. Packages not incorporated: TD-2024010200277-5410115, EDR-2024103109-1999011.

2.2.5 Configuration of Management IP Address

After the manager is deployed via an OVA or ISO image, the IP Setup dialog

box appears. The administrator can click Show Current Setting to view the

current management IP address or click Set Management IP Address to

configure it.

IF Setup
1. Fress Alt+F1: CLI Console
2. Press Alt+F9: IP Setup

2 Show Current Settiné

BTEE  Cancel>

To configure the management IP address, enter the front-end admin password

first.

13
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ement IP Addre

iR s el
Enter the login password for the admin account
of the weh console (initital password: admin)

{********_

< oKk ] <Cancely

Specify the management IP address and gateway address.

IP Setup
Tips:
1.Press tah: OK/Cancel
2.Double-click esc: Exit

Device: ens3g

#IF
#Mask
Gatekay

< 0K > <Cancel>

In the Settings dialog box, view the management interface, interface status, IP

address, MAC address, and gateway address.

14
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Settings
Device ens3z
static

H = |
255, 255, 0.0

2.3 Optimized Agent Installation and
Deployment

2.3.1 Environment Check for Agent Installation and
Deployment

1. The Installation Failed message is displayed when installing the agent on

Linux and Windows endpoints with incompatible OS versions.

Installation Failed!

Unable to install the endpoint security /are because the current 08 version
(Windows 8.1 Pro Jis not supported. Please upgrade to Windows 7 SP1, 10, or 11
and try again.
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efer to the user manual. Thank you for your understanding!

2. The Installation Failed message is displayed when installing the agent on
Linux and Windows endpoints that do not meet resource requirements (at

least 4 CPU cores and 4 GB of memory).

x

Installation Failed!

At least 4 CPU cores and 4 GB of memory are required.

3. The Installation Failed message is displayed when installing the agent on
Windows 7 and Windows Server 2008 R2 endpoints without the SHA256 patch.

4. An unsupported upgrade message is displayed for Linux and Windows

16
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endpoints with OS versions incompatible with the upgraded manager.

AgentUpdate ®  Service Packs

No Endpoint Name 1P Address Owner Agent Status Auto Update

1 localhost locaidomain @ onine Yes

2 testPC ® onine Yes 6.0.4.1557 EN

3 DESKTOP-K1BD0CE ® onine Yes Completed

2.3.2 Pre-installation Check for Linux Endpoints

When the pre-installation check fails on a Linux endpoint, the issues will be
displayed. The administrator can install the agent on the endpoint successfully

after fixing the issues.

installer.tar.gz & tar -xzvf linux_:

in the future
the fut:

s in th

future

in the future

2.3.3 Overwriting the Existing Agent on Linux

Endpoints

The administrator can copy and execute the command to install the agent on
Linux endpoints that already have the agent installed. The existing agent will be

overwritten.

17
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2.3.4 Compatibility with OSes

1. Supports more Linux systems. For details, see the table below.

6.0.4ENR4-Com
patible Systems.:

2. Supports more macOS systems, including macOS 10.13.x, 10.14.x, 10.15.x,
11.x,12.x, 13.x, 14.x, and 15.x.

2.3.5 Optimized Troubleshooting for Agent

Installation

1. The troubleshooting manual is given in Troubleshooting > Agent FAQ on

the manager.

18
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1.4.1 The uninstallation password is re...

1.4.2 Other antivirus software installe...

2. Agent Installation for Linux Endpoints
2.1 Description
2.2 Possible Causes
2.3 Troubleshooting Steps
2.4 Common Issues

2.4.1 During agent installation, it pro...

2.4.2 The agent cannot be installed o...

2.4.3 The error message “download e...

2.4.4 During agent installation, it pro...

2.4.5 During agent installation, it pro...

w

. Agent Installation for macOS Endpoints
3.1 Description
3.2 Possible Causes
3.3. Troubleshooting Steps

4. Agent Uninstallation

4.1 Description

4.2 Troubleshooting Steps

w

. Agent Offline
5.1 Windows
5.1.1 Troubleshooting Steps
5.2 Linux

5.2.1. Troubleshooting Steps

o

. High CPU/Memory Usage After Agent In...
6.1 Description

6.2 Possible Causes

The manager cannot connect to the SP update server, which may cause security risks. Please fix it immediately

&4 bytes from 220.181.38.261: icmp_seq=¢ ttl=51 time=37.876 ms
44 bytes from 220.181.38.2 _seq= time=36.919 ms
5In bytes from 220.181.38.261: icmp_seq=B ttl=51 time=36.495 ms

Check port communication by using nc -vz -w 2 192.168.2.1 443.

Last login: Fri May 13 09:49:88 on ttys@e2
ctitest@yupei-deMac-mini ~ %

& ctitest — -zsh — 80x24

ne <vz —u 9 8
port 443 [(tcp/https) succeede

O Mmini % NC -VZ - L168.2.
[m&%mz.ua‘zJ port 8683 (tcp) failed: Connection refused |

cTitesteyupei-deMac—mini ~ % nc —vz —w 7 192.188.Z.1 54170
nc: connectx to 192.168.2.1 port 54120 (tcp) failed: Connection refused
ctitest@yupei-deMac-mini ~ X J|

(2) Check whether the agent version supports macOS endpoints.
mac10.13.x

mac10.14.x

mac10.15.x

mactix

macl2.x

macl3.x

maci4x

maclsx

(3) Check whether there are any residual files left by previous installations.

Open Terminal, type the command "sudo -i", and enter the account password to switch to the root user.

2. The specific causes are displayed when installation fails on Windows

endpoints.

2.4 Policy Push from NovaXDR

Configure

After NovaGuard is integrated with NovaXDR, NovaGuard will report malicious

files to NovaXDR. The administrator can push custom malware scan tasks, and

I0C policies from NovaXDR to the NovaGuard agent. The procedure is as
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follows:

1. After security incidents or alerts are fixed on NovaXDR, the administrator can
push malware scan policies from NovaXDR to ensure no malicious files remain

on endpoints.

Virus Scan

o]

scantasks are being executed.

wHost 1013151

FullScan (Scan al disk fes on endpoints.)

Hian cPU

enabled on NovaGuard).

CPU usage s adiusted automatically o ensure smooth operations:

LowCPy

than 10
esticton s enabled on NovaGuard)

= The manager cannot connect to the SP update server, which may cause securty risks. Please fix it immediately.  Configure Prosy Server
NovaGuard o i y oy . qure Proxy

1 scan task ongoing

0 targeted endpoint detected

Export Endpoint NameP/Onner

025044

) Scanning. Targeted endpoints detected. 0is(are) waiting for fix.

Cancel ) Collapse
can | Sean Mode: Adaptive | Tasks RecelveaTotal 11 endgoin(s) | Scamned: 0 endpoint | Scan Paused-0. | Adminiiraor: NovaXDR Coardinated maware scan
] 7] Tasicstat
No. Endoont Ourer Giow os Agent staus. Pendng/ToaiVir.. | Scan Progress Operation
1 DESKTOP-50V5E41(10.13. Ungrouped End...  Windons 10 Frox64 ® onine - scaming cancel | Vi
i 1 ies per Page | 10

2. MD5 hashes of malicious files can be pushed from NovaXDR to endpoints to

quarantine the corresponding files.

Create Custom File Detection Policy

«Fle Hash 1 234833018 152017dcoc0cadBedenen

HedangFi @Aetony  Alow

NovaGuard_004_imel_a._1 (Available)
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aaaaaaaaaaaa

2.5 NovaGuard (SaaS) Feature Improvement

2.5.1 Agent Uninstallation After License Expiration

Within 30 days after the NovaGuard (SaaS) license expires, the administrator

can access the console and uninstall the agent.

2.5.2 Cascade Deployment of NovaGuard (SaaS)

Step 1. On the branch manager B, create a connection key and copy it.

Connection Key

(D Expiration Time: 2025-04-30 19:53:21. Each key can only be used
once.

Capy the connection key to the primary manager fo complete the connection

Step 2. On the primary manager A, add a new branch by entering the
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branch name, CorplID, and branch connection key, then save the settings.

Q Connectivity tested successfully.

* Branch Name :

*CorplD (@) :

*Branch Connection Key (D :

Remarks :

Taest Connectivity

Step 3.
Branches Branch Monitor Branches
New Connection Key Sync Data Refresh
No. Branch Name Primary Manager
1 Local Manager
Step 4.

917485053

917485053

323040304444 3040444 4303842 3234504.245571 303944424
13335394137393331374433413839383233353541304136
33344138424436303237313739393544413938334130304
431333734447C56347C3434337C

30

Available Endpoints

CorplD Licensing Mod Connected/Max Endpoints Last Synced

917485053 Standalone Li 0/50 2025-03-17 14:18:24

Synchronize data of the branch.

After the settings are saved, the branch is connected successfully.

Operation

Edit

Delete

22
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Branches Branch Monitor Branches

@ 917485053
Ransomware / Infected Endpoints: 191
Other/ Infected Endpoints 300
High / Infected Endpoints 0/0

& Compromised: 1

High: 0

Irargeted Endpoin

Low: 0

@ Quarantined : 0

917485053
@ Oniine: 1
1 Offiine: 0
® Other: 0 ®

Local M (_ VisitBranch Manager )

2.5.3 Custom Time Zone Settings

NovaGuard (On-Premises) and NovaGuard (SaaS) support custom time zone
settings. A pop-up prompts the current time zone during the initial deployment.

The administrator can confirm or modify the time zone.

- NovaGuard he manager cannot connect o the SP update sarver, which may cause securltyrisks Please fixtimmediately.  Configure Proxy Server
General

1 Date and Time
oatertime 20250611 B 070825 v SmcwihlocalPC | OblainSystemTime

s in NTP server periodically

urent Time Zone - (GMT+01:00) Rome, Berin Edit

| Password Securly Policies G
Maximum Password Age - (4 Enable @

Require password change ater 90 days

Enable

Show captcha ater 0 faled login attempts

Afer 5 abed login atempts, lock accountfor| 5 mins @

| Session Timeout Logout ®

Logout Trigger Automaticalylog outafer 10 minutes of inaciivity

1 Endpoint Deletion

vt ¢ e ther licens

1 Remote Support

Use afied port for emote access G

| Endpoint Data Collection

After the deployment is complete, NovaGuard (SaaS) supports manual time

zone switching.
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Time Zone Settings X

Select your local time zone

(GMT+08:00) Beijing, Hong Kong, Kuala Lu...  Current Time Zong

2.6 Lag and Stuttering Reduction

After the upgrade, the following features can be disabled and hidden as
needed: Advanced Threat Detection and Response, App Blacklist, Software
Uninstallation, Unauthorized Outbound Access Detection, and Cleanup. The

administrator can go to System > General > Product Features to enable these

features.

| Securty Patch Download

Enabied

After the upgrade, the Hot Patching and Micro-Segmentation features will be

hidden. To enable these features, please contact technical support.

After the upgrade, the Enable auto-fix of web intrusions option will be

removed and unavailable.

If the Advanced Threat Detection and Response feature is disabled after the
upgrade, realtime WebShell detection is not supported for files on Windows

and Linux endpoints.
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Goneral Policies

After the upgrade, only low-level realtime file protection is supported for
Windows servers. To enable medium- or high-level protection for these

endpoints, please contact technical support.

General Policies

Groups fuscCong  AnbiMainae  Reafme Proleckn  AnbRansomware  Tnsilst  GeneralSefings  VuinRemeditior

After the upgrade, the memory virus detection feature is not supported for

Windows servers. To use this feature, please contact technical support.

After the upgrade, P2P can be enabled for installation and upgrade only on
Windows PCs.

25
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Deplayment and Upgrade

| Agent anct Da

After the upgrade, USB device control can be enabled for Windows PCs and

Windows servers separately.

General Policies

Groups

| Remote Support Control

2.7 Advanced Threat Detection and Response

2.7.1 Upgrade Scenarios

1. After NovaGuard Ultimate Edition is upgraded, the Advanced Threat
Detection and Response feature will be displayed but disabled by default on
the System > General page if no device integration was configured before the

upgrade.

2. After NovaGuard Ultimate Edition is upgraded, the Advanced Threat
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Detection and Response feature will be displayed and enabled by default on

the System > General page if devices were integrated before the upgrade.

3. After NovaGuard Lite Edition is upgraded, the Advanced Threat Detection

and Response feature will be displayed and enabled by default on the System >

General page.

2.7.2 Deployment Scenarios

1. After NovaGuard Ultimate Edition is deployed, the Advanced Threat
Detection and Response feature will be displayed but disabled by default on

the System > General page.

2. After NovaGuard Lite Edition is deployed, the Advanced Threat Detection
and Response feature will be displayed and enabled by default on the System >

General page.
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2.7.3 License Edition Switch Scenarios

1. After NovaGuard Ultimate Edition is deployed, the Advanced Threat
Detection and Response feature will be displayed but disabled by default on

the System > General page.

2. After NovaGuard Lite Edition is deployed, the Advanced Threat Detection
and Response feature will be displayed and enabled by default on the System >

General page.

2.8 Optimized Endpoint Management

2.8.1 Optimization of Endpoint List and Endpoint

Details

1. Added the following fields to the endpoint list on the Endpoints > Endpoint
Groups page: Display Name, Last Online User, Last Login, and Connection

Tracking Status. Data can be exported from these fields.

Connection tracking status is supported only for Linux endpoints. For Windows
and macOS endpoints, a hyphen (-) is displayed in the Connection Tracking

Status column, indicating that the feature is not supported.
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ew More All Assets (0 online 3 in total) New Features
1 - Administrator 2025-04-07 11:34:41 £
3 = root 2005-04-15 09:31:45 Not Installed

2. Added the following fields to endpoint details: User Src, Last Online User,

and Last Login.

& Endpoint Details

® oniine

AssetInfo | System Information

~ Endpoint Details 1 Basics
Basics
Hardware
Users

> Taskinfo
Software
Listening Ports. Ungrouped Assets

Database Apps 2025-04-30 04:06:50

Websites

20250513 18:42:54

Web Frameworks 2025-04-30 01:54:09

Web Services 100t

Web Apps

| Database Version
Environment Variable

2.8.2 Move to This Group by IP Address (New

Feature)

To move endpoints to an endpoint group after exporting the endpoint
information from the CMDB system, select the endpoint group and click Move

to This Group by IP Address.

Endpoint Group

S a8
WA Enips Entp gent 5ta1 " os age sepe o 3 .
ol
:
Rt E
L) & hgore
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In the panel that appears, enter IP ranges to find the matched endpoints and

then click Move to This Group.

Move assets to test by [P address

© tniecie nouess

oo Rssots 1 01 el Wimout Agent nscateg O

Q2w

oEsKTOPSIG

UngugetEns @ oni

1B ook o group unchange by st gaucing s 30 LOAP ey

2.8.3 Display of Disk Usage

Supports displaying Disk Usage and Disk Partition Status to help identify

endpoints that exceed the corresponding thresholds.

Endpoint Group

= The manager cannot connect tothe SP update srver, which may cause securty ks, Plas
NovaGuard Y
Endpoint Group
Groups © New More  Ungrouped Endpoints (1 online /1 in total)
[ @ AAssets Keywords:
Endpointname, I, user, Agentversion MAC address  Cluster
=1 B Local Manager
Ungrouped Endpoints
Realtime Protection Status Al Disabled Enabled Not Enabled
est
Offiine Duration: ®An 7 days. 15 days 30 days 30+ days
Auto Grouping: ® An Disabled Auto Grouping Enabled Auto Grouping
Endpoint Type: M jpev [ seesy
AgentStaus Al onine [ Ofine | Diabed | |Bypsssed | | Unicensed | |Unnstaled | Notlnsaled
OiskPatton Status @M Meting  Noma
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€ Enapoint Details

B DESKTOP-HR40L4I(10.74.47.42) @ oniine

Asset Info Trust

~ Endpoint Details Maodel :
SN
Basics Vs
Hardware
M Network Adapter
Users
Model : Realtek RTL8139C+ Fast Ethernet NIC (RTL8023x84)
» TaskInfo
Software = ponitor

Listening Ports
Model : Generic Non-PnP Monitor

Made! : Generic Non-PnP Monitor
Environment Variable

JAR Files & Graphics Card

Trusted Certificates Mode! : Micresoft Remote Display Adapter Model : Micresoft Basic Display Adapter

Trusted Root CA
M Hard Disk Total Usage: e 49.94%

Model : SANGFOR HARDDISK ATA Device
Size : 80.00 GB
SN - 5817727098216-0

B DiskPartition

No.  Partition Name Mount Point File System Type  Total Size Used Size

= 4904% (395 GB)

c NTFS 79.3GB

2.8.4 Removing Endpoints with Agent Disabled and

Bypassed

The administrator can remove endpoints with the agent disabled and bypassed
on the Endpoints > Endpoint Groups page. (Offline endpoints can also be

removed after the upgrade).

Endpoint Group

Groups How Mo AIASSHS (5 solioe | § i fotal)

2 Engpaint Groups
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Are you sure you want to remowve the 1 selected
endpoints from the ist?
Licenses for iha licensed endpaints will be released

(D 1 endpaintsi wen e agent tisailed of bypassed an
included To confinue using the agent after remaval

uninsall and remstad . Flagse operats wih caution

locafhost locaisoman  View More

K

2.9 EULA and DPA Optimization

3. When logging in to NovaGuard for the first time, the administrator needs to
enter the username and password, and select | have read and accept the
EULA | DPA. After the administrator enters the console, DPA will not appear in
pop-ups again, and Join the cloud security program to integrate with
cloud-based security products for enhanced capabilities will be selected by
default.

4. The features and protection effectiveness affected by the update of the

cloud security program are displayed.

Enable delaysd pracess scan ()

Enable compatibility mode for endpoint data security software (§)
| Cloud Security Program
Join the cloud security program to integrate with cloud-based securily producis for enhanced capabilities

Product Integration NovaMDR NovaXDR

Protection Effect Cloud Virus Scan NovaTl Identification User Experience Improvement

| Privacy Options.

I have read and agree to the Data Processing Agreement and End User License Agreement

5. A reminder will appear on the page when you deselect Join the cloud
security program to integrate with cloud-based security products for

enhanced capabilities.
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Enable delayed process scan )

) System

Enable compatibility mode for endpoint data securily software ()
General

Data Backup
R | Cloud Security Program

Join the cloud security program to integrate with cloud-based security products for enhanced capabilities

Are you sure you want to deselect this option?

The device integration feature and protection effectiveness will be affected. Please operate with caution

ience Improvement

| Privacy Options

| have read and agree to the Data Processing Agreement and End User License Agreement

2.10 NovaGuard Agent Ul Update

Unified Ul style for agent windows.

i, , Ol e 0 =— X
NovaGuard Uptime: 1 days
e Realtime Protections:
e o 4 enabled
Fi Blocks: 15 {last
Events (Last 30 Days)
Ransomware Protection » Speed Up & Free Up Space
Realtime File Protection & Dev Environment
) Ransomware Honeypot
) Messages 2025.06.11 14:18:40 The antivirus database is upgraded from 20180 er 20251
Security Engines: ¢ @ B & Quarantine(0) Trust(D) Logs

2.11 O&M Operation Optimization

To perform O&M operations (such as disabling, enabling, uninstalling,
removing, and bypassing the agent, and disabling agent bypass) and high-risk
operations (such as endpoint shutdown, endpoint restart, message notification,
and endpoint migration) to 100 or more endpoints, the administrator must

enter Confirm in the secondary confirmation dialog box.
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To perform these O&M and high-risk operations to less than 100 endpoints,

the administrator must click OK in the dialog box.

Disable Agent

Are you sure you want to disable the agent on the 1
selected devices?

The agent service on the devices will slop. To restore securily
protection, manually enable the agent service again

DESKTOP-SJGVAF View More

“ et

Are you sure you want to disable the agent
on the 1 selected devices?

After the O&M or high-risk operations are performed, the administrator can

view the results and details on the System > Logs > Admin Logs page.

2.12 Installation by Endpoint Group
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The administrator can specify a group of endpoints for agent installation. This
reduces manual operations and minimizes policy mismatch issues caused by

delayed or incorrect manual grouping.

To specify a group of Windows endpoints for agent installation, go to System >

Agent Deployment > Agent Download, click the Windows tab, select the

group, and click Download.

To specify a group of Linux endpoints for agent installation, go to System >
Agent Deployment > Agent Download, click the Linux tab, select the group,

and click Download.

°
"
o u
aL
=L
aos
0 s

To specify a group of macOS Windows endpoints for agent installation, go to

System > Agent Deployment > Agent Download, click the macOS tab, select
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the group, and click Download.

2.13 Domain Connectivity Tests

To guarantee the best experience for the device (including prompt updates of
product patches, signature databases, and security capabilities), domain connectivity

tests need to be performed after the manager is deployed.

After the administrator logs in to the manager, a pop-up window prompts the

administrator to perform domain connectivity tests.

Go to the System > Network > Domain Connectivity Tests page as promoted to

start domain connectivity tests.
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2.14 Optimization of Other Features

1.

Fixed OpenSSH vulnerabilities (CVE-2024-6387 and CVE-2023-28531) in the

NovaGuard manager deployed via an ISO or OVA image.

Reduced endpoint lag and stuttering, and optimized the realtime protection and
antivirus performance of core agent services by increasing process caches and

improving the scan logic for low-risk, high-frequency files.

Supports automatic recovery of folders and files hidden by worm viruses after
virus detection and removal. Updated the malware detection engine to the latest

version to enhance detection capabilities.

Fixed potential MongoDB database corruption issues during version upgrades or

SP installation.
Added the Last Online User and Last Login fields to the endpoint list.

Supports Tcpdump-based O&M troubleshooting for the NovaGuard manager

deployed via an image, improving troubleshooting efficiency.
Added the Endpoint IP field to the malware list to improve search efficiency.

Retains the entered username and password when the verification code for

console login is incorrect or expired.

Moved password security policies and session timeout logout settings from the

System > Administrators page to the System > General page.
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