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1 NovaGuard (On—-Premises)

1.1 NovaMDR

® |Integration Method: NovaGuard can be integrated with NovaMDR using the password.
® Version Requirements: No specific version requirements for NovaMDR.
® Procedure:

Step 1: Log in to NovaMDR, go to the Customers page, and click the name of a customer, as

shown in the figure below:

@ ForeNova Home eports Took~ Operations Experts System Al © UTCs0800
NovaMDR Platform

P—
it |[ & e (@ wycosomers ]| fuming

Rl | oo N e e I e e el e el e eiees osets Managedl)  Customer ‘

1 847344634 testchanashal23  China TestGroup Business LKA . NovaMDR || NovaMDR 3PP Integratio 0 0/0® @ Unauthorized B @Running® Portal

2 82382267 Malaysia TestGroup. Governm. GKA $1 (Low Poten... | MDR20 || NovaMDR 3PP Integration 0 0/0@ © Authorized = ©Running® Portal

3 843758285 test 0331 Malaysia TestGroup Governm KA 0 0/0@ © Authorized I ©Running® Portal
© Authorized

4 sas7amre sassoudr-test Germany TestGroup Governm.. GKA - NovaMDR || NovaMDR 39P Integration s 7170 B ©Rumning  Por

S 858906479 test poc 03 Thailand TestGroup Business GKA - NovaMDR 0 0/0@ © Unauthorized B ©Rumning  Portal

Step 2: Go to Customers > Integrated Devices, click Add, and select NovaGuard/Endpoint
Secure for Type and NovaXDR for Integration Platform. Enter Device Name, Username,
Password, and relevant information and click Copy Integration Info, as shown in the figure

below:

Note: NovaMDR is based on the NovaXDR framework. Select NovaXDR for Integration Platform

to ensure that NovaGuard can be integrated with NovaMDR.



Add Device

For NovaSen 74+, use the connection key for integration

Added By: @ Password Connection Key (.

1 Integration Info

“Type:
“Device Name

*Username:

“Password

*Branch:

*Integration © NovaXOR NovaMOR
Platform

1 Other

Copy Integration Info

Step 3: Log in to the NovaGuard manager, go to System > Integrated Devices > Devices, and

click Add Device, as shown in the figure below:

12 > The manager cannot connect to the SP update server, which may cause security risks. Please fix it immediately.  Configure Proxy S
NovaGuard

Devices

Connected Devices: 1 Connected Devices: 0 Connected Devices: 0

Add Device Connection Key Refresh Device Type

No.  Device Name Device Type Device IP Device D Version Integration Settings Remarks | First Access
1 NovaCommand  NovaCommand 10.222.83.200  738024379188.. 3.0.98 AssetInfo Reporting | Security Info Reporti... | - 2025-06-26 15:02.06
2 NovaFusion . 2011201120 20m = 2025-06-26 15:29:36

ntegrated Devices

Devices

Step 4: In the Add Device pop-up window, select Use device name and password, select
NovaXDR for Device Type, click Paste Auth Info to paste the integration information copied in

Step 2, enter the CorplD obtained in Step 3 and other required information, and click Next, as



shown in the figure below:

Note: NovaMDR is based on the NovaXDR framework. Select NovaXDR for Device Type to

ensure that NovaGuard can be integrated with NovaMDR.

Add Device

Use connection key (® Use device name and password

o Options 2 DataReporting (Optional)

“Name NovaXDR

I Device Type NovaXDR I

How to Connect?

*Connection Method : (&) Saas XDR

Auth Info Paste Auth info

@ Copy the authentication information from NovaXDR and paste it
here (Chrome is recommended).

*CorpiD

*Device 1D @

“Password @

Remarks :

cancel

Step 5: Complete other integration settings and click OK after the connectivity test is passed,

as shown in the figure below:

Add Device

N X &
() options —— o Data Reporting {Optional)

LU ENISUME U SCCUTELY U1 I 104 TEPUILI UHIE

Device Time 2025-06-27 03:10:01 Configure

~ Network Connectivity Test Connectivity
Translation: The automatic test is expected to take 15 seconds . Please confirm
whether the following domain names and ports have been opened. If they have not

been opened, please follow the prompts to fix the issue

No. Domain Name Purpose Connectivity

device.scloud forenova.com:...  Ensuretnatthede.. @

device.scloud forenova.com....  Ensure that the de..

device forenova com-443 Ensure that the de

device.forenova.com:5000 Ensure that the de..




1.2 NovaXDR

® |Integration Method: NovaGuard can be integrated with NovaXDR using the password.
® Version Requirements: No specific version requirements for NovaXDR.
® Procedure:

Step 1: Log in to NovaXDR, go to Configuration > Device Connection > Native Devices, and
click Add. In the Add Device pop—up window, select NovaGuard for Device Type, enter the
required information, and click Copy Auth Info and Confirm, as shown in the figure

below:

Add Device

I # Device Type NovaGuard I

* Device Name: NovaGuard_004

v Auth Info

#CorplD

* Password

~  Device Info

*Branch Name NovaGuard20250618115005

Owner

Email Address

Remarks

4
Save and Add Copy Auth Info and Confirm Cancel

Step 2: Log in to the NovaGuard manager, go to System > Integrated Devices > Devices,

and click Add Device, as shown in the figure below:



The manager cannot connect to the SP update server, which may cause security risks. Please fix it immediately.  Configure Proxy S

NovaGuard

Devices

3 e (e TR
) ( NovaCommand ) ( NovaxorR ) ( NovaMDR )
[ A\ . g " i & J
Connected Devices: 1 Connected Devices: 0 Connected Devices: 0

Add Device Connection Key Refresh Device Type

ral Policies
No.  Device Name Device Type Device IP Device D Version Integration Settings Remarks | First Access
1 NovaCommand  NovaCommand 10.22286.200  738024379198.. 3.0.98 AssetInfo Reporting | Security Info Reporti... | - 2025-06-26 15:08:.06
2 NovaFusion . 2011201120 20m = 2025-06-26 15:29:36

Integrated Devices A

Devices

Step 3: In the Add Device pop-up window, click Use device hame and password, select
NovaXDR for Device Type, click Paste Auth Info to paste the authentication information

copied from NovaXDR, and click Next, as shown in the figure below:

Add Device

Use connection key ® Use device name and password

@ ovions 2 | DataReporting (Optional)

NovaXDR

NovaXDR I

How to Connect?

*Connection Method © @ Saas XDR

Auth Info Paste Auth info

@ Copy the authentication information from NovaXDR and paste it
here (Chrome is recommended).

m oance!

Step 4: Complete other integration settings and click OK after the connectivity test is

passed, as shown in the figure below:



Add Dev

ice

@ Options

o Data Reporting {Opticnal)

W BHSUNE UIE dCCUThLy U1 U 10U TRPOIINg une.

Device Time

2025-06-27 03:10:01

~ Network Connectivity

Configure

Test Connectivity

Translation: The automatic test is expected to take 15 seconds . Please confimm
whether the following domain names and poris have been opened. If they have not
been opened, please follow the prompts to fix the issue.

No.

Domain Name

device.scloud forenova.com:..

device scloud.forenova.com....

device forenova.com:443

device forenova.com:5000

Purpose

Ensure that the de..

Ensure that the de...

Ensure that the de...

Ensure that the de

Connectivity




1.3 NovaCommand

® Integration Method: NovaGuard can be integrated with NovaCommand using the
connection key or password.

@ Version Requirements: NovaCommand 3.0.86 and later.

® Procedure:

Part 1: Integration

Step 1: Log in to NovaCommand, go to System > Devices > Sensor Devices, and click New,

as shown in the figure below:

System = .
i Sensor Devices
5 Devices v Q@ Refresh
Response Apps No.  device name Type Device Address~  Version License Status Sync Mode Today's Synced Logs  Total Synced Logs  Today'slogs  LastSynced
Platform Management 1 SANGFORSTA Novagensor Licensed Advanced 105.99KE 2577M8 0 2025-07-2403:3
Device Monitoring 2 NovaGuard limei 4  NovaGuard Licensed Advanced OB 105.53K8 - 2025-06-2600:5
[ Data Sharing s 3 NovaGuard NovaGuard Licensed Advanced OB 3.33KB - 2025-05-2002:1
4 NovaGuard-limei-2.. NovaGuard Licensed Advanced OB 1.51MB - 2025-04-2808:1
1 System >
5 NovaSensor NovaSensor Licensed Advanced OB 08 0 1968-12-3116:0

Step 2: In the New pop-up window, select NovaGuard for Type, specify a custom device
name, enter the IP address of the NovaGuard manager for Device IP, select 3.8.8 and later
for Version, click Generate Integration Key, and click Copy the above integration

information, as shown in the figure below:



New

I Type: NovaGuard

* device name: NovaGuard
* Device IP: 6]
Version: © 3288 and later () 3.88 earlier ®

Q NowaSensor and NGAF can be cannected
without being configured on

NovaCommand.

Port: 443

*Integration Key: Generate an integration key for
authentication.

Generate Integration Key
Copy the above integration information

@ Go to the device to be integrated to paste the above information to

Remarks:

Step 3: Log in to the NovaGuard manager, go to System > Integrated Devices > Devices, and

click Add Device, as shown in the figure below:

e 12 > The manager cannot connect to the SP Lpdate server, which may cause security risks. Please fix it immediately.  Configure Proxy S
NovaGuard

Devices

@ NoraXOR NovavR

Connected Devices: 1 Connected Devices: 0 Connected Devices: 0

Conmection Key  Refresh Device Type

No.  Device Name Device Type | Device IP Device ID Version Integration Settings Remarks | First Access
1 NovaCommand  NovaCommand 10.222.83.200  738024379188.. 3.0.98 AssetinfoReporing | Security Info Reporti.. - 2025-06-26 15:08:.06
2 NovaFusion . 2011201120 20m = 2025-06-26 15:29:36

Integrated Devices

D

Step 4: In the Add Device pop-up window, select Use connection key, paste the connection

key copied in Step 2, and click Next, as shown in the figure below:



Add Device

(®) Use connection key Use device name and passwaord

o Enter Connection Key 2 | Confirm Integration Settings

Cancel

Step 5: After the integration is successful, a device of the NovaCommand type will appear
on the System > Integrated Devices > Devices page in the NovaGuard manager, as shown

in the figure below:

The manager cannot connect to the SP update server, which may cause security risks. Please fx it immediately.  Configure Proxy Server
NovaGuard 9 e Y % . ig xy

Devices How to Connect?

(o)

= N

Part 2: Coordinated Response
Step 1: Log in to NovaCommand, go to System > Devices > Response Apps, and click

NovaGuard, as shown in the figure below:



() NovaCommand Home

A Basic Licensing (NovaCommand): Mulifunction Lic b e, Thir De
System =
¥ Response Apps
B Devices - D License Now Ignore
Sensor Devices a¥ Import App C Refresh App name, action, resoc
——— ‘ +Y NovaCommand QY NovaGuard
Device Monitoring Vendor:  ForeNova Vendor:  ForeN
R Data Sharing N Resources: 1 Resurees: 1
3 System >
L Update b
2 Maintenance 3

82 Security Capabilities >

Step 2: In the Resource Configuration section, click New. In the Add Resource pop-up

window, enter the required information and click OK, as shown in the figure below:

Add Resource

*Resource:
Description:

“ Device IP;

Device Port:

Test Connectivity

10



2 NovaGuard (SaaS)

2.1 NovaMDR

® |Integration Method: NovaGuard can be integrated with NovaMDR using the password.
® \Version Requirements: No specific version requirements for NovaMDR.
® Procedure:

Step 1: Log in to NovaMDR, go to the Customers page, and click the name of a customer, as

shown in the figure below:

"y ForeNova Reports Customers Tools ~ System all | 9 UTC+0800 | €Y admin

NovaMDR Platform

custom Partners Customer Op
+ Add | & Export [ @ My Customers Running
No. CustomerID  Customer Name Country Customer Grovp  Industry  Customer Type  Customer Level  Service Devices Assets (Managed/Al)  Customer Authorization
1 847344634 China TestGroup Business LKA . NovaMDR || NovaMDR 3PP Integratio 0 0/0® @ Unauthorized B @Running® Portal
2 823822267 Malaysia TestGroup Governm... GKA S1(LowPoten.. | MDR2.0 || NovaMDR 3PP Integration [ 0/0@ © Authorized = @Running® Portal
3 843758285 test 0331 Malaysia TestGroup Governm. GKA E NovaMDR |[ NovaMDR [ 0/0@ © Authorized % @Running® Portal
© Authorized

4 eaSTaEITE sassadretest Germany TestGroup Governm... oA = NovaMDR || NovaMDR 378 Integration s 7/70 = @Ruming  Portal

5 858006479 test poc 03 Thailand TestGroup Business GKA - NovaMDR 0 0/0® @ Unauthorized = ©Ruming  Portal

Step 2: Go to Customers > Integrated Devices and select SAAS-NovaGuard for Type, as
shown in the figure below. Note: The Username, Password, and other relevant information of
NovaGuard will automatically sync from NovaFusion, so there is no need to add NovaGuard

devices manually.

Note: NovaMDR is based on the NovaXDR framework. Select NovaXDR for Integration Platform

to ensure that NovaGuard can be integrated with NovaMDR.

J ForeNova fome Reports Customers Tools + Operations Experts System all | ® UTC+08:00 | €N admin -+ & Toolkit

NovaMDR Platform

Customers = o A = Fortal >

B Customer Info

Integrated Devices
£ Integrated Devices

P AL Platform < | = Thind-arty Devices | + Add || & Export | O Refresh
ctinfo No  Type Device Usermame sttus 1P Address Ope
rvice M
i bl sans d X SAAS ENDPOINT X 5485 ENOPOINT ©oni

Click Edit in the Operation column of the NovaGuard device entry, then click Copy Integration

Info to copy the information, as shown in the figure below:

M



Edit Device

@ For NovaSensor 3.0.74+, use the connection key for integration.

“Added By: ©

1 Integration Info

e X_SAAS_ENDPOINT

NEW-XDR-TEST

Copy Integration Info

Step 3: Log in to the NovaGuard manager, go to System > Integrated Devices > Devices, and

click Add Device, as shown in the figure below:

12 ) The manager cannot connect to the SP update server, which may cause security risks. Please fix it immediately.  Configure Proxy S

Devices

e >
G

Connected Devices: 1 Connected Devices: 0 Connected Devices: 0

Add Device Connection Key Refresh Device Type

No.  Device Name Device Type Device IP Device D Version Integration Settings Remarks | First Access
1 NovaCommand  NovaCommand 10.222.83.200  738024379188.. 3.0.98 AssetinfoReporing | Security Info Reporti.. - 2025-06-26 15:02.06
2 NovaFusion . 2011201120 20m = 2025-06-26 15:29:36

# Integrated Devices

Devices

Step 4: In the Add Device pop-up window, select Use device name and password, select
NovaXDR for Device Type, click Paste Auth Info to paste the integration information copied in

Step 2, enter other required information, and click Next, as shown in the figure below:

Note: NovaMDR is based on the NovaXDR framework. Select NovaXDR for Device Type to

ensure that NovaGuard can be integrated with NovaMDR.

12



Add Device

Use connection key @ Use device name and password

@ ovions 2 | DataReporting (Optional)

“Name NovaXDR

| p=sce e Nova0R

How to Connect?

*Connection Method © @ Saas XDR

@ Copy the authentication information from NovaXDR and paste it
here (Chrame is recommendc).

*CorplD

*Device ID @

*Password @

Remarks

m anee!

Step 6: Complete other integration settings and click OK after the connectivity test is passed,

as shown in the figure below:

Add Device

@ Options @ ——— o Data Reporting {Opticnal)

W BHSUNE UIE dCCUThLy U1 U 10U TRPOIINg une.

Device Time 2025-06-27 03:10:01 Configure

~ Network Connectivity Test Connectivity

Translation: The automatic test is expected to take 15 seconds . Please confimm
whether the following domain names and poris have been opened. If they have not
been opened, please follow the prompts to fix the issue.

No.  Domain Name Purpose Connectivity

device scloud forenova.com:...  Ensure that the de... o

device scloud.forenova.com....  Ensure that the de...

device forenova.com:443 Ensure that the de...

device forenova.com:5000 Ensure that the de

13



2.2 NovaXDR

® |Integration Method: NovaGuard can be integrated with NovaXDR using the password.
® Version Requirements: No specific version requirements for NovaXDR.
® Procedure:

Step 1: Log in to NovaXDR, go to Configuration > Device Connection > Native Devices,
then select NovaGuard (SaaS) for Device Type, as shown in the figure below. Note: The
Connection ID, Password, and other relevant information of NovaGuard will automatically

sync from NovaFusion, so there is no need to add NovaGuard devices

manually.

Device C: Thir-f

(@ To enhance the connecion. we have updated connecion methods. New versions of NovaGuard, NevaCommand NovaSensar ean connect o Device Manager. Supporled Versions
= B &
Mo DedceType Device Name staius P Address Version Last Synced Remarks Operation
@ LogRepartng
1 NoaGuad(Sa . X SAAS_ENDPOINT *Oftine @ Coordinated Respon - GO43MRE.  202508-23150038 - Tes Connectily Lag Dataits
o

Click Edit in the Operation column of the NovaGuard device entry, then click Copy Auth

Info and Confirm, as shown in the figure below:

Edit Device
* Davice Type
* Device Name NovaGuard_test_p
~  Authinfo
*CorplD
* Connection ID

* Password

~  Device Info

#Branch Name
Owner
Email Address test@forenova.com

Remarks test

Copy Auth Info and Confirm Cancel

14



Step 2: Log in to the NovaGuard manager, go to System > Integrated Devices > Devices,

and click Add Device, as shown in the figure below:

NovaGuard

Devices
| T
) ( NovaGommand )
[ (A,
3 Connected Devices: 1

Add Device Connection Key Refresh

No. Device Name Device Type
1 NovaCommand NovaCommand
2 NovaFusion

Integrated Devices o

Devices

The manager cannot connect te the SP update server, which may cause security risks. Please fix it immediately.  Configure Proxy S

T T

( Novaxor ) ( Novampr )

L )

Connected Devices: D Cannected Devices: 0

Device Type
Device IP Device ID Version Integration Settings Remarks  FirstAccess
1022288200 733024370198 3008 Asset Info Reporting | Security Info Reporti.. - 2025-06-26 15:08:06
2011201120 2011 = 2025-06-26 16:20:36

Step 3: In the Add Device pop-up window, click Use device hame and password, select

NovaXDR for Device Type, click Paste Auth Info to paste the authentication information

copied from NovaXDR, and click Next, as shown in the figure below:

Add Device

Use connection key

® Use device name and password

@ ovions 2 | DataReporting (Optional)

NovaXDR

NovaXDR I

*Connection Metnod

Auth Info

How to Connect?

@® SaasS XDR

Paste Auth info

@ Copy the authentication information from NovaXDR and paste it
here (Chrome is recommended).

Step 4: Complete other integration settings and click OK after the connectivity test is

15



passed, as shown in the figure below:

Add Device

@ Options @ ——— o Data Reporting {Opticnal)

W BHSUNE UIE dCCUThLy U1 U 10U TRPOIINg une.

Device Time 2025-08-27 03:10:01 Configure

~ Network Connectivity Test Connectivity
Translation: The automatic test is expected to take 15 seconds . Please confimm
whether the following domain names and poris have been opened. If they have not

been opened, please follow the prompts to fix the issue.

No.  Domain Name Purpose Connectivity

device scloud forenova.com:...  Ensure that the de... o

device scloud.forenova.com....  Ensure that the de...

device forenova. com443 Ensurethatthe de... @

device forenova.com:5000 Ensure that the de

16
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