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Note Icons
 
	Icon
	Description

	
	Indicates an imminently hazardous situation which, if not avoided, will result in death or serious injury.

	
	Indicates a potentially hazardous situation which, if not avoided, could result in death or serious injury.

	
	Indicates a hazardous situation, which if not avoided, could result in minor or moderate injury.

	
	Indicates a hazardous situation, which if not avoided, could result in settings failing to take effect, equipment damage, or data loss.
NOTICE addresses practices not related to personal injury.  

	
	Calls attention to important information, best practices, and tips.
NOTE addresses information not related to personal injury or equipment damage.
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[bookmark: _Toc11325]Overview
[bookmark: _Toc3243]1.1 About This Version
[bookmark: _Toc20256]What Is New
New: MongoDB protocol audit detection
Add the function of auditing logs of MongoDB traffic, and uploading logs to NovaCommand for security detection and analysis.

New: protocol audit whitelist
Add protocol audit whitelists to enable users to configure the IP address, port and protocol of whitelisted traffic.

New: New Connection Method Between NovaSensor and NovaCommand
Enhance connection security between NovaSensor and NovaCommand.
[bookmark: _Toc19377][bookmark: _Toc7606][bookmark: _Toc6777][bookmark: _Toc27670]Upgrade Impacts
1. The device will be restarted.
2. Deployment in bypass mode will only have impacts on NovaSensor and will not affect customer business. The upgrade will take about 25 minutes.
[bookmark: _Toc15298][bookmark: _Toc13427][bookmark: _Toc27783][bookmark: _Toc7735][bookmark: _Toc12410][bookmark: _Toc7399][bookmark: _Toc28993]Impacts on Business
None
[bookmark: _Toc6922]Impacts on O&M
The upgrade will take about 25 minutes.
1.1.1. [bookmark: _Toc7820]Impacts on Network
Deployment in bypass mode will have no impacts on network.
1.1.2. [bookmark: _Toc1815]Notes
None
[bookmark: _Toc15330][bookmark: _Toc24013][bookmark: _Toc21426][bookmark: _Toc20260][bookmark: _Toc25786][bookmark: _Toc3958][bookmark: _Toc13701]Upgrade Process
See section 2.4.2.
[bookmark: _Toc22915][bookmark: _Toc11873][bookmark: _Toc4045][bookmark: _Toc7160][bookmark: _Toc13512][bookmark: _Toc15121][bookmark: _Toc12325][bookmark: _Toc31963]Upgrade Guide
[bookmark: _Toc12131]2.1 Preparation for Upgrade
1. [bookmark: _Toc15604][bookmark: _Toc86351482]Upgrade Tools
Table 1:  Upgrade Tools
	Upgrade Tool
	Description

	License/Authorization change
	Go to System > Licensing to check whether the software update license is still valid. If the license has expired, please renew the license.

	Upgrade package
	1. Prepare the .ssu package of NS3.0.37C and check MD5.


[bookmark: _Toc22323][bookmark: _Toc86351483]2.1.2 Environment Information
Table 2:  Device Info
	Device Name
	IP Address
	Version
	Username/Password

	NS1
	192.0.0.0
	NS3.0.30C
	Admin/*******


[bookmark: _Toc86351484][bookmark: _Toc26705]2.1.3 Customer Resource Coordination
N/A
[bookmark: _Toc23389][bookmark: _Toc86351485]2.2 Pre-Upgrade Check
Update Limitations
Refer to the chapter Upgrade Impacts.
Graceful Upgrade of Configurations, Logs, and Data
Supported
SC/Central Manager
SC: Not supported
Central Manager: Not supported
HA/Multi Nodes/Cluster/Distributed Nodes
HA, cluster, and the primary-branch platform mode are not supported.
[bookmark: _Toc32055]2.3 Upgrade Procedures
[bookmark: _Toc7196][bookmark: _Toc54542518]2.3.1 Upgrade Paths
	[bookmark: _Toc54542519]Current Version
	Upgrade Path
	Notes

	NovaSensor 3.0.30C
	NovaSensor 3.0.30CNovaSensor 3.0.37C
	During upgrade, the device will be restarted for about 25 minutes.


[bookmark: _Toc4544]2.3.2 Upgrade Procedures
· Upgrade from NovaSensor 3.0.30C
Prerequisites
Check whether the .ssu package is complete and verify the MD5.

Step 1: Check that the version of the device to be updated is NovaSensor 3.0.30C.

Step 2: On the NovaSensor, go to System > NovaCommand to write your NovaCommand IP address.

Step 3: On NovaCommand, go to System > Update > System Update > NovaSensor Update to import the .ssu package.

[bookmark: _Toc23242]2.4 Post-Upgrade Check
[bookmark: _Toc24317][bookmark: _Toc3233][bookmark: _Toc11432][bookmark: _Toc13364][bookmark: _Toc4474][bookmark: _Toc6578][bookmark: _Toc21322]2.4.1 Platform Check
You can see that the version number in the upper left corner of the UI page has changed to NovaSensor 3.0.37C.

[bookmark: _Toc23782]2.4.2 Function Verification
Log in to NovaCommand and go to the Logs page to check whether there are new logs synchronized from NovaSensor.

[bookmark: _Toc2645]2.5 Troubleshooting Upgrade Failures
Scenario 1: Upgrade failed
Troubleshooting:
1. Check whether .ssu package is complete and verify MD5.
2. Check whether upgrade is supported for the version.
3. Check whether the upgrade license is valid.
4. Log in to the backend to check whether there are error messages or anomalies from /var/log/ssu_update.log. If yes, contact R&D.
[bookmark: _Toc30840]2.6 Rollback Instructions
None
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