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Deploying the NovaXDR Broker

Please take care of the following:
- Please be aware of the specifications:

4 vCPU, 8GB RAM, Disk1 265GB

The NovaXDR Broker can be downloaded in the following formats:
e Direct Import files for Proxmox
e VMDK disk (VMWare)
e VHDX disk (Hyper-V or Azure Cloud)

The files can be found at the download section:

https://dl.forenova.com/share/xdr/

Please make sure you are aware of the specifications, if the specifications are
not met, the installation might fail. Specifications of the NovaXDR Broker can
be found on top of this document.
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https://dl.forenova.com/share/xdr/

Creating the VM

Create the VM with the specifications and import the disk of your choice.
After that, start the VM and see if it boots up successfully.
You should see an boot screen like this:

Choose an option
Select an option:

1 Show help tip:
l onf igure static IPv4 address

cCancel>
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Setting the IP address

When the VM is booted you can set the IP information through option 2

P4 Conf iguration
Conf igure static IPv4 address (eth@)

Make sure this IP address can access the internet and resolve the addresses needed
for the MDR and XDR services of ForeNova

ForeNova Technologies B.V. @

www.forenova.com Kingsfordweg 151, 1043 GR Amsterdam, Netherlands sales@forenova.com



http://docs.paulsmit.eu/_images/install-ns.png
http://docs.paulsmit.eu/_images/install-ns.png

Connecting to the Web Interface

Check if you can reach the web interface at https://youripaddress

A

Your connection is not private

10.10.10.36 (f

10.10.10.36

XDR Broker

XDR Broker aims 10 provi

¥ XDR Broker
£

You can use the following credentials to login:
user: admin password: 6A%rt#k9
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Connecting the XDR Broker to ForeNova MDR

After you logged in to the broker, please contact your CSM for the connection
key. Copy and paste the connection key into the field and click on Save and
Connect.

Your CSM will check if the backend is now connected to the NovaXDR Broker

XDR Broker Connection Settings

% Connection Settings

(D How o obtain the connection key?
[8cenario 1] Connecting to Athena XDR (3aas)
1.Log in to Athena XDR (SaaS) and go to Configuration = Device Connection = Broker Settings.

B Pac

2. Click Add, enter & name, click Capy Connection Key and Confirm, and paste the connection key here
[Stenarin 2] Cannetting o Athena KDR (On-Premises)

1. Log into Athena XDR (On-Premmises) and ga to Corfiguration » Device Connection » Broker Setiings
2. Click Add, enter a name, slick Copy Connestion Key and Confirn, and paste the connection key here

Connection Status  Not Connected
*Connection Key  202HMZo/TYLIZQINGTUACIEN A DAawS YBm+X3ihmHP
UignaHD ofe G0y gz0BB ahdyl ciBes DIGGERFIp3DI

Briv0brakaBKSCeC SR DIvOSCHSASMAZohBXAINA
MMANSININ o pTAAROSBYR)LSgh 4KICAMIGTWaBp

Paste Connection Key

Test Connectivity ©)

ANIOWES DOMAIN NAMES BN POMS <~~~ -~ == oL Ageount and License Verification
datalake.forenova.com, HTTPS part 443 Connestion key activation verification
device.forenova.com, HTTRS port 443

dlauth.forenova.com, HTTPS port 443

xfarenova.com, HTTPS part 443

wlink forenowa.com, HTTPS port 443

wlinkforenova.corm, TCP port 8333

If successfully configured, the status should turn to Connected

[Ecenario 2] Connecting to Athena XDR (On-Fremises)
1. Log in to Athena ¥DR (On-Premises) and go to Configuration = Device Connection = Broker Settings.
2. Click Add, enter a name, click Copy Connection key and Caonfirm, and paste the cannection key here.

Connection Status 2 Connected

* Connection Key

Test Connectivity )

() Allowed DOMain Names ant POMS - - - -« oo m oo m oo

@ datalake forenova.com, HTTPS port 443
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Send logfiles to your NovaXDR Broker

When all is set and works you can send log information to the NovaXDR Broker
Supported at the moment are:

Send log files to the broker in syslog format on TCP or UDP port 514

Retrieve logfiles from a Kafka server and forward to the broker

To know what the supported devices are for logging to XDR, please consult with
your CSM first.
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