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Deploying the NovaSensor OVA

Please take care of the following:
- Please be aware of the specifications within the OVA

16 vCPU, 16GB RAM, Disk1 64GB, 3 vNIC

The NovaSensor OVA can be downloaded here;

https://dl.forenova.com/share/NovaSensor/

Look for the latest OVA file in this directory

Please make sure you are aware of the specifications, if the specifications are
not met, the installation might fail. Some specifications of the NovaSensor can
be adjusted after importing the OVA file.
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https://dl.forenova.com/share/NovaSensor/

Importing the OVA file

After downloading the OVA file, please import the file in your ESX environment,
The examples in this document use direct import in ESXi, of course also
vSphere can be used.

Select deploy a VM via OVA:

'® New virtual machine

I 1 Select creation type Select creation type

How would you like to create a Virtual Machine?

~

Select OVF and VMDK files

Eelact siovans
Select siorage This option guides you through the process of creating a

virtual machine from an OVF and VMDX files.

Create a new virtual machine
4 License agreements
Deploy a virtual machine from an OVF or OVA file

o]

Deployment options

Register an existing virtual machine

o

Additional settings

~

Ready to complete

CANCEL BACK NEXT

Give a name to the new VM and select the OVA file to import:

'@ New virtual machine - NovaSensor

I 1 Select creation type Select OVF and VMDK files

2 Select OVE and VMDK files Select the OVF and VMDK files or OVA for the VM you would like to deploy

3 Sele S Enter a name for the virtual machine.

o

Deployment options Virtual machine names can contain up to 80 characters and they must be unique within each ESXi instance

o

Additional settings

~

Ready to complete

x NovaSensor-VMWare-OVA-3079.ova

CANCEL BACK H NEXT
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In deployment options check the correct network settings (vSwitch connections) and

deploy thin or thick according to your standard.

N

w

'® New virtual machine - NovaSensor

Select creation type Deployment options
Select OVF and VMDK files Select deployment options

Select storage
Network mappings VM Network nterna
Deployment options

Ready to complete Disk provisioning ® Thin (! Thick

Power on automatically

CANCEL ‘ BACK ‘ NEXT '

Import the OVA file and check the status:

More VMs =
&% XDR-Test @ Nor 16.98 GB Other Linux (64-bit) Unknown 0 MHz oms
& storage 2 -
& Novasensor @ Nor o8 Other 3.x or later Linux . Unknown 0 MHz oMB
@ Networking 2
Quick filters 6 items
Recent tasks €
Task Target - Initiator v Queued Started v Result 4 Completed ¥
dsk-sTA30 & nov roo )
Dest B nov r00 20
Resture ©  Funning
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Configure the imported VM

After importing, check the config.

At least 8GB of RAM and 8 vCPU are needed (import is 16vCPU and 16GB mem)
Check how many network adapters you want to connect.

At least 1 for LAN and 1 for mirror port are needed; multiple mirror ports are supported.

=1

P Poweron (1) 1] ] # Edit C Refresh £3 Actions

NovaSensor

Guest 05 Other 3.x or later Linux (64-bit)
Compatibility ESXi 6.0 virtual machine
VMware Tools No

CPUs 16

Memory 16 GB

VMware Tools is not installed in this virtual machine. VMware Tools allows detailed guest information to be displayed as well as allowing you to perform operations on the guest OS, e.g. graceful shutdown,
VMware Tools.| £ Actions

+ General Information ~ Hardware Configuration

> @ Networking > {3 cPU 16 vCPUs

> €8 VMware Tools VMware Tools is not installed £} Actions & Memory 16 GB

> B Storage 1disk > () Hard disk 1 64GB
[ Notes # Edit notes > ‘& Network adapter 1

> ‘& Network adapter 2

> &, Network adapter 3

> [8 Floppy drive 1 Remote Floppy O

> G video card aMB

> ® CD/DVD drive 1 Remote device CD/DVD drive O
> [ Others Additional Hardware

Boot up the VM after setting the correct hardware specifications:

1 NovaSensor GEoO= & X

PlatDS (4.18.8-372.32.1.98.pol.x86_64) 1.3 (LTS)
PlatDS (B-rescue-1e7be928b168481fa7cdB94d7ef1cbBB) 1.3 (LTS)

T and 4 keys to change the selection.
to edit t i 2’
xd entry will be

= BN - _
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After booting is finisched, login with following credentials:

User:admin
Pass: adminforenovanetwork

ICl NovaSensor CE0O= & X

.3 (LTS)
e 4.18.8-372.32.1.98.pol1.x86_64 on an xB6_64

*1atDS login: admin
rd :

lcome to 4.18.8-372.32.1.98.pol.x06_64

system information as of time: Mom Aug 24 15 48 CST 2826

251.251.251

Set a dedicated IP address with the command:

ip @ add x.x.x.x/x dev eth0 where x.x.x.x/x is your fixed IP address and subnet (for
example 192.168.1.20/24)

] NovaSensor (PR | . *
8

mtu 65536 gdisc > state UNKNOWN group default gqlen 1888
P0:68 brd 80:00:08: [}

ed_l1ft forever
.OWER_UP> mtu 1588 q mg state UP group default glen 18688
brd £E:ff:fF:ff 0000
4 scope global ethd
* preferred_Ift forever
ope global ethd
eferred_1ft forever
f:r 4 scope global dynamic mngtmpaddr
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Configure the remaining settings on Web interface

After the IP address is set, on a machine in the same network connect a web browser
to the ip address you just have set on https

Login to the web interface of the NovaSensor with

User:admin
Pass: admin

d ¢« > C @ NotSecure o+ 192.168.1.20/login.php ks Y ovN @ @ =

FORGNOVA

NovaSensor
NovaSensor

y device that p ication, vuinerabilty

ork traffic analysis, and threat detection to maximize

admin

ecurity detection and traffic audit, NovaSensor
is based on a muli-core hardware architecture and uses state-of-the-art threat
detection technologies for accurate detection of various attack behaviors and

network threats, delivering an utimate security experience.

tinue, you have to agree to the EULA and DPA

Accept the EULA and DPA to continue.

d e > C O NotSecure’ o~ 192.168.1.20, 43 L owN @ 8

€nd User License Agreement

Last Updated: August 25, 2023
DATA PROCESSING AGREEMENT

|
This Data Processing Agreement, including its Annexes (“DPA”) is incorporated into and ,
forms part of the Agreement between Customer, and if applicable, Customer’s Affiliates, I
and ForeNova, and contains the legal terms and conditions that apply to the processing of

Personal Data, by any of the Product. All capitalized terms not defined in this DPA will  Sensor
have the meanings set forth in the Agreement.

1. DEFINITIONS

1.1 “Agreement” means ForeNova's End User License Agreement, unless a separate
agreement governing the use of the Product exists between the parties.

1.2 “Data Protection Laws" means data protection laws applicable to ForeNova in its
processing of Personal Data under this DPA.

1.3 “End User Data” means data that may be accessed or collected by the Product during
the relationship governed by the Agreement, in the form of logs, session data,
telemetry, user data, usage data, threat intelligence data, and copies of potentially
malicious files detected by the Product. End User Data may include confidential data

and Personal Data, such as source and destination IP addresses, active directory
information, file applications, URLS, file names, and file content

1.4 “Personal Data” means any information Processed during the provision of a Product
that 1) relates to an identified or identifiable natural person; or i) is defined as o the EULA and DPA
“personally ", “personal ", “personal data” or
similar terms, as such terms are defined under Data Protection Laws, including as
may be used in this DPA.

1.5 “Security Incident™ means anv unauthorized access to anv End User Data stored on

Airee Cancel S ————
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After logging in again, please set your own password according to the password

standard.

After that, please login again with the newly set credentials.

Vv3.0.79C

v

v Status Status

N 13

System Status

Sessions Currents

Concurrent

338

New Sessions/Sec

2 Threats:
System Time: 2026-08-24 15:57:49
Uptime: 21 Mins 26 Secs

@ Throughput Al mirror ports
Kbps
5000
4000
3000
2000 i

1000 H
0 Ll

Outbound: Obps Inbound: 25Kbps

=] 15:54
{8 Outbound

1555
B Inbound

App Distribution Current~

App Traffic Trend Current+ | All Protocols

Kbps
8,000
6,000

- SSL

o HTTP
4,000
*» ARP 2,000
o HTTPS 0

Peak Speed:7419Kbps Peak EPS:33

"1556
— SSL

15:56
— HTTP

#» OTHER 1557

15557
DNS — ARP — HTTPS — OTHER

15:57 15557

Go to network — Interfaces in the left menu and set the correct IP address, subnet
mask and routing settings for the network of the NovaSensor:

V3.0.79C

'4,'
vy NovaSensor

Physical Interface

Routing

DNS

Edit Physical Interface

X
Enable
Name: etho
Descripo Manage interface
Type Route(layer 3)
Added To Zone Mamt
Basic Attributes: Pingable
IPv4 1PV6
IP Assignment: ® Static
Static IP: 10.251.251251/24
195.168.1.20/24
coe
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The settings for routing:

7
% v3.0.79C
vy Novasensor

Routing

Static Route
Interfaces 1Pv4

+ Add -

] Ne. Destination

] 1 o000

All Routes Route Testing

1Pv6

Fimpot [RExport | 45 Refresh
Subnet Mask Nexi-Hop IP
0.0.00 192.168.1.1

Metric  Interface

0 ethd

After the network settings are correct, you are ready to connect the NovaSensor to the

ForeNova MDR backend.

Your CSM can provide you with the necessary key

Go to System — Log Sync Destination and enable this.

7
A V30.79C
vy NovaSensor

Log Sync Destination

[ Enable

General
Administrator

Third-Party Platform

TCP Reset
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After enabling, select NovaMDR and Connection Key

3 NovaSensor "™ £ v samn

Log Sync Destination

Enable

When log sync to NovaMDR is enabled, the piatiorm wil upload security detection logs and protocol audit logs to NovaMDR. We wil strictly comply with Daia Processing Agreement

Actess Platform; () NovaCommand @) NovaMDR
Status: Failed (i

General Access Method: (8 Connection Key () Password

Administrator Connection Key: | Please paste the conne key here

Third-Party Platform

Paste Connection Key (@

TCP Reset
Cloud Security Plan: Read and accept the Data Processing Agreement and Cyber Command Privacy Policy.

Device Time (7): 2026-08-24 1603557 Settings
Network Connectivity (i) : Test Connectivity
No. Domain Name Purpose Connectivity
1 datalake forenova.com Calculated data can be reported normally -

2 dlauth forenova.com Calculated data can be reported normally

Paste the key in the screen and on OK button in end of the screen:

V3.0.79C Info
Save settings successfully.

i
Vi NovaSensor

Log Sync Destination

Enable

When log sync to NovaMDR s enabled, the platform will upload security detection logs and protocol audit logs to NovaMDR. We wil strictly comply with Data Processing Agreement

Access Platform: (_) NovaCommand @) NovaMDR

Status: Normal (i

General Access Method: (@) Connection Key _) Password

Administrator Connection Key:  eyJjb21wYWS5X2IkIjoiODI2MTewNTYxliwviZGV2X2F]Y 2V2c19pZ CIBINUQTQILCIKZXZ!

Third-Party Platform

Paste Connection Key | (D)

TCP Reset
Cloud Security Plan: Read and accept the Data Processing Agreement and Cyber Command Privacy Policy.

Device Time (7): 2026-08-24 1643555 Settings
Network Connectivity (7): Test Connectivity
No.  Domain Name Purpose Connectivity

1 datalake forenova.com Calculated data can be reported normally -

Log Types: () standard logs (@

Simpiified logs (i
@) Adunnnnd lams (1 Security detection

2 dlauth forenova.com Calculated data can be reported normally
3 x forenova.com Ensure that the linkage function can be ... -
4 xlink forenova.com Ensure that the linkage function can be

Web attack

Vuin exploit

Sattinne
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