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This document gives the network information to connect the infrastructure of 

a customer to the ForeNova MDR services platform in Frankfurt, Germany 

The ports to connect to the ForeNova platform are as follows: 

Port Endpoint 

Sensor 

Network 

Sensor 

Purpose 

443 TCP √ √ Meta-data upload (XDR) 

NG-Manager Access 

4430 TCP √  Agent DB update (NG-Manager) 

8083 TCP √  Registration agent to manager (NG-

Manager) 

54120 TCP √  Agent Communication Channel (NG-

Manager) 

5000 TCP √ √ Device registration (XDR) 

8333 TCP  √ NovaSensor Link integration (XDR) 

 

The NovaSensor also needs to be able to query a DNS server (internal or 

external) and an NTP server. 

 

 

 

ForeNova uses 4 IP ranges in the German datacenter: 



 

   

 

62.209.36.32/27  

217.68.145.192/27  
217.68.156.32/27  

62.209.59.160/27 
 
  

The domains being used for our services are: 

dlauth.forenova.com  clt.forenova.com 

datalake.forenova.com  analysis.forenova.com 

device.forenova.com  intelligence.forenova.com 

device.scloud.forenova.com  ti.forenova.com 

remote0.forenova.com  soc.forenova.com 

remote1.forenova.com  x.forenova.com 

edragent.forenova.com  device.forenova.com 

edrsaas.forenova.com device.scloud.forenova.com 

download.forenova.com  remote0.forenova.com 

xlink.forenova.com  remote1.forenova.com 

auth.forenova.com  soc.forenova.com 

upd.forenova.com   
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