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1 NovaGuard (On-Premises)

1.1 NovaMDR
 Integration Method: NovaGuard can be integrated with NovaMDR using the password.

 Version Requirements: No specific version requirements for NovaMDR.

 Procedure:

Step 1: Log in to NovaMDR, go to the Customers page, and click the name of a customer, as

shown in the figure below:

Step 2: Go to Customers > Integrated Devices, click Add, and select NovaGuard/Endpoint

Secure for Type and NovaXDR for Integration Platform. Enter Device Name, Username,

Password, and relevant information and click Copy Integration Info, as shown in the figure

below:

Note: NovaMDR is based on the NovaXDR framework. Select NovaXDR for Integration

Platform to ensure that NovaGuard can be integrated with NovaMDR.
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Step 3: Log in to the NovaGuard manager, go to System > Integrated Devices > Devices, and

click Add Device, as shown in the figure below:

Step 4: In the Add Device pop-up window, select Use device name and password, select

NovaXDR for Device Type, click Paste Auth Info to paste the integration information copied in

Step 2, enter other required information, and click Next, as shown in the figure below:

Note: NovaMDR is based on the NovaXDR framework. Select NovaXDR for Device Type to

ensure that NovaGuard can be integrated with NovaMDR.
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Step 5: Complete other integration settings and click OK after the connectivity test is passed,

as shown in the figure below:
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1.2 NovaXDR
 Integration Method: NovaGuard can be integrated with NovaXDR using the password.

 Version Requirements: No specific version requirements for NovaXDR.

 Procedure:

Step 1: Log in to NovaXDR, go to Configuration > Device Connection > Native Devices, and

click Add. In the Add Device pop-up window, select NovaGuard for Device Type, enter the

required information, and click Copy Auth Info and Confirm, as shown in the figure below:

Step 2: Log in to the NovaGuard manager, go to System > Integrated Devices > Devices, and

click Add Device, as shown in the figure below:
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Step 3: In the Add Device pop-up window, click Use device name and password, select

NovaXDR for Device Type, click Paste Auth Info to paste the authentication information

copied from NovaXDR, and click Next, as shown in the figure below:

Step 4: Complete other integration settings and click OK after the connectivity test is passed,

as shown in the figure below:
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1.3 NovaCommand
 Integration Method: NovaGuard can be integrated with NovaCommand using the

connection key or password.

 Version Requirements: NovaCommand 3.0.86 and later.

 Procedure:

Part 1: Integration

Step 1: Log in to NovaCommand, go to System > Devices > Sensor Devices, and click New, as

shown in the figure below:

Step 2: In the New pop-up window, select NovaGuard for Type, specify a custom device name,

enter the IP address of the NovaGuard manager for Device IP, select 3.8.8 and later for

Version, click Generate Integration Key, and click Copy the above integration information, as

shown in the figure below:
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Step 3: Log in to the NovaGuard manager, go to System > Integrated Devices > Devices, and

click Add Device, as shown in the figure below:

Step 4: In the Add Device pop-up window, select Use connection key, paste the connection

key copied in Step 2, and click Next, as shown in the figure below:

Step 5: After the integration is successful, a device of the NovaCommand type will appear on

the System > Integrated Devices > Devices page in the NovaGuard manager, as shown in the

figure below:
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Part 2: Coordinated Response

Step 1: Log in to NovaCommand, go to System > Devices > Response Apps, and click

NovaGuard, as shown in the figure below:

Step 2: In the Resource Configuration section, click New. In the Add Resource pop-up window,

enter the required information and click OK, as shown in the figure below:
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2 NovaGuard (SaaS)

2.1 NovaMDR
 Integration Method: NovaGuard can be integrated with NovaMDR using the password.

 Version Requirements: No specific version requirements for NovaMDR.

 Procedure:

Step 1: Log in to NovaMDR, go to the Customers page, and click the name of a customer, as

shown in the figure below:

Step 2: Go to Customers > Integrated Devices and select SAAS-NovaGuard for Type, as

shown in the figure below. Note: The Username, Password, and other relevant information

of NovaGuard will automatically sync from NovaFusion, so there is no need to add

NovaGuard devices manually.

Note: NovaMDR is based on the NovaXDR framework. Select NovaXDR for Integration

Platform to ensure that NovaGuard can be integrated with NovaMDR.

Click Edit in the Operation column of the NovaGuard device entry, then click Copy Integration

Info to copy the information, as shown in the figure below:



10

Step 3: Log in to the NovaGuard manager, go to System > Integrated Devices > Devices, and

click Add Device, as shown in the figure below:

Step 4: In the Add Device pop-up window, select Use device name and password, select

NovaXDR for Device Type, click Paste Auth Info to paste the integration information copied in

Step 2, enter other required information, and click Next, as shown in the figure below:

Note: NovaMDR is based on the NovaXDR framework. Select NovaXDR for Device Type to

ensure that NovaGuard can be integrated with NovaMDR.



11

Step 5: Complete other integration settings and click OK after the connectivity test is passed,

as shown in the figure below:



12

2.2 NovaXDR
 Integration Method: NovaGuard can be integrated with NovaXDR using the password.

 Version Requirements: No specific version requirements for NovaXDR.

 Procedure:

Step 1: Log in to NovaXDR, go to Configuration > Device Connection > Native Devices, then

select NovaGuard (SaaS) for Device Type, as shown in the figure below. Note: The Connection

ID, Password, and other relevant information of NovaGuard will automatically sync from

NovaFusion, so there is no need to add NovaGuard devices manually.

Click Edit in the Operation column of the NovaGuard device entry, then click Copy Auth Info

and Confirm, as shown in the figure below:

Step 2: Log in to the NovaGuard manager, go to System > Integrated Devices > Devices, and

click Add Device, as shown in the figure below:
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Step 3: In the Add Device pop-up window, click Use device name and password, select

NovaXDR for Device Type, click Paste Auth Info to paste the authentication information

copied from NovaXDR, and click Next, as shown in the figure below:

Step 4: Complete other integration settings and click OK after the connectivity test is passed,

as shown in the figure below:
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