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1 NovaGuard (On-Premises)
1.1 NovaMDR

® |Integration Method: NovaGuard can be integrated with NovaMDR using the password.
® Version Requirements: No specific version requirements for NovaMDR.
® Procedure:

Step 1: Log in to NovaMDR, go to the Customers page, and click the name of a customer, as

shown in the figure below:

G FureNo‘va Customers

Customers  Partners  Customer Operations
+ add || 2 Export My Customers Running

No. CustomerID Customer Name Country Customer Group Industry  Customer Type  Customer Level  Service Devices Service Status Quick Links

1 sarsen testchanashal2  Chine TestGroup, Business  LKA-B - NovaMOR || NovaMOR 36P Integration o 0/0@ @ Unauthorized = @Running® Portal

2 s Megia  TestGroup o o 51 LowPten... [ MORZD | NowaOR 99 Itegrsion o 0/00 @ autoried B @ ORuming® Poral

3 eaavseass test 0331 Malaysia TestGroup Govern.. oA - NovaMDR || NovaMDR ) 0/00 © Authorized & = @Rumning® Porta

© Authorized B
4 sasTam7a saas-xdr-test Germany TestGroup Governm.. oA - NovaMDR || NovaMDR 36P Integration s 770 o B ORumning  Portal
5 858306479 test poc 03 Thailand TestGroup Business  GKA - NovaMOR o 0/00 @ Unauthorized ©Running  Portal

Step 2: Go to Customers > Integrated Devices, click Add, and select NovaGuard/Endpoint
Secure for Type and NovaXDR for Integration Platform. Enter Device Name, Username,
Password, and relevant information and click Copy Integration Info, as shown in the figure
below:

Note: NovaMDR is based on the NovaXDR framework. Select NovaXDR for Integration
Platform to ensure that NovaGuard can be integrated with NovaMDR.

Add Device

tion key |

Added By: @ Password Connection Key

1 Integration Info




Step 3: Log in to the NovaGuard manager, go to System > Integrated Devices > Devices, and

click Add Device, as shown in the figure below:

NovaGuard

Devices

4 (T
) ( NovaCommand )
[ O\
Y

Connected Devices: 1

Add Device Connection Key Refresh

No. Device Name Device Type
1 NovaCommand NovaCommand
2 NovaFusion

O sys
¥ Integrated Devices o

Devi

The manager cannot connect te the SP update server, which may cause security risks. Please fix it immediately.  Configure Proxy S

ET—"
{ NovaXDR )
- 4

Connected Devices: 0

Device IP Device ID Version Integration Settings
10.222.38 200 738024379133 3008 Asset Info Reporting
2011201120 201

o |
( NovaMpr

Connected Devices: 0

Device Type
Remarks  FirstAccess

Security Info Reporti T 2025-06-26 15:09:06

2025-06-26 15:29:36

Step 4: In the Add Device pop-up window, select Use device name and password, select

NovaXDR for Device Type, click Paste Auth Info to paste the integration information copied in

Step 2, enter other required information, and click Next, as shown in the figure below:

Note: NovaMDR is based on the NovaXDR framework. Select NovaXDR for Device Type to

ensure that NovaGuard can be integrated with NovaMDR.

Add Device

Use connection key ® Use device name and password

@ ovions 2 | DataReporting (Optional)

NovaXDR

NovaXDR I

How to Connect?

*Connection Method © @ Saas XDR

Auth Info Paste Auth info

@ Copy the authentication information from NovaXDR and paste it
here (Chrome is recommended).




Step 5: Complete other integration settings and click OK after the connectivity test is passed,
as shown in the figure below:

Add Device

@ options e Data Reporting (Optional)

LU £IISUNE UIE SCCUTELY U1 U 10U TRPUTNTHY L.

Device Time 2025-06-27 03:10:01 Configure

~ Network Connectivity Test Connectivity

Translation. The automatic test is expected to take 15 seconds . Please confirm
whether the following domain names and ports have been opened. If they have not
been opened, please follow the prompts to fix the issue.

No. Domain Name Purpose Connectivity

device scloud forenova.com:...  Ensurethatthede.. @

device scloud.forenova.com: Ensure that the de.

device.forenova.com:5000 Ensure that the de...

device forenova.com:443 Ensure thatthe de... (@




1.2 NovaxXDR

® |[ntegration Method: NovaGuard can be integrated with NovaXDR using the password.
® Version Requirements: No specific version requirements for NovaXDR.
® Procedure:

Step 1: Log in to NovaXDR, go to Configuration > Device Connection > Native Devices, and
click Add. In the Add Device pop-up window, select NovaGuard for Device Type, enter the
required information, and click Copy Auth Info and Confirm, as shown in the figure below:

Add Device

*Device Name NovaGuard_004

~  Auth Info

*CorpiD
* Connection ID NovaGuard_004

* Password

~  Device Info

*Branch Name NovaGuard20250618115005
Gwner
Email Address

Remarks

4

Save and Add Copy Auth Info and Confirm Cancel

Step 2: Log in to the NovaGuard manager, go to System > Integrated Devices > Devices, and

click Add Device, as shown in the figure below:

12 > The manager cannot connect to the SP update server, which may cause security risks. Please fix it immediately.  Configure Proxy S
NovaGuard 7 £ if i i L il

Devices

Connested Devices: 1 Connested Devices: 0 Connected Devices: 0

AddDevice || ConnettionKey | Refresh Device Type

No Device Name Device Type Device IP Device ID Version Integration Settings Remarks  First Access

1 NovaCommand  NevaCemmand 10.222.83.200 738024379193,  3.0.98 Asset info Reporting | Security Info Reporti - 2025-06-26 15:09.08

2 MNovaFusicn - 2011201120 20m - 2025-06-26 15:29:36




Step 3: In the Add Device pop-up window, click Use device name and password, select
NovaXDR for Device Type, click Paste Auth Info to paste the authentication information

copied from NovaXDR, and click Next, as shown in the figure below:
Add Device
Use connection key (@ Use device name and password

@ ovions 2 | DataReporting (Optional)

“Name NovaXDR

| p=sce e Nova0R |

How to Connect?

*Connection Method © @ Saas XDR

Auth Info Paste Auth info

@ Copy the authentication information from NovaXDR and paste it
here (Chrame is recommendd).

*CorplD

*Device ID @

*Password @

Remarks

m anee!

Step 4: Complete other integration settings and click OK after the connectivity test is passed,

as shown in the figure below:

Add Device

(\f{j options o Data Reporting (Optional)

U ESUNE UL SCCUTELY U1 U 10y TEPUINNY Ui,

Device Time 2025-06-27 03:10:01 Configure

~ Network Connectivity Test Connectivity

Translation. The automatic test is expected to take 15 seconds . Please confirm
whether the following domain names and ports have been opened. If they have not
been opened, please follow the prompts to fix the issue.

No. Domain Name Purpose Connectivity

device scloud forenova.com:...  Ensurethatthede.. @

device scloud.forenova.com: Ensure that the de

device forenova.come443 Ensure that the de...

device.forenova.com:5000 Ensure that the de...




1.3 NovaCommand

® |ntegration Method: NovaGuard can be integrated with NovaCommand using the

connection key or password.
® Version Requirements: NovaCommand 3.0.86 and later.

® Procedure:

Part 1: Integration
Step 1: Log in to NovaCommand, go to System > Devices > Sensor Devices, and click New, as

shown in the figure below:

(:) NovaCommand

A Cloud Resources (NovaCommand): The number of sllocated CPU cores or memory size is smaller than the required configuration, which may affect the device performance. Please handle the issue promptly. For further assistance, contact a tec

System =
% Sensor Devices

) Devices < W Guen

i Dei=t= € NS Connection Configuration C* Refresh

Response Apps [ No. devicename S Type *  Device Address>  Version © licenseStatus ©  Sync Mode Today's Synced Laigs  Total Synced Logs  Today's Logs  Last Synced
Platform Management O 1 SANGFOR STA NovaSensor 10.64.24.122 TS3.0.01.1242..  Licensex 4 Advanced 105.99€8 25.77TMB. 0 2025-07-24 033
Device Monitoring [ 2 NovaGuard limeid  NovaGuard 1074104 6.0.4ENRE Licensed Advanced o8 105.53K8 - 2025-06-2608:5
- [J 3 NovaGuard NovaGuard 10131250 6.0.4ENRG Licensed Advanced o8 3.33K8 - 2025-05-2002:1
[, Data Sharing >
[J 4 NovaGuard-limei-2.. NovaGuard 107410242 6.0.4ENRA_BL Licensed Advanced o8 L51MB - 2025-04-28 081
& System >
[J 5  Novasensor NovaSensor 10.74.64.107 TS3.079.1180..  Licensed Advanced o8 o8 0 1968-12-311601

Step 2: In the New pop-up window, select NovaGuard for Type, specify a custom device name,
enter the IP address of the NovaGuard manager for Device IP, select 3.8.8 and later for
Version, click Generate Integration Key, and click Copy the above integration information, as

shown in the figure below:

New

IType: NovaGuard I

*device name: NovaGuard
*Device IP:
Version: © 3.8.8 and later () 3.8.8 earlier ®
O NovaSensor and NGAF can be connected

withaut being configured on

NovaCommand.

Port: 443
*Integration Key: Generate an integration key for
authentication.
Generate Integration Key

Copy the above integration information

@ Go to the device to be integrated to paste the above information to




Step 3: Log in to the NovaGuard manager, go to System > Integrated Devices > Devices, and
click Add Device, as shown in the figure below:

The manager cannot connect to the SP update server, which may cause se

NovaGuard

Devices

G )
®

Connected Devices: 1 GConnected Devices: Connected Devices: 0

Add Device Connection Key Refresn Device Type

No Device Name Device Type Device IP Device ID Version Integrafion Settings Remarks  FirstAccess
1 NovaCommand  NovaCommand 10.222.88.200 738024378198 3.0.98 Asset Info Reporting | Security Info Reporti - 2025-06-26 15:09:08
2 NovaFusion - 2011201120 201 - 2025-06-26 152936

Integrated Devices
Devices.

fic F

Step 4: In the Add Device pop-up window, select Use connection key, paste the connection
key copied in Step 2, and click Next, as shown in the figure below:

Add Device

se connection key Use device name and password

o Enter Gonnection Key 2 Confim Integration Settings

ror paste a connection ke:

Next Cancel

Step 5: After the integration is successful, a device of the NovaCommand type will appear on
the System > Integrated Devices > Devices page in the NovaGuard manager, as shown in the
figure below:

NovaGuard

Devices How to Connect?

sostoucs | comactoniey || Raten e ee | eracess + | Lastraton = | Doves .
No. | Device Name Device Type Devce 1P Device ID Version Integraton Settngs Remarks | Fist Access Last Integration Operation ©

2 NovaFusion 5 201201120 201 2 2050626152036 20260627 00:59:34 Test Connectiity Delete




Part 2: Coordinated Response

Step 1: Log in to NovaCommand, go to System > Devices > Response Apps, and click

NovaGuard, as shown in the figure below:

(& NovaCommand Hom

A Basic Licensin

System

& Response Apps

= Deviss e ®  License Now Ignore
Sensor Devices a¥ Import App C Refresh P

5 .

Platform Management +§ NovaCommand QY NovaGuard
Device Monitoring Vendor ForeNova Vendor:  ForeNova

[& Data Sharing > Restueey 1 Resources: 1

B System >

L Update >

9, Maintenance 53

82 Security Capabilities >

Step 2: In the Resource Configuration section, click New. In the Add Resource pop-up window,
enter the required information and click OK, as shown in the figure below:

Add Resource

Test Connectivity




2 NovaGuard (SaaS)
2.1 NovaMDR

® |[ntegration Method: NovaGuard can be integrated with NovaMDR using the password.
® Version Requirements: No specific version requirements for NovaMDR.
® Procedure:

Step 1: Log in to NovaMDR, go to the Customers page, and click the name of a customer, as
shown in the figure below:

@ ForeNova S

+ 2dd |[ & Bpon B vy Ctomers || Runving = .
ier |t 10 | Garorerrame | oy | Smmeranin | inheny. | Gomor i | storeeio) | donin o Aot ONenaged/Al | Gustomer Atborzaton® | Servee Sl Cuick ks
1 e O iesanashel2s | Chios Seskori busoess | LkAS . iowaMDR | NovaMOR 3PP inisgraton o 0/00 @ Unsuhorized B Ouwing® porl

2 8222267 | 7 testun 2 Malaysia TestGroup Governm. Gra S1(LowPoten... | MDR20 || NovaMDR 39P Integration o 0/00 ©Auhorized & ® ORuming® Pors
3 a2 7 testo3s1 Malaysia TestGroup Governm GKa - NovaMDR | NovaMDR o 0/00 ©Auhorized B & ORuming® Portal
4 sas7asiza saas-xdr-test Germany TestGroup Governm, oKA - NovaMDR || NovaMDR 3PP Integration s T oked = ©@Ruming  Poral
S 858906470 [ testpoc 03 Thailand TestGroup Business  GKA = NovaMOR o 0/0® © Unauthorized W ORuming  Porw

Step 2: Go to Customers > Integrated Devices and select SAAS-NovaGuard for Type, as
shown in the figure below. Note: The Username, Password, and other relevant information
of NovaGuard will automatically sync from NovaFusion, so there is no need to add
NovaGuard devices manually.

Note: NovaMDR is based on the NovaXDR framework. Select NovaXDR for Integration
Platform to ensure that NovaGuard can be integrated with NovaMDR.

7y ForeNova

Customers =

] i pary o ada | L e | O pere
5 A Ptors
B Projetlnto N e Devies iemame s [
Devic
& Servios Management & NovaMOR 1 SAAS-NovaGusd X_SARS_ENDPOIT X SAAS ENDPOINT ©Cnine @ Coorinated Rezpanze
& nowon

Click Edit in the Operation column of the NovaGuard device entry, then click Copy Integration
Info to copy the information, as shown in the figure below:

Edit Device




Step 3: Log in to the NovaGuard manager, go to System > Integrated Devices > Devices, and

click Add Device, as shown in the figure below:

NovaGuard

Devices

4 (T
) ( NovaCommand )
[ O\
Y

Connected Devices: 1

Add Device Connection Key Refresh

No. Device Name Device Type
1 NovaCommand NovaCommand
2 NovaFusion

O sys
¥ Integrated Devices o

Devi

The manager cannot connect te the SP update server, which may cause security risks. Please fix it immediately.  Configure Proxy S

ET—"
{ NovaXDR )
- 4

Connected Devices: 0

Device IP Device ID Version Integration Settings
10.222.38 200 738024379133 3008 Asset Info Reporting
2011201120 201

o |
( NovaMpr

Connected Devices: 0

Device Type
Remarks  FirstAccess

Security Info Reporti T 2025-06-26 15:09:06

2025-06-26 15:29:36

Step 4: In the Add Device pop-up window, select Use device name and password, select

NovaXDR for Device Type, click Paste Auth Info to paste the integration information copied in

Step 2, enter other required information, and click Next, as shown in the figure below:

Note: NovaMDR is based on the NovaXDR framework. Select NovaXDR for Device Type to

ensure that NovaGuard can be integrated with NovaMDR.

Add Device

Use connection key ® Use device name and password

@ ovions 2 | DataReporting (Optional)

NovaXDR

NovaXDR I

How to Connect?

*Connection Method © @ Saas XDR

Auth Info Paste Auth info

@ Copy the authentication information from NovaXDR and paste it
here (Chrome is recommended).

10



Step 5: Complete other integration settings and click OK after the connectivity test is passed,
as shown in the figure below:

Add Device

@ options e Data Reporting (Optional)

LU £IISUNE UIE SCCUTELY U1 U 10U TRPUTNTHY L.

Device Time 2025-06-27 03:10:01 Configure

~ Network Connectivity Test Connectivity

Translation. The automatic test is expected to take 15 seconds . Please confirm
whether the following domain names and ports have been opened. If they have not
been opened, please follow the prompts to fix the issue.

No. Domain Name Purpose Connectivity

device scloud forenova.com:...  Ensurethatthede.. @

device scloud.forenova.com: Ensure that the de.

device.forenova.com:5000 Ensure that the de...

device forenova.com:443 Ensure thatthe de... (@

11



2.2 NovaXDR

® |[ntegration Method: NovaGuard can be integrated with NovaXDR using the password.
® Version Requirements: No specific version requirements for NovaXDR.
® Procedure:

Step 1: Log in to NovaXDR, go to Configuration > Device Connection > Native Devices, then
select NovaGuard (SaaS) for Device Type, as shown in the figure below. Note: The Connection
ID, Password, and other relevant information of NovaGuard will automatically sync from
NovaFusion, so there is no need to add NovaGuard devices manually.

Click Edit in the Operation column of the NovaGuard device entry, then click Copy Auth Info
and Confirm, as shown in the figure below:

Edit Device

Step 2: Log in to the NovaGuard manager, go to System > Integrated Devices > Devices, and
click Add Device, as shown in the figure below:

2> The manager cannot connect to the SP update server, which may cause security risks. Please fix it immediately.  Configure Proxy S

NovaGuard

Devices

Connected Devices: 1 Connected Devices: 0 Connected Devices: 0

Device Type

Device IP Device ID Version Integration Settings. Remarks | First Access

1 NovaComman @ NovaCommand 1022288200 738024379192 3.0.98 Assetinfo Reporting | Securiy Info Reporti.. | - 20250626 1500.08

2 NovaFusion = 2011201120 2011 = 2025-06-26 1529.36

Integrated Devices

12



Step 3: In the Add Device pop-up window, click Use device name and password, select
NovaXDR for Device Type, click Paste Auth Info to paste the authentication information

copied from NovaXDR, and click Next, as shown in the figure below:
Add Device
Use connection key (@ Use device name and password

@ ovions 2 | DataReporting (Optional)

“Name NovaXDR

| p=sce e Nova0R |

How to Connect?

*Connection Method © @ Saas XDR

Auth Info Paste Auth info

@ Copy the authentication information from NovaXDR and paste it
here (Chrame is recommendd).

*CorplD

*Device ID @

*Password @

Remarks

m anee!

Step 4: Complete other integration settings and click OK after the connectivity test is passed,

as shown in the figure below:

Add Device

(\f{j options o Data Reporting (Optional)

U ESUNE UL SCCUTELY U1 U 10y TEPUINNY Ui,

Device Time 2025-06-27 03:10:01 Configure

~ Network Connectivity Test Connectivity

Translation. The automatic test is expected to take 15 seconds . Please confirm
whether the following domain names and ports have been opened. If they have not
been opened, please follow the prompts to fix the issue.

No. Domain Name Purpose Connectivity

device scloud forenova.com:...  Ensurethatthede.. @

device scloud.forenova.com: Ensure that the de

device forenova.come443 Ensure that the de...

device.forenova.com:5000 Ensure that the de...
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