M365 to ForeNova XDR

Entra application Setup

Name M365 to ForeNova XDR — Entra Application Setup
Owner Service Delivery

Classification ~ Confidential — External

Status APPROVED

Version 1.0.EU

Date 13 November 2025

Next Review 13 November 2026

© 2025 ForeNova Technologies GmbH

ForeNova Technologies B.V. @

www.forenova.com Kingsfordweg 151, 1043 GR Amsterdam, Netherlands sales@forenova.com




NovaMDR Penetration Test Service Delivery Form CONFIDENTIAL AND PROPRIETARY INFORMATION

1 SETUP APPLICATION IN MICROSOFT ENTRA

ForeNova MDR supports ingestion of M365 log files into the ForeNova XDR platform.

To activate this service, ForeNova needs to get access to the M365 tenant of the customer.
For this purpose, the customer needs to create an application in Microsoft Entra.

After creating the application, the customer can share the details with ForeNova as
mentioned below.

2 CREATING THE APPLICATION

To create the application, open the Entra environment via:
https://entra.microsoft.com

Microsoft Entra admin center A Search resources, services, and docs (G+/)

Home >

1 Home . .
App registrations &
& Entra agents

- Mew registration ¥ Endpoints & Troubleshoot ':_:‘ Refresh & Download [ Preview features f@ Got feedback?
% Favorites ~

& EntralD A~ o Starting June 30th, 2020 we will no longer add any new features to Azure Active Directory Authentication Library (ADAL) and Azure Active Directory
need to be upgraded to Microsaft Authentication Library (MSAL) and Microsoft Graph.

@ overview
a u All applications Owned applications  Deleted applications
sers e —
" Groups A Start typing a display name or application (client) 1D to filter these ... +v Add filters
& Devi .
svices 1 applications found
Agent 1D [Preview) Display name T
Entemo = _

& Delegated admin partners

B Domain services

Give the new application a name (example 0365-XDR)
Choose: Single tenant
Click Register

The application will be created, and you can now set the permissions for this new
application.
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Home > App registrations > Register an application > App registrations >

@ O0365-XDR #

 H oeete @ tropoims [ prevew estures

B overview
 Essentials
Quickstart
Display name : 0365-XDR Client credentials : O certificate_1 secret

Application (client) 1D 01 Redirect URIs : Add a Redirect URI
Object ID a5 | Application 1D URI : Add an Application 1D URI
Manage Directory (tenant) ID 1 56— Managed application in L. : 0365-XDR

Supported account types : My organization only

# Integration assistant

. Diagnose and solve problems

B Branding & properties

@ Starting June 30th, 2020 we will no langer add any new features to Azure Active Directory Authentication Library (ADAL) and Azure Active Directory Graph. We will continue to provide technica
will no longer provide feature updates. Applications will need to be upgraded to Microsoft Authentication Library (MSAL) and Microsoft Graph. Learn more

Get Started ~ Documentation

@ Expose an API

Build your application with the Microsoft identity platform

App roles
8 Owners The Microsoft identity platform is an authentication service, open-source libraries, and application management tools. You can create modern, stan
based authentication solutions, access and protect APIs, and add sign-in for your users and customers. Learn more()

i, Roles and administrators

M Manifest

-
-~ \ =

Support + Troubleshooting r

& New support request a E

v u

There are two things that needs to be done, create a certificate and secret and set the API
permissions.

3 CERTIFICATE

Create a new client secret and set a name and expiry date (recommended at least 1 year),
after expiring, we need a new client secret.
Copy the value and the Secret ID, after saving you cannot copy the value anymore.

Home » App registrations > Register an application > App registrations > 0365-XDR
0365-XDR | Certificates & secrets =

¢ 7 Gotfesdbade

B overview

Quickstart Credentials enable confidential applications to identify themselves to the authentication service when receiving tokens at a web addressable location (using an HTTPS
scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a credential.
#" Integration assistant

# Diagnose and solve problems
@ Application registration certificates, secrets and federated credentials can be found in the tabs below.

Manage

& Branding & i
randing & properties Certificates (0) Client secrets (1) Federated credentials (0)

3 Authentication

A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.
Certificates & secrets

{I!' Token configuration = New client secret

#- APl permissions Description Expires Value & Secret ID

& Expose an API 0365-XDR Secret 11/6/2026 GGy s d_47 D W

Bi App roles

& owners

Brlne and adminictrntare
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4 API PERMISSIONS

Set the API permissions so ForeNova XDR can access the correct logfiles from the M365
tenant.

Home > App registrations > Register an application > App registrations > 0365-XDR

- 0365-XDR | AP| permissions =

B Overview

& Quickstart
M\ Granting tenant-wide consent may revoke permissions that have already been granted tenant-wide for that application. Permissions that users have already granted on their own behalf aren't affec
#" Integration assistant

#  Diagnose and solve problems
@ The "Admin consent required” column shows the default value for an organization. However, user consent can be customized per permission, user, or app. This column may not reflect the value in )

Manage where this app will be used. Learn more

T2 Branding & properties
Configured permissions
3 Authentication
Applications are autherized to call APIs when they are granted permissions by users/admins as part of the consent process, The list of configured permissions should include
Certificates & secrets all the permissions the application needs. Learn more about permissions and consent

Add a permission  ~/ Grant admin consent for ForeNova

-® APl permissions

API / Permissions name Type Description Admin consent requ.. Status

@ Expose T AP
v Microsoft Graph (5)

i App roles

Application.Read.Al Application [Read all applications Yes @ Granted for 2
£ owners

AuditLog.Read All Application [Read all audit log data Yes @ Granted for a
il Roles and administrators

Directory.Read All Application [Read directory data Yes @ Granted for gl
Manifest . .

Mail Read Application  [Read mail in all mailboxes Yes @ Granted for 2
Support + Troubleshooting User.Read All Application [Read all users’ full profiles Yes @ Granted for 2
£ New support request v Office 365 Management APIs )

ActivityFeed Read Application  [Read activity data for your organization Yes @ Granted for a

ActivityFeed ReadDlp Application [Read DLP policy events including detected sensitive data Yes @ Granted for a

To view and manage consented permissions for individual apps, as well as your tenant's consent settings, try Enterprise applications,

APl / Permissions name

“ Microsoft Graph (3)
Application.Read.&
Auditlog.Read All
Directory.Read All
Mail.Read
User.Read.All

“ Office 365 Management APls (2)
ActivityFeed.Read

ActivityFeed.ReadDlp
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Set the following permissions as shown in screenshot above.
Important, type needs to be: Application
Grant access for the whole company (tenant)

5 SHARING INFORMATION WITH FORENOVA

If this is all set, please let ForeNova know the following information:

Tenant ID (copy from overview information of the application)
Client ID (copy from overview information of the application)
Client Secret (copy the value from the details you created when setting up the client secret)

If you have issues creating the application or questions on how this works, please reach out t
your contact person within ForeNova,
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